Page 1 of 4

|(b)(5).(b)(7)(0)
From:

Sent: Wednesday, January 05, 2011 6:48 AM
Sublect: FW: Bullding 16

Follow Up Flag: Follow up

Flag Status: Flagged

Suspect as of yet unldentified.
— = H{b}B)(BNTY |-
From:fc))( S rnailtcl((;;g%;'g AMIT.EDU)

04 51 PM

here are the screenshots from the camera setup on the laptop at MIT. Looks lika he added a drive, but itls still an
the network,

We did not get the cafl untll he left the room.

¢rom JEVEIENTIC)

January 04, 2011 3:48 PM

Here are screenshots from 3:26pm

(bXG).
BT

(bXB).(OKTHC)

i ices & Technology, MIT
(b)6).{bH7)C) =

BXE).OXT) bmit.edu
(BXENBN7HC)

Begin forwarded message:

J(b)(ﬁ).(b)(?)(c) :

From mit.edu>
Date: January 4, 2011 3:46;18 PM EST
To:I(b)(G).(b}(T)(C) Imit edu>

2690

Y T A TWAT # LI T IO N Y MYt AAAAMRITY AT Ty ¥ PNET Ty AN AMOMN A



e o Bt P PR SEEL DTS S s R

l(b)(ﬁ),(b)('f)(c) {CID}_

S
From: Heymann, Stephen (USAMA} [(b)6).(b}(7)(C)  Busdoj.gov]
Sent: idav _Esbruare 25, 2094 11:37AN
To: (b)(6).(B)7NC) {CID)
Subject: RE. Secrel Service - Background Information fo

Does he also have expertise in Linux?

From {ERELBITNCI]CID) [malto fEXEIENT Jousss.dhs.oo
Sent: Friday, February 25, 2011 11:27 AM

Stephen:

Please find the requested background Information fod ()(6).{0)7)(C) pas hendled Grand Jury information in other cases in other
districts.

(BNB).(EUTNC) IMember of the Technleal Staff, CERT

[(E3E).(Ti)E).(BXTHC) _ Jrorking for CERT's Digital lntelligence and Investigation Directorate (DIID). With over five years
experlence i the Teld of Digital Forensics, yas conducted forensic investigations in civil and criminal litigation {n both the

public and ptivate sectars. As a member of the CERT Digital tntcHigence and investigrtion Directorate (DID)(bXE) ampists CERTY
iaw enforcement partners in a wide range of digital forensic investigations.

(D)(B). (Dlhotds a number of industry certifications inchiding ihe Certified Computer Examiner (CCE), EnCasa Certified Examiner
(EnCE), GIAC Certitied Forensic Analyst (GCPA){(B)(6}]is glsg o member of the International Society of Fareasic Computer
Examiners and the Association of Certitied Fraud Bxaminers [(E)6) bbtained a Bachelor of Science degree from Utica College of

Syracuse University In Economic Crime Investigation with a concentration in Computer Security.

{D}6).(bU7)C)
Special Agent

LS. Secret Service
Elé)(ﬁ).(b)ﬁ) Desk)

Mobile)
§1.2-208-5220 (Fax)

All e-mail to/from this sccount is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mall systemn, This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. I you have
received this e-mail in errar, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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I:(b):(ﬁ:).(b)('/)(c) | (CID}

From: Heyrmann, Stephen (USAMAYBI(BL(BYTHC)  Busdol.gov)
Sont: iday, Eattusry 25, 2017 12:16 PM

To: EXE)L(BXTNC)  kCiD)

Subject: e Secrel Seivice - Background fnformation for[RY8). BYTYC]

Does he also have expertise In decryption and getting past password protection?

Sent: Friday, February 25, 2011 11:34 AM

To: Heymann, Stephen (USAMA) o
Subjact: Re: Secret Service - Background Information for b b7 ¢ |

tise In Windows, Linux, BSD, VMFS (VMware's file systam), and OS X.

From. Hevaann tephen (USAMAMI( b)(G),(b)(T)(C} Iusﬂgj,gﬂ?
T4(R)(B).OXTHC) JciD)

Sent: Fri Feb 25 11:30:47 2011

Subject: RE: Secret Service - Background Information fo (b)(B).(b)(TIC

Does he also have expertise In Linux?

From: G.D) mailto )(s)a(b)(7) y—&ss_lﬂhs‘gg_v]
Sent: Friday, February 25, 2011 11:27 AM
Tot Heymann, Stephen (USAMA)

Cciib)8).{b){fert.ora
subject: Secret Service - Background Information fof(bN8L.BX7)

Stephen:

“Jhas bandted Grand Jury information in other cases in other

Please find the requested background Information {us(b)(6),(BX7XC)
districts.

EY6). (D) 71{C Member of the Technical Staff, CERT

(BY6), bBIELBNINC) | working for CERT's Digita! Inteliigence and Investigation Directorate (DID). With over five yeors
experience in the heid of Digital Forensics, [{D)(6) has conducted forensic investigations in civil and crimina) titigation in both the
|(b}(6),(b)(7)(0) |A5 a member of the CERT Digital Intelligence and Investigation Direcloraie (DND), [BITET Jussists CERT'S
ww enforcement partmcrs (n a wide range of digits! forensic investigations,
the Certified Computer Examiuer (CCE), EnCase Certified Examiner

[REL holds a number of industry certifications including
(EnCE), GIAC Certified Porensic Anatysl (GCFA}is ajso a member of the International Society of Forensic Computer

Examiners and the Association of Certified Fraud Examiners|(0)(6) jobtninied a Bachelur of Science degree from Utica College of
Syracuse University in Economic Crime Investigation with a concentration in Computer Security. .

(B)(B),(BI7HC)
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UNITED STATES GOYERMNMENT
Memorandum of interview

bseA  Gentember 13, 2012 U.S. Secret Service
LOCATION 301 Bast Liberty Street, Atn Arbor, MI Case # 102-775-60071-8

( I(b)(ﬁ).(b)m(cl
SHIBILECY [~

INTERVIEWED v oo e
TR ]

Aml-'!);\\'CIEN b BQS
' Detectiv{®XB).X7)C) | Cambridge Police

AUSA Stephen Heymann
AUSAFFJEP{TMW—]

(bB).{B)7NHC)

" (BYBMEXTHCH)
On September 137, 2012 Lvas interviewed at the JSTOR office at 301 East Liberty

Street, Ann Arbor, Ml in referenc ;mm&gaumﬂcld Office case number 102-775.%
imerview was conducted by Agen (EXELONTNC)  hnd leﬁa%%(b)( ).(bX
Also in attendance were AUSA Stephen Heymann, AUSA [PREIBH7IC) (EXC) Jand ®XB)LBNTIC)

[BYE).EBXNIC) _ | The following is & summary of his statements: S
stated that he was FERELETIC] } He stated that JSTOR is the biggest part

of jthanka and that more than (0,000 institutions were supported. [EX8I01 Jstated that he was involved
with tech support, web site support and access, and abuse monitoring and prevention. [BXEI®Y Jstated
that lte was involved with the load balancing of three data centers in Princeton New Jersey,

Manchester United Kingdom and Ann Arbor Michigan.

tatr.d that JSTOR used Literatum from Atypon and that Literatum has abuse monitoring
tools. [BIEIEY]stated that the terms and conditions for using JSTOR prohibit mass downloading.

BT Nstated that if a user has a registered account he must log in and acknowledge the terms and
conditions. Ifa user does ot have a registered account he must acknowledge the terms and
conditions each time he engages ISTOR. JSTOR had previously implemented Literatum abuse tools
10 block when 5,000 sessions arc created from the same JP in a 60 minute period. stated that
JSTOR has a web site with information on how researchers can download data sets for projects.
stated that a session was defined by machine ID and a cookie and a scssion was designed to
time out after 20 to 30 minutes of inactivity. msmtcd that JSTOR had a download limit of 300

articles, -

|§°}E‘°’}"” |stated that on 09/25/1 OfFRETERACT ] told him that he received an alert from the Manchester

A with activity that looked like a PDF scraper. [EFT® Jstated that on 09/26/12 (@818 Jtotd bim
that he noticed the PDF scrappet again on IP address[P®IWXTIC ], [(B)(6). |stated that JSTOR

blocked access to the Class C IP range of the [P address. (BXTX

[EEIEkstated that on 10/09/10 at around 1745 he had noticed that the PDF scrapper had comne back
and that by 1814 half of the servers in Manchester had failed under the strain of the downloads and

had to be restarted.

[EXETE Jstated that JSTOR implemented Literatum abuse tools to block when 5,000 sessions are
created from the same [P address in a 60 minute period.
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