‘ |(b)(6).(b)('ll‘%, |
From: Heymann, Stephen (USAMA) sdaj.gov> :
. T __\mwmﬁ,zon 312 PM

Sent:
Tor
Subject: RE: What do your schedules look like on June 9?

We're having grand Jury scheduling probiems and it may be important to have you on the 9%, if at all possible. fam
having to move the witnesses scheduled for the 26® ta the 8%, after which grand jury avallakility becomes uncertain,

| Also, please send me the Mmamdoomcﬂntnnnationfonheatwmqwbossd he was nmnﬁng@gg-

!amontmelsoutlonfrom May 24 to June zcwtﬁchmeansitlsposﬂbb t could be sent on a trip. The Massachusetts
- Attorney’s General Office, Cyber Crime Initiative has training on the 9%, it is not mandatory but t would Illnematteudlf
wewuldpmentonanoamday

US. Secret

| : (®XE).0XTICY

: BOS)
mwmmmmusmmmmw

2014




1 wikt ba away from June 6 - 18, 2011.

. IE;?;.: -."‘ ! Y}l' ' -
Sent: Wed May 18 13:36:27 2041

Subject: What do your schedules lock like on June 97

Per EOUSA

Al e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response fo any inappropriaie use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcoment sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permizsion of the Secret Service. If you have
teceived this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
ito .

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's o-mail system. This o-mail may contain information
that is privileged, law enforcement seasitive, or subject to other disclosure imitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it ' '

2015




. -

We're having grand jury scheduling problems and it may be important to have you on the 8, if atall possbie. 1am
having to move the witnesses scheduled for the 25™ to the 9%, after which grand jury avallabiiity becomes uncertain,

Also, please send me the name and contact information for the attorney who said he was representingfB]_]

~ 1am on travel Rotation from May 24 to June 20 which means it is possible | could be sent on a trip, The Massachusetts

Attorney’s Genaral Office, Cyber Crime initiative has training on the 9®, it is not mandatory but 1 would like to attend if
wecouldpmentpnmﬂwerﬁay. . .

N8),®N7)C

USS, Secrot Service

‘f b)8).XTXCY

-

: )
Sent: Wed May 18 £3:36:27 2011
What do your schedules look like on June 9?

. 1mmmmmmmuﬁmdismwwmmmm«mmsmm If you have
meivedﬂﬁso-maﬂinm,domtkwp,mdisclose.oroopyit;notiﬁrthesendetinmediatdyanddelete
it - )

© 2016




_ : ' T _ )
From: _I(b] ® ®X7NC) Iﬂmbﬁdgapoliu.o:g»

Sent: 20111.57
Subject: Re%néomsdadwesbokl&eonlmw
1 will be away from June 8 - 18, 2011.

[EY@).(BX7XC) -

mwmdommmmmmw

2017




Eﬂﬂs).(bﬂ’w I
From: Heymann, Stephen (USAMA) jgov>
Sent: 18, 2011 1:36 PM '

7
G
c
£
||

EctmaEXEE) Farbridgepolcerg
rﬁ):mo 6E

What do your schedules look like on June 3

2018




Yo: Wb
Subject: . Setzure Wamant Affidavit

Please et me know whén you are final with the final version of the affidavit or any other changes that should
be made. Steve ' .

2019




' Subject: FW: Mmdﬁmﬁﬂwhﬁemﬂngfwm?
HiSteve, ___ : -

Please see response below. As-m <an see, this is fairly complex!

Mmehwﬁmmedmqu;smmwmmm

{bX6),
(bX7XC)

11 KEMBXE)BHTXC) : per EOUSA

2020




Best,

JSTOR | Portico
EIEHENINCT |

| "
mmmmmwsmmmﬂ busdol cov]
Sent: T% % zaE 2011 6:18 PM

oroing for me?

per EOUSA

2021




)6),
From: . Heymann, Stephen (USAMA} >

Sont: 1, 2011 5:14 PM
Tor _ 'WWM c "~ k80%)

Subject: . RE:First Thing Thursday Morning

|(b)(3).(b)(7)(0)

<<Sétzire Warrant AT Drat 5-11-10 updated.pdt>> This Is an updated version of your proposed affidavit for the

seizure warrant. First thing in the morning on Thursday (we want to get it before the judge as early in the day
as possible):

Thanks you, Steve : /'. ' | _l

2022



' First A ursday Maming
Attackments: Seizure Wanant Aff. Draft 5-11-10 updated pdf

<<Seizure Warrant Aff. Draft 5-11-10 updated.pdf>> This is an updated version of your proposed affidavit for the
- seizure warrant. Fitstthlnginﬂaemwningonmundav(wowanttoget!tbeforeme]udgeaseawmmeday

per EQUSA

Thanks you, Steve

2023



Ce:
Subject: Re: Potential Additional Paragraphs forihe Seizure Warrant Affidavit

%plemletuslmmvlfyoulmeauyﬁustionswyoucanmadnmatlmzaj'(smm

" trom]EXCIEXTNC)
Dates Wed. i1 May 2011 14.19'23 0400

: Tue May 10 15:25:25 2011 T
mmmmmwsfwmmwm

- 2024

B S U A S T S B T e e ——
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" U5, Sexvi Servine

I(b)(ﬁ).gm ;ﬁ I

CARIELEVNC) _ kambridoepoice.o

-

Please confirm the following today, contacting CERT and MIT a5 necessary. These are the: facts, as | presently

understand them. if any of them should be corrected or expanded, let me know,

r@ : Per EQOUSA

2026




Per EOUSA

Thank you, Steve

N

Mlmumlﬁmnﬁ*ammbwhjmmmhlmandbhdﬂdalmmw.mmbetammwetoaw
mwwwﬂmmdMMMm%&mnwmm.M&MmmmmmnWm
mfommmunam.orwb]euwotherdbdmulhmommmfommuMmmmwmhmr
disseminated without the permission of the Secret Sarvice. If you hive received this e-mail In error, to not keep, use, disdose,
ar copy it; notify the sender immediately and delete it.

2027




RAE

mmmumn Paragraphs far the Seizure Warrant Affdavit

(®X5)

b)(e C

2 May 10 14:55:02 2011
WM‘MWWW&GMMMM
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,(‘_)—bxe).(bx'vxc

me wmn,m(Mﬂ)WhL{” BN lm.m'ﬂ
: T -5 (o) U 20118 14m
1’o {Qﬂmm@- BOS) . -
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[e5)

Thank you, Steve

All e-mall to/from this account is subject to official review and is for official use only. Action may be taken in response to any
inappropriate use of the Secret Seavice's e-mall system, This e-mall may contain Informetion that is privileged, krw
enforcement sensitive, or subject to other disclosure imitations. Such information Is loaned to you and should not be further
disseminated without the permission of the Secret Service, If you have received this e-mail i error, do not keep, use, disclose,
or capy it; notify the sender immediately and defete it.

2030




Fronn Heymann, Stephen (USAMA)

Sent: : 2011 10:0Z AN

Yo: ) ' BOS)

Ce "~ ExtemalfEIE). B Peambridgepoiie.
Attachments: Sefzure Warrant Affidavit 5-11-11 Oraftpdf

per EOUSA

«<Geiziwre Warrant Afidevit 5-11-11 Draitpd>>[ETE)

Attached is the current draft of the affidavit in support of the selzure warrant. Plesse review it carefully, and
let me know, any changes of any form that are necessary or appropriate.

2031




: ' (6).(6X7XC) )
From: Heymann, Stephen (USAMA) usdoj.gov>

Sents T , May 10, 2011 4:55 PM
Yo [EBIE),EXNC).Per USSS JBOSs)
Subject:

Sample .pdf

per
EOUSA

i'leasa e-mail to me a sample .pdf from the pdffolder on thel@ |

2032
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- P —— T
St 11 2:18 PM
I(DWS,(b)(")(és i

(BOS); Heymann, Stephen (USAMA)
RE: Last Thing

-4
)

~

5tifl walting on information about other agencdles,

e .. BT
om e QU ey

Sent: Tuesday, May 10, 2011 11:12 AM

muucmmmmlmmor

l—;wgmxe).@ (o I
U.S. Secret

Boston Field Office

per EOUSA

Thanks again, Steve

2033



.....

(b)(6),(bX7XC)

From: frarbri lice.org>
Sent: Tuesday, May 10, 2011 2:09

To: Heymann, Stephen NSAM&?SWMS)
Subject: RE: Last Thing

Fve puta request Into get T Jplace of bith from another entity. Waiting on their raply. Thet willtso Inciude agency
indices inquiry.,

(EXTGE)

gov]

Last
b)(®),(b)(8).(b)7)C)

Per EQOUSA

Thanks again, Steve

- 2034




(BX7XC)

. Prom: ' Heymann, Stephen (USAMA)
Sents | Ti May 10, 2011 11:13 AM
To: [BYB).BN7C) BOS)
Subject:

RE Last Thing

per EOUSA

. Thanks again, Steve

Alle-mailto/ﬁomﬂﬁsmmismbjocttoofﬁeialmiewmdﬁoroﬂiduluseonly.Acﬁonmaybetahnin_
' response o any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information
that is privileged, law eaforcement sensitive, or subject to other disclosure limitations, Such information is
wwmmstmtbeﬁnhadm&MwmmﬁembnofmesmmIfyouhave
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immedistely and delete
it : : . . S
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Heymann, Stephen (USAMAY |

10, 2011 938 AN
IO ——— FErT

Last Thing

per EQUSA

2036




g 6. . :
From: ' meamStepMn(USAMA)] -)(b [maaj.gov> |

-y

::t: [ QLUXUE) wga‘::‘n "’"3’,"" peambridgepolice.org
- Subject: RE{ b)(E),BI7HC

And place of birth?

What are[BISIERTIC]__]0.0.8. and Social Security number?
Thanks, Steve |

2037




Frony: ﬂeymnn.stephmwml””””” Lndomw

What are [BXELBXNC)___]D.0.B. and Social Security number? -
Thanks, Steve '

_ _ .' g . 2038




per
EOUSA

Thank—you_, S_teva

2039




From: Mmmmm]ilil.ixﬂi! l j

::m_ _— Monday, May 09, 2011 344 PM (sdlgor
bi(8).(BXTHC) __iBOS)

Subject:

‘Please let me know when you get samathing fron[PRT_|Steve

- 2040




' BXBIBNINC
HeymamShpthSAMA)lixj(bjix_) Lsdq:,;ov»

From:

Sent: , May 05, 2011 5:16 PM

Ta: KEEI;@&;@

Subject: " RE: Twitter

please

Promi (505) | ]
Santt , , 2011 5:16 PM

Tot Heymann, Stephen (USAMA)

Subject: Re: Twitter

it says +0. But | am not sure if that means local or GMT. | can call end ask.

[B3@).(BX7XC) |

W DATE TIME ‘ PROVIDER
Y | 14Febi1 1641 : . Comcast . _
14-Feb-11 0:03  AmazonWeh Services, Elastic Compute Cloud EC2
13-Feb-11 4:59 Harvard University
11-Feb-11 11:11 Harvard University
il-Feb11  12:09 T-Moblle
9-Fab-11 14:54 T-Mobide
6-Feb-11 14222 ' T-Mobile
4Feb11 2251 k. T-Mobile
. 4-Feb-%1 10:51 T-Mobile
29-Jan-11 052 T-Mobile
‘28-Jan-11 19:10 : Harvard University
27-lan-11 319 © T-Mobile
. 27-jan-11 9:19 T-Mobile
27-Jar-11 12:19 : T-Mobfle
. 26-Jan-11 21:04 , T-Mobile

2041




[EXELEXTXEY | ‘

‘ 19-Jan-11 441 Comcast
18-Jan-11 141 Comtast Business Communications
18-Jan-11 441 T-Mobile
18-Jan-11 1941 T-Mobile
18-Jan-11 22:42 T-Mobile
17-)an-11 1:20 T-Moblle
74an-11 7:35 - T-Mobile
16-Jan-11 21:05 Harvard University
16-Jan-11 1:20 T-Mobile
16Jan-11 4:20 T-Mobile
13-Jan-11 0:30 : T-Mabile
13-Jan-11 3:30 T-Mobile
13-lan-11 12:46 T-Mobile
12-Jan-11 2 T-Mobile
12-Jan-11 22:33 : T-Mobile
25-Dec-10 16:33 Comeast
25-Dec-10 21:52 T-Mohile
24-Dec-10 14:30 T-Mobile
24-Dec-10 20:30 T-Mobile
19-Dec-10 19:32 : T-Mobile

[EEN@NT | |

Field Office
(b)(8),(X7XC)

Allo-mailtolﬁomthisacmuntissnbjwtwoﬁcinlrwiewhndisforofﬁdaluseonly.Actionmaybetakenin
- response to any inappropriate use of the Seoret Service's e-mail system. This e-mail may contein information
- that is privileged, law enforcement sensitive; or subject to other disclosure limitations. Such information is
wmmmmmummmmmmm-mmammsﬂvm:fyouhave
iiwuvodthue-maii inm.donotkeep,usqdisdose,ormpyinnoﬂfythemda'hmwdimdymdddm

2042




S - Y6 BXTNC) .

Per EOUSA
‘l’o'wnmm
Subject: Twitter
RIS 1 oy
JORPh 14-Feb 11 cast _
: " | 14-Feb-11 _ astic Compute Cloud €C2
459 , Harvard University
1111 Harvard University
12:09 T-Moblie
14:54 L T-Mobile
14:22 - T-Moblle
22:51 T-Moblle
10:51 T-Mobile
0:52 . T-Mobile
19:10 - Harvard University
319  T-Moblle
:19 T-Mobitle
1219 T-Mobile
2104 ' . T-Mobite
241 Comcast '
1:41 Comcast Business Communications i . -
&41 T-Mobile i
19:41 T-Mobile o P
2:41 T-Moblle
1:20 T-Mobile
7:35 - T-Mabile
21:.05 Harvard University
1:20 TMobile
420 T-Mabile
030 T-Moblte
3:30 T-Maoblle
12:46 T-Moblle
222 T-Mobile
2:33 , T-Mobile
16:33 ' Comcast

2043



(b)),
25-Dec-10
24-Dec-10
24-Dec-10
19-Dec-10

)(6),(b

T3, Secrei &

smswom

(b)(8).(LITXC)

21:52
14:30
20:30
19:32

T-Mobhile

T-Mobile

T-Mobile

_ T-Moblle

. All e-mail to/from this account is subject to official review and is for official use only. Action may be tsken in
response to any inappropriate use of the Secret Service's e-mail system, This o-mail may contain information
that ig privileged, law enforcement sensttive, or subject to other disclosare limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have

it

geceivedthis e-mail in error, do not keep, use, disclose, or copy it; notify the sendet immediately and delste

2044




E)ENNIC)

From: Heymann, Stephen (USAMA) Justojgovs
Sent; , May 05, 2013 3:12 PN
Teo: - S)
Subject: RE: Done
X0 - —Tper EOUSA

me{ ‘W(bxs). © |- .9&1

Sent: Thursday, May 05, 2011 2:02 PM
To: Heymann, Stephen (USAMA)

Done

%&@ —1
US. ‘

Boston Field Office

I (BYBLBXTNG) I
Sent:

X1 ERTIC)

“|per EOUSA

All e-mail to/from this account is subject to official veview and is foe official use only. Action may be taken in
Tesponse to any inappropriate use of the Searet Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
veceived this e-mail in error, do not kieep, use, disclose, or copy it; notify the sender immediately and delete
it '

2045




|(b)(6),(b)(7)(0)
From: Heymann, Stephen (USAMA)

|usdoj.gov>

Sent: Thursday, May 05, 2011 1:53 PM
To: [(b)(6),(b)(7)(C) | (BOS)
(b)(5),(b)(7)(C)

Per EOUSA




| ™ 03.2011 317PM — e
Sent: Tuesday, May : .
To: EXEL.ENTHT). JBOS)
Sulject: RE: CID/CERT: Feedback from MIT case
Mo, | per EOUSA

# do nat know whather this is in your camp or theirs.

o .

We pesformed analysis of the Python scsipts and bash history you requested and provided our analysis notes In kate-March.
We have not prapared any other reports as we were waiting for you and Stephen to detenming if there was any additional

. analysis you wanted us to conduct. - . i
If you would fike we can prepare a more formal report of the analysis we conducted on the scripts and bash history, however
we have aot performed any additional analysis outside of thase Initial requests.

29sg let us know how you would {ike us to proceed.

: BTN

———|(bX6),

2011 14:07:45 -0400
%}m’——l«m&) s s oy [P T .
BIo feert.org>

Subject: RE: CID/CERT: Feedback from MIT case

2047



. Was a report ever finalized for the Swartz exam?

(b)(8),(b)(7XC)

ed Mar 16 13:28:51 2011 :
subjoet.Fw CID/CERT: Feedback from MIT case

No GE (etter is necessary

per EOUSA

1

Mnn D)B)BXNC)  |(BOS) [maitodP)E

nesday, March 16, 2011 1: 13 /M
mueynmn,m(usam .
Subjects Fw: CID/CERT: Feedback flom MIT case

Question from CERT

Sent from Blackberry

2048




(b
From: . Heymmnswphen(umlmm(”ij I.Md.ga»_

piff 15, 2001, 4:55 PM

Thx, Steve

— [ M_M
_ BOS) {ma usss.dhs.gov)

*s:-«u ) mmzi4:¢)sm
Subgor mon T (USKA

ust spoke with linode.cg

their server. |

will send an updated letter.

1

(b)(ﬁ).(b)(7)|
L - c

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
respouse to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in exror, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it ' ' ' :
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Haymm. Stephen (USAMA) Eitﬂi B 5?55 LM

Fri 15, 2011 324 PM  prrmes
(BXE).(b ; Externallnic) b

"~ Webiog

per EOUSA

2050




 From: Heymann, Staphen (USAMA) Y
Sent:

1302PM.
To: (bX6),(b)X7XC)

Boerlisonenacoess com Externak{{BYE). (B} |cambridgepalicacry

Subject:
' lz o per EOUSA

>
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bX6),()X7XC .

From: Heymann, Stephen (USAMA) jusdojgov>
Sent: Friday, April 15, 2011 217 PM
To: —JB085)

-~ Subject: RE: Guerrilla Open Access Manifesto

Yes, Can you two give me a call. | will fitfyouin,
P (b)(ﬁ),(k)ﬂ)(c

From |80s) ma ~=sssdhe.gov]
Sent: Friday, Apr 15, 2014 1:28 mﬂﬂw ,
Tot Heymann, Stephen (USAMA) -

Did the meeting accur today?

'U.S.Semg

Boston Field Office |
B)6).BXTXC <)

D A Mol T

.« The Gpen Access Mavement has fought valiantly to ensure that sclentists do not sign their copyrights
away but instead ensure their work ls published on the inteme; under terms that allow arwone to access
it, But even under the best scenarias, their work will only apply to things published in the fiture.
‘Everything up unt now will have been lost, '

.That is too high a price to pay. Forcing academics ko pay money to read the work of their colleagues? -
Scanning entire fibraries but only allowing the folks at Google 1o read them? Providing sclentific articles
those at elite universities in the First World, but not to children in the Global South? it's oubrageous snd

unacceptable.
*l agree,” many say, "but what can we do? The companies hold the copyrights, they make enarmous
amounts of manay by charging for access, and it's perfectly lagal — there’s nothing we can do ta stop
them.” But thers is something we can, something that's aiready being done: we can fight back.
Those with access o these resources — students, ibrarians, scientists ~ you have besn given a
privilege. You get to feed at this banquet of knowladge while the rest of the world Is locked out. But you
need not — bxdeed, morally, you cannot — keep this privilege for yourseives. You hava a duty to share it
- with the warld. And you have: trading passwords with colleagues, Gifing download requests for friends.
Meanwhila, thase who tave been locked out are nat standing idly by. You have been sneaking through
mmmammm,mmmmmwupwmwmmmm
your friends.
' But all of this action goes on in the dark, hidden underground. IFs calied steafing or piracy, as f sharing 8
wealth of knowladge were the moral equivalent of plundering a ship and murdering its crew. But shering
- Isn’timmora} — it's a moral imperative. Only those biinded by greed wouid refuse to let a fiend make a

Large corporations, of course, are blinded by greed.... o :
There is no Justice in following unjust laws. it's time to coma into the fight and, in the grand tradition of
civil disabedience, dociare our opposition (o this private theft of pubtic culture.

* We need to take information, wherever it is storad, make our copies and share them with the world. We i -
need to take stuff that's out of copyright and add  to the archive, We need to buy secret databeses and - i
put them on the Web. We nead to download scientific joumals and upload them to file sharing networks.... v

n

2052



hitp:#www. sariham.edu/~peters/fos/2008/08/guerita-oahiml

Al e-mail to/from this account i3 subject to official review and is for official use only, Action may be taken in
mmmymmmmmof&eSWWs&mmsymnﬁsbmﬁlmaywmﬁnmmm
whmmegd,lmmﬁ:mmmiﬁvgmmbjedbomudisdomlhﬁmsmwmis
1mwmmmwmmmwmummofmewmmmhm
: modvedﬁise-maﬂinmdomtkm use.disdose.oreopyit;mﬁfytheselﬂerimediatalymddelm
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erything
Thatis too high a price to pay, memwmmm»mmmamm?
mmmmwammmmamhwmhmmmwmmw
Mat:l;mlvmlﬁesmmemww. but not to children in the Global South? s outrageous snd

1%’-m~ay,‘bmwhatanmdo7mocompamhddmewpyﬂgm.ﬁlaymdnamm
amounts of money by charging for acosss, and it's perfactly logal — there's nothing we can do to stop
m.-mmuwmmmmmmmamumdmmmmmm
mmmbMMm—mu.tmm.m~mmmma
wm.YwmtbwmmmdmmmmmdmeMbmm. But you
need not - indeed, momuy,yaucmm—keepmbprlvlegoforyum. Yout have a duty to shars it
with the workl. And you have: mmmmeam.mmgmmmm. :
mmmmwmmwammmmwmmmmm
mwmmmmmmmlmmmmwmmmwmmm

with your friends.

wanofmeubnaoasm'hﬂndark, hidden underground. s called steating or piracy, a3 if sharing a
wealth of knowledge were the moral equivalent of plundaring a ship and murdering lis crew, But sharing
Isn't immoral — it's @ morat imperative. Only thase blinded by greed would refuse to let a friend make a

capy.

Large corporations, of course, are biinded by greed....

Tm&mhmmmmmmlaws. lfs&nemmemmmw. in the grand tradfion of
ol disobedience, our opposition o this private theRt of public culture.
Wemodhhkemnaﬁommmsm, make our copies and ehare them with the workd. We
needtohhosmmarsotndmmanﬂaddlttonwardﬂve.mmdtobuymdaubamand

: pmhgnon&eWeb.Wemedwdowmadscbnmcjmdsmwmmomm networks....

‘ .ml
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From: i ' mbridgepolice.org> '
Sent: Thursday, April 14, 2011 5:
To: WMWM
x> ) . |
Subjoct: Updates of Apfil 14, 2011 Swartz Investigation
 Steve,
ftem L

m(ioutwme TheleaseisupatmemdofMavm&Aammdwbeaummawnl,
month to month, going forward. He told the (andlord ﬂutheispmbablymrma new job In September In Naw York
and would probably move thare In August.

ltem 2: _
1 sat down with the fingerprint anafyst today at CPD. | was reviewing the file, her notes, reparts etc.
. ) _
About a month ago { asked heg to run (0)E)OX7) prints against prints recovered, | asked her about what she found
and she sald, *) can’t eliminate (b)(e)-(b)(") lasked her to elaborate on this and she said she has 3 five point match on
from the screen of the Acer. . -

In some grosecutorial regions, a five polat match lssufﬁcient. however, Cambridga Police / Massathusetts has a higher
nwnbatbenthat

wmlthlshmlndlhad photos of the Acer, theﬂmrprintan merpﬂntcardmmdouthﬁmm.

[EXE).EXEENTHC)

2056



EXONENOBYTIC)

Per EOUSA

D.0.8.:

FBI LD, No.:

_-Address of Winess:

Alias{s):

Thanks, Steve
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b)6)(b)(7)(C)

s proffer has been rescheduied to 12:30 on Wednesday the 13®, here. (Le., tomorrow
afternoon Is off)[E_]. enjoy the last of your paternity leave in peace. Call for details. Steve
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Heymann, Stephen (USAMA)

From:
. Tor C _ ; Extornat{(D nolice.org
" Subject: BXO)BXTN

‘Importance: " High

s proffer has been rescheduled to 12:30 on Wednesday the 13", here. fi.e., tomomow
afternoon is oﬁm enjoy the last of your paternity leave in peace. Call for details. Steve

2059




2011 7:18 AM
To: b)6).(b)

Subject: RE: Résponse to Harvard Subpoena

gov]

wm#mmmywmuhmmmmmmmm«mmM’nmmwlh'mmn
femember.the harvand refurn coming in but { am not sure, '

[EXELEXTNG) |
SAMA) _usdoj.gov>

mzmmwm _

Per EOUSA

Al e-mail to/from this account is subject to offictal review and is for official use only. Action may be taken in
Mpommminappwpdateuseofﬂwwwiee'se-mﬂ system. This e-mail may contain information
that is privileged, lawenfommemsensiﬁve,ormbjeottooﬁerdisclosme limitations, Such information is

_ lmmmmmuhmthwmwmmmnmiuionofmwwnIfyouhave

me’ivedthise-mm’linm..do,:mhup,use,disdme.wcopyitmﬁ&ﬂ:esmdwimmdmelymm
it ' _ S
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' (BX6). (XX
Fronz: Heymann, Stephen (USAMA)
Seat: Tuesday, Apdl 05, ﬁm 3:26 PM
:: {D)7NC) 0S)
EceraEELERcambrdgepoiceory
Subject: Response to Harvard Subpoena .

Per EOUSA
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Heymann, Stephen (USAMA) JE KEERIC) Ldoj.gm

- From
Sent: - Monday, Apri 04, 2011 302 PM
Tot
Subject: - R .
[perECUSA |

Can yous give me a cal. 1 need to schedule[BXSTORTIC). Jon[ERBIONTCL

LI . ) PR elh
m MonAprM 11:32:24 2011
WFW (D)(6),(bX7)( |

EEXNC) .
. : Per EQOUSA 7

From: Heymann, Stephen (USAMA)
Monday April 04, zon 11:30 AM

[perEQUSA |

All e-mail to/from this account is subject to official review and is for official meonly Action may be taken in
response to any inappropriate use of the Secret Service’s e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is

loaned to you and should not be further disseminated without the permission of the Secret Setvice. If youhave -

+ seceived this e-mail in ervor, do not keep, use, disclose, or copy it; aotify the sender immediately and delete
it' :
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per EOUSA
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ERES.EBSE%S I; o ———
sﬁ:t: .Heymmmswphen (USAMA) Pusdaj.gov>

mbridgepolice.org

o Thursday, March 31, 2011 1:29 PM
sm ) L

(b . per
Can you two do the 8th instead of the 15th EQUSA
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Well I be there the m
person with me.

oring of the 7th to give him the opportunity to tak. ﬂmwk. he'll be there or ) have ancther

S LoXE) (DX mm—

JEELERNT)  J@usdol.a0

oA ENENENT) — Bumes drs.ce

Stlll no response from
¢

per EOUSA

Mto any of my inquirles, so | do not know what is going on with respect
and the grand jury on the 7 _




(6)(6),(bX(THC

Sent: Q o 30, 2011 452 PM

To: Y External W cambridgepolice.org
(bX6).()7XC)

nw,

per EOUSA

o seMmmﬁmmwﬂswldonotlmwvmatlsgolngon with respect
d the grand jury on the 77, .
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bX6),(eX7XC)

From: _ Heymann, Stephen (USAMA) usdoj gov>
St , March 24, 2011 7:19 P
Tos (% : 8), bridgepolice.ong
Subject: e
Attachments: (C)3)yRue€E

. |per EOUSA

L

Prom: B Legal [maitozwhieregaid—Fom)

Sent: , March 24, 2011 7:17 PM
W per EQUSA (b)(3):Rule 6E|
Dear Mr. Hoymann: '

‘ per EOUSA

st o
FW% per EOUSA
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. From: ' I-leyma:nStnphen(USAMA) ' usdajgovs
Sent: - . RECGHESON 23,20119’4GAM
To: A
Subject: R&ﬂh«whoﬂ:ofyouwmundmmbbbhhkhf«e!ﬁ?

® per EOUS '
| just putin a call : attorney. Pl fet you knaw when | hear back from him. -

MWmMmman

Sent from Blackbeny

: e )Y v+ I
;mn: (USAMA) 4 Busdad.gov>

)
Sent: Wed Mar 23 09:34:19 2011
Wa&.m«mummmmmmmmxm [per

tly and 1 thaught you were EOUSA

utfeelfreetogvema:alltomormifywthanupdm. 'm then out of pocket inti April 4.

Steve
ST T Lo
m&mm m ble In tllk before 3:00?
I dialed in but did not hear anyone else

8),(b)7XC

(6)

around an available to talk before 3:00?

per EQUSA
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XC) per EOUSA l
Passcod {

: Steghen (USAMA)1(bX : Qo'
'mk'mwmwmmmwanmmwukmsw
_lmhwﬁmudosafuapmm:huﬂdmakeu.

| mm«m«wmamuanmwmwms-m

All e-mail toffrom this account is subject to official review and is for official use only. Action may be taken in
mmbmthmwﬁmmdtmmmmlsmmm&mymmmm

* that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
hwedmyoumddmﬂdmbaﬁndmdmnmmdmﬁomhemmonofﬂwSmm If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and defete
it

Alle-mmlndfrommlsacwnntiswbjmmwﬁmlmewanduforofﬁmlmemﬂy Action may be taken in
response %O any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforoement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Sarvice. If you have
received this e-mail in ervor, do not keep, use, discloss, oreopyu;notlfythesmdemmnedmelyanddelete

it.
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b)(8),(b)(7) ,
From: HW Stephen (USAMA) gov>,
Sent: Wednesday, March 23, 2011 9:34 AM
To: )

: RE: Either or both of you quys around an available to talk before 3:00?
' D)7 X perEQUSA | |
n@w@dmdmcﬂyandlmmhtmmre :

byt feal free to give me a call tomorrow if you want an update. £'m then out of pocket until April 4.

ﬁﬂmwm«mammmndm mmmmms-ou?

| dialed in but did not hear snyone else
(b)6)(BX7XC)
Sent from Blackberry

_[EXB)EXTXC)

——— prraE YA,

— K ) [ma AB) b ]

2, 201
. ﬂeynmn,smphm(lsam), b)(ﬁ) (BX7XC) Busss.dhs.gov'
Subjects fe: Either or hoth of you guys around an avallable to talk before 3:007

.. \wAbeauting Rclose for Jpm but shouid make. o

mmwmam gmamanmaomms.m
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Heymann, Stephen (USAMA) me

Wednesday, ledllﬁ,mllm P

. er EOUSA

lper EQUSA I

207




)
od Mar 16 13:28:51 2011
Wmmm/m Feadback from MIT case

~ NoGElstier s necessary

Busdoj.gav>

(BXS -
per EOUSA

X ) [rottol CYOHERTI) busss o]
Sents A §, 2011 1:13

To: Heymann, Stephen (USAMA)
Subject: Fw: CID/CERT: Feedback from MIT case

Question fom CERT'

("5- -l'_Y

JOXELEXTHC) 1CID)
"foUXDI—r@-: BOS
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from: Heymmsuepmtusmnﬁ X j-'-(bii © bwdojaw

Sont: : Wednesday, March 16, 2011 1:26 PM
Subject: - from MIT case

FW [oer EOUSA |

AL P AM IV,

: Y, March 16, 2011 1:13 PM
Tot Heymann, Stephen (USAMA) : '
. Subject: Fw: CID/CERT: Feedback from MIT case

Question from CERT

olBXB),XN(C) __ lBos
Sent: Wed Mar 16 13:10:51 2011

Subject: CIDVCERT: Feedback from MIT case

Mike:

The guys hete have some a report for you. However, their supervisor noeds to review it befbre it goes out. -

Shouldwtoﬂu‘e’l

Alle-mailtolﬁom'thisacoount-issubj_ecttooﬁcialmicwmdisﬁ:rofﬂdaluseonly.d\ctionmuybetakmin
. response to any inappropriate use of the Secret Service’s o-mail system. This e-maif may contain information
_ that is privileged, law enforcement seasitive, or subject to other disclosare limitations. Such information is

: Iomedbyonmdshonldmtheﬁnﬂmdimﬁmbdwi&outthspmiuimofﬂle Secret Service. If you have
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Fronx - HWMWW(USAM&)I . IMW’

Sent: mwﬁmm 2011 545 AM
To: s BOS)

Subject: Re: Update

1 heard. CONGRATULATIONS! Steve

et Gy, PR T, 2011057 o

Ilhmmtbeenamlud: {81%/

Anything further on bm;@m)—p " [per EOUSA"

Mle-mailmlﬁ'omthisaeeomtissubjeottoofﬂcialmviewandisforofﬁcialnseddy.Aeﬁonmayhetnkmh
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law caforcement sensitive, or subject to ofher disclogure limitations. Such information is

mmmmwmuw&mmmmmofmmsmﬁque
received this e-mail inermr.donotlneqs,use,disdose,orcopyit;mﬁfythemderimmediatelyuddel«e
it, | ,
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per EOUSA
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From: - Heymann, Staphen (USAMA) [DOOXO)_ Lugiosg0vs

Sent: Thursday, March 10, 2011 2:32 PM
To: (®X6).(BX/XC)  k8OS)
. Subjects _ RE: Aaron Swartz
Thx,
X6),(BX7XC) W@ i
From dhs.gov]
~ Sents , Ma 10, mu 2.30PM
To: Heymann, Stephen (USAMA)
Subject: RE; Aaron Swartz

I re-faxad the original subpoena with 8 memorandum with the additional information they requested.

" Today, irecewedtheretumfmm Equifax. Rdouusthmeﬁmanmammt. ﬂ\eAnarwasboum'ﬁom
WcruCenterwithanAmeﬁmExpms

o 1 BN EXTRC)
mmwmmmwmnmd Pusdof.gov]

Sent: Th%,'m 10, 2)011 1:46 PM
Swartz !

Per EOUSA

P mmmw

Sent: Wednesday, March 09, 2011 10:58 AM
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- From: ) Heymann, Stephen (USAMA) | o.gov>
Sent: Thursday, March 10, 2011 L46PM . ;

KBOS)
Subject: RE: Aaron Swartz

l ' o Per EOUSA

(BoS) (e '
Sent: 09, 2011 10‘58 AM
To: Heymann, m (IEAMA) '
Subjects FW: Aaron Swartz

Importance: High

...... s AR ALV A2 srmp

Weneedthcsubpoemmd &eadﬁmndmiommmdetonem aneyoumbmntd:kmfo we will be
' happyweomplymduyourmqnest. . _

Kind tegacds,

gment | Conteact Specialist

Faxs 312,466, 7986
=-mail; [(EX6).(b

Thnemmlmmmdedoulyfonhemeofzhsmdwidudo:enmywwhwhuuaddmedandmaymm _
information that is privileged and confidential. If the seader of this email message is not the intended recipient, you
are heteby notified that any dissemination, disttibution, or copying of this commuaication is prohibited. If yon have

received this emsil in errox, please aotify the sender and destroy/delete all copies of the transmittal Thank yon

2077
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per EOUSA

Stephen Heymann
Assistant U.S. Attomney
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Can you set up a time we can hear what happened?

EXEIBXTHET_Ta08) fmaitalEXEERTVC) e
Sent: y 09, 2(;11 7:54 PM

Nieaday, March 13, 3
(b)0),(bXN(C) |

ammxmmmumwm
only in town firr & fow days before flying back to
[(© Jdoes this often for woek, 30 £ will atay o top of it uniil §
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b)(0),(bX7

‘ certong>
Sent WW&V Mamhm.zouasxm
“ - . ‘ l i

host: ghost-laptop.dyndns-free.com
user: ghost490S

Please tat us know i you have any questions.

E'(C)'

From: "Heymann, ! Stepl.en (USA'M';]." IEs(a):(b)sz’ hISd vve ..._
Date: Wed, 9

W{bX7XC) . 1

Athdledisamushdwonmlmmhwhld)mmmdmnm Iduntlths,MACaddmsesanleaddresses
identified to date used during the fraud and theft,

Steve
<<Rough Chronologioal Sketch.pdb>>
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Attached is a rough chronologicat sketch which contains most of the relevant identities, MAC addresses and IP
addresses identified to date used during the fraud and theft. - .

g

- <<Rough Clvanological Skeich.pdf>>
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From:
Sent:
Yo:
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: certorg>
Sent: Wednesday, March 03, 2011 1L31 A

“To Heymann, Stephen (USAMAY(PXE).(BX7HC) BOS)

Ce (b)(6),(b)(

Subjact: " Re story mmmhadcmddmbadlngﬁomm
‘ .

FollowUpFlag: - Follow up

Flag Status: Completed

Here is the phone bridge Information. | have booked the line from 1 to 2 Eastérn.
l.ooklnsfmmwspnmgwmwoumn.

EXEHOXT) 5B E

from:” Hsvmann,Swphen(USAMA)"Iz RS Mw

: Wad, O Mer 2011 10:48

T

Subject: RE: bash history of Acer lnvolved with MIT hack and downloading from JSTOR

Works for me, Steve

(808) 3G
arc 09;201110‘37AM

| Heymann, Stephen (USAMA)
Subject: RE: bash histo ofmmvowedmmmmmmmmm

_Y'Y

edneadav. March 0 09, 2011 10:36 AM

Subjeck: Re: bash history of Acer involved with MIT hack and downioading from JSTOR

We can, but we haven't had the apportunity to look at much beyond the python script and the bash history,

Let us know what is a good time for you. We are free afl day today.

%0l I e QLU weerepy

Data: Wed,  Mar 2011 10:23:06 0500
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usdoj.gov>

WIT hack and downloading from JSTOR

Warks for me, Steve

povesy QOX OGN prevasuiend DXL
" = ( ‘ (BOS)[ma&o(b)()( ]

ch 09, 2011 10:37 AM

Ce Heymann, Staphen (USAMA)
Subjects RE: bash history of Acer ivolved with MIT hack and downloading from JSTOR
Would 1300 today work for everyone? Do you have the ability to host a conference call?

We can, but we haven't had the opportunity to look at much bayond the python script and the bash history.
I.etusmwwhalsasoodﬁmeiorvou%mﬁeealdwwday.

S b B).6X7)( mmrb)(s) {BXTHC) |

Do you mind if we have a conference call with the AUSA.

AUSA Hevmnnn P Stephen
! p ineliate ana Complltermmemn
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From: : police.org>
Sent: - Tussday, March 08, 2011 85

To: Heymann, Stephen (USAMN@EREWhOS)
Subjut: | RE: Update

I'm coming back later this evening, if your schedule will allow. Fit be avatiable to get this interview completed,

Hsvmann,mnlmwm) mﬂ o Jusdoj gox]

08, 2011 S‘MPM

[BYE.EXTNC)

per
EOUSA

Thanks, Steve
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Heymm Stephen (USAMA) erlndoj.gwa

Sent: PTETtacs  Tuesds Mmoa.zousmm
Tor e —
m . m!hsl!gl NONogepolte.Ong
Subjoct: Update “~
FEXETERTVCT
[Busa
Thanks, Steve
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Pom: B bcambridgepolice.org>
. Semt Thursday, March 03, 2011 3: :
To: . Heyraann, Stephen mnuij(zb%smﬁm
Subject: _Mubmnm
Steve,
N5)
per
EOUSA
Other than that, it is complete and detalled.
Let it rip.
e BRENGRIN - -
From: Heymann, O(XSAMA){M gov]
O YYatnesoa
pl(BXB),(PU7X BO )(6),(b)(7XC)
per EOUSA
2087
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idgepolice.org>
1735 pM '

Heymann. Shphen
os “’“ (bxs).(b)mtc)]“’"

XY

per EOUSA
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'.-.. t . * : um

From: : Heynunn.Stephm(USAMA)I l |.gov>
Mm:hOZ.!OlIGDB

Sent: . Wewtesdg BYETE famis .
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Heymann,
w Caefpr

8| 7\ C) Jambridgepolice.org
Ce; BOX
Subject; R&FmemmnVeriﬁnﬂonCoMm

Thank you for the update. |am preparing the additional subpoenas we need now.

(b)(e).(b)ml | -
I recaived a phone calf from CPD Criminalist]  (C) ay. She told me that the Boston Police identification unit

has verified and concurs with ber findings rega imamwmmaapﬁntbabnghgb&ms\nmwmfwnd
. On the drive contained within the enclosure, -

They are gathering all notes and generating formal reports of such, they will pass off all those to me in the baginning of
next week,

m at'rampaAlmonnowtryingtogeton afiight, ' be in tomorrow.

'm participating in 2 warrant sweep starting at S:00am tomorrow, [ should get to the office around 12:00pm.

[8NxKs

. )(e)v(b
(7XO)
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Fromx:
Sant: ' Wi , March 02, 2011 1.05 PM
To: (b)©),(b)(7)
Subject: Interest
o er EOUSA
Can you also check this num T Thx

OIOWENTHEY  [oag) [manwz

Sent: 5 01, 2011 5:22 PM

Subject: RE: Numbers of Interest
t checked with the NEU Star Law Enforcement ‘l‘elephone Number tookup for Ported Numbers:
.Js a T-Mobfle number
is a Veri2on number
1.5, DOcret Service
Boston Field Office .
(b)(B).(b)_m
- me Heymann, Staphen (USAMA sdoj.gov] '
Sent: 01, 2011 5'01 PM
To: :
C) per EOUSA '

[Norm interviewing. I'll also prepare a )

—lner.EQUSA.J :

youdoubieehedtthmbemneissuewbpoems?

Can

Steve

8 X — y . PIevIery .. . -
»®) )[malm 7XC) bridgepoiice.ong} : o

- Senk: Tuesday,
Tot Heymann, Stephen wié%)(ﬁ)jﬁ;)(c)_ 80S)
Subject: Numbers of Intarest :
Hi Steve, |

" Below are the nusbers we would Bke to have subpoenaed for ownership records.

EXEIBXING
ATBY numbers:
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TERYC)

Veriton;

T-Mobile: ' _
D)(6),(BX7X
Bandwith.com (competitive local exchange carrier / internet telephony)

mtmmﬂmehalemmlhmmwemv)
Asareaﬂtofnwcomersauou with T-Mobile last Friday t was able to glean the following facts.

mtamutAddresim. Destination IP and Phone Number IP are generic iP addresses which state that meoperatoroftbe
phone went out to the Internet. There is no ather information avallable or stored by T-Mobile when an individual
accesses the Internet. | asked 18 ways from Sunday faor a way to get more information from three different T-Mobile

representatives incliding a tach analyst.

Call Forwarding: When an abhreviation e.g. “SNFC MT ~ EV, CA” I listed in the Destination Column this indicates that the
celf phone operator has placed his phone on "cail forward” mode and the number listed under “Phone Number” column

is the number the operator punchad knto the phone de forwarded to that number. in the
majority of these instances, Swartz has forwarded his calls s

Country Code: 356: Initially upon asking questions all three representatives stated that this was a ali from Malta. When
pressed that this was not reasonable or logical no explanation was given. in one instance the tech analyst stated that he
would do further research and call me back. He never cafled back and his voicemall now indicates that he'is away. After

doing some internet research it would not be outiandish to believe that a person callmgmnmightbespooﬁngﬂnlr
- number.

Conference Caulng The two conference calls placed during the month are calls Swartz initiated. He dialed the two
numbers listed in the Phone Number column.

Hope this helps tn clarification.

W

All e-mail to/from this account is subject to official review and is for official use amly. Action may be teken in
response (o any inappropriate use of the Secret Service’s e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information'is
loaned to you and should not be further disseminated without the permission of the Secret Service. If yo have
received this e-mail in error, do not keep, use, disclose, or copy it noufythemermedutdymddelm

it.
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GEXBIBNINC) ,
cambridgepolice.org>

) 2011 10:00 PM
Re: Numbers of Interest
(b)(6), '
_ C)

o

A =
( usss.dhs.gov>
(b G)(b)(7)(0) E
; Sent: Tue

Sub]eceke'numbmoﬂnwest
. Ihope everything Is OK

X6} (BX/HC)

Copy that, 1T do an address and person history on him and the address.
P in Florida right now with my Father, | am scheduled to retum tomatrow.

ra sub. LOMOITOW.

Worth interviewing, 18 also prepare s’

Can

As B W
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i Steve,
Below are the numbers we would fike to have subpoenaed for ownership records.

AT&T MMJ

Verizon: .

T-Mobile:
. _ 8),(X}7X
Bandwith.com {competitive local exchange carrier / intemnet telephony)

Bandwidth {competitive local exchange carrier / intemet tdepmm

As @ vesult of my conversation with T-Mobile last Friday | was abie to glean the foliowing facts.

' internet Addressing: Destination P and Phone Number IP are generic IP addresses which state that the operator of the
phone went out to the Internet. There is o other information available or stored by T-Mobile when an individual
accesses the internet. | asked 18 ways from Sunday for a way to get more information from three different T-Mobile
representatives including a tech analyst,

Call Forwarding: When an abbreviation e.g. “SNFC MT - EV, CA” is listed in the Destination Colurn this indicates that the
cell phone operator has placed his phone on “call farward” mode and the number listed under “Phone Number” column -
Is the number the operator punched into the phone directing Incoming calls to be forwarded to that number. In the
majority of these Instances, Swartz has forwarded his calls to 415-680-3910.

Country Code: 356: Initially upon asking questions all three representatives stated that this was a call from Malta, When
pressed that this was not reasonable or logical no explanation was given. In one instance the tech analyst stated that he
would do further research and call me back He never calied back and his voicemall now indicates that he is away. After
doing some Intemat research it would not be outiandish to belleve that a person caling Swartz might be spocfing their

‘Bumber,

Conference Calling: The two conference calls piaced during the month are calls Swartz initiated. He diaied the two
aumbars fisted in the Phone Number column, _

- Hope this helps In clarification.
. [b)e),®) :
I;7x0)

All e-mail to/from this account is subject to official review and is for official use only. Action may be teken in
response to any inappropriate use of the Secret Service’s e-nail system. This e-mail may contain infornation
that is privileged, law enforcement sensitive, or subject to other disclosure limitstions. Such information is
loaned to you and should rot be further disseminated without the permission of the Secret Service. If you have
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recelved this e-mail in error, do
it -

not keep, use, disclose, or copy it; notify the sender immediately and delete

lR T |= ]
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From: | It Ko ] la mbridgepolice.org>

epll mmﬁﬁ“‘mf“mm
Toc. : - sco] gov {EYBLBXTXC) _|BOS)

Suﬁul: Re: Numbers of Inferest

Copy that, 11 do an address and person history on him and the address.
Yin én Florida right now with my Father, | am scheduied to reurn tomorrow.

U bX7TX 4 I Y
' (B)(B).(XTXC) rW>

|per EQUSA |

wa interviewing. Tl also prepare a

b 0

Hi Steve,
Below are the numbers we would like to have subpoanaed for ownership records,
D)(0), C) '
AT&T numbers:
Verizon:
T-Mabile:

Bandwith.com {competitive local exchange carrier / internet telephony)

2007

o s g




Bandwidth (mmpeﬁtwe local exchange carvier / Internet telephony)
As3 result of my conversation with T-Mobile last Fridav i wasab!etogleanthefoﬂwinsfaas.
Intermet Addressing: Destination IP and Phone Number wamgeneﬂc 1P addresses which state that the opemotomle

phone went out to the intermet. There ks no other information available or stored by T-Mobile when an individual
accesses the intefnet, | asked 18 ways from Sunday for a wwmmmmfcmaﬂonﬁnmﬂumdﬂmnﬂmue

repmentatlves lncludmg a tech analyst.
Cal forwarding: When an abbreviation e.g. “SNFC MT ~£V, CA” i3 fisted in the Destination Column this indicates that the

cell phone operator has placed his phone on “call forward” mode and the number listed under “Phone Number” column

is the number the operator punched into the phone directing incoming cafls to be forwarded to that number. In the
majority of these instances, Swartz has forwarded his calls to M

Country Code: 356: initially upon asking questions all three representatives stated that this was a call from Malta, When
pressed that this was not reasonable or iogical no explanation was given. n one instance the tech analyst stated that he
would do further research and call me back. He never called back and his voicemall now indicates that he is away. After
doing some internet research it would not be outiandish to believe that a person calling Swartz might be spoofing their
numbar. ;

Conference Calfing: ‘me two conference colls placed during the moath are calis Swartz initiated. He dlaled the two
-numbers fisted in the Phone Number column.

Hope this helps In clarification.

A
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BOERIC) |y,

From: . Heymann, Stephen (USAMA) Pusdoj.gov>
St : rmmmsmm [(-mﬁﬂm
Yo: : External cambridgepolice.org; .
' RE: Numbers of Inerest ‘
per EOUSA '

Worth interviewing, I'll also prepare a

{per EOUSA ]

Can

Hi Steve,
Selow are the numbers wa would lika to have subpoenaed for ownership records.

AT&T numbers: '

Verizon:

T-Mobile: T
Bandwith.com (m@meﬁu/mmulepm . |

JBXTNC)
Bandwidth (competitive local exchange carvier / internet telspho

Asaresu!tofmcomemﬁonwithT—Mobﬂehstmdavlwasabletoghanutefolmmm

Internet Addressing: Destination IP and Phone Number iP are generic IP addresses which state that the operator of the
phone went out to the Intemet. There ks no other information available or stored by T-Mohbile when an individual
acoesses the internet. | asked ilmvsmmndwfonwavtogetmomhmatbn&ommwfemﬂm :

representatives including a tech analyst.
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Cail Forwarding: When an abbreviation €.g, “SNFC MT ~EV, CA” is listed In the Destination Column this indicates that the
cell phone operator has placed his phone on “call forward” mode and the number listed under “Phone Number” column
is the number the operator punched into the phone directing Incomine cafls to be forwarded to that number. inthe -

majority of these instances, Swartz has forwarded his calis t

Country Code: 356: Initially upon asking questions afl three representatives stated that this was a call from Malta. When -
pressed that this was not reasonable ar logicai no explanation' was given. In one instance the tech analyst stated that he
would do further research and call me back. Me never cafled back and his volcemall now Indicates that he Is away. After
doing some intemet reseatch It would not be outiandish to belleve that a person calling Swartz might be spoofing their

number.

Conference Calling: The two conference caliz placed during the month are calls Swartz initisted. He dialed the two
numbers fisted in the Phone Number column.

oD his helps in clarification.
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"*agg

F—F'T]b OXT)C '
Heymann, Stephen (USAMA) e usdoj.gov>

Tuesciay, March 01, 2011 11:00 AM
6),BY7HC

_Subpoena Response

Per EOUSA
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Sent: 28,2011 229 PM
To: KF_W;.(MW@ I(eos)
Subject: Re: Can you call € you get a chance

swjm:t: alwou aﬁ if you get a chance
The attached mamo loaks fine to me, AUSA Heymann wanted to get your approval before he submitted it to the judge

FEYEERTET ]

U.8. Secret Service
Boston Field Office

(b)(ﬁ)éb)ﬂ)
AN ( )(3),(b) ..... e sou Yeee 41 APIIL SeTARTOAIIY SsnppeTSEOIABII RIS
. » ﬁphen (USAMA) [mam

Per EOUSA

Thanks, Steve
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m Heymann, SI.!  (USAMA) I(_b)(s).(b)ﬂ)(c) l sdojgov>

WW 2011 2:20 PM
Ta: ‘ ' BOS)

Subject: RE: Harvard Search afidavit

Supplemental SW Affidavitpdf
.I(b)@)ﬁ" 6 |per EOUSA e A

Mﬁml '
Sent: o

2 2011 2:11 PM
Tot Heymann, Stephen (f.lSAW\)

Could you send me the electronic copy of the affidavitfor the application for sesrch warrani for the search of Swartr'
office at Harvard? _ -

L)

| nb.)
C

Au'e.mamdﬁommismmmmjemoofﬁciahevmmim:omdﬂmmmmmmyumin
response to any inappropriate use of the Secret Service's e-mail system. This o-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information Is

saki

loanedmwumdshoﬂdmthfm&wdkmmmmutthomm“ﬁhemm Ifyouhave

'meivedthise-maﬂ_lnmr,do'notm,use,disclose.oreopyit;mﬁfydnmhmnedimlymédm
it. . o
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W——-_ - . .
From: Heymann, Stephen (USAMA) e usdajgov> .

Sunday, Februm 27, 2011 604 AM

The documentation from JSTOR is the result of a G) subpoena, 6E comes into play.
- ldeasonhwtodealwlththat?oo.lca ask him to subpoena the values from JSTOR directly?

Lt Tens

(b)(6),
(bX7XC)

Attached ave all narratives from the Swartz case.notsmw!\at, ifanything, you almdyhad melasttwosmmens
: dealwlﬂ\ﬂntoatﬁmstudentm\ter

|stlllneedtogetpimosandmpommnmcmnemnepeop‘e.m Bﬁﬂ ' heluddocwnmmﬁonfmnl-sw
relating to the value of downloaded items, V'll need that stuff for our B&E arvest.

‘Have a goad weekend...

BXTC
om.(b )C)

MIT Police Dept.
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{(bX7XC)

From: quam Stephen (USAMA) usdoj.gov>
Sont: ary 26, 2011 839

To: | (BOS); Extern mbridgepolice.org
Subject:

Fitter Team Review

Plaase contact me after the fllter team process is complete and before either of you begin your fotensic
examinations of the IMac computer and hard drive selzed at Harvard. Steve
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. , = :
From: Heymamsuphw\(USAMA)I(bX)( KX 1 isdoj.gov>

Sent urds ﬁebmryzs.zonmm

To: :

Subject: - Une Instead

Altachmants: MORMmMunhSupmndﬁebkdosmpdf

<<JSTOR Msmorandum in Support of 8e thmure.pdf» Somry, forgot to swew pdf the final typosraphical
corrections befora | sent It to you two. sph
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: Fb)@.@xrxm |
From: Heymann, Stephen (USAMA) ___isdoigov> :

:OW Saturday, February 26, 2
- . p)(6),(b)({ Te M
Subject: ~—— Motion Tor Grand Jury Discasure
Attachments: - JSTOR Memorandum in Suppart of Ge Disclosure.pdf
)3) ' )
;
Per EOUSA
Thanks, Steve
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Froem: : ' Heymann, Stephen (USAMA) usdoj.gov>
Sent : 2011 5:56 PM
To: I(b)(B).(bW%C) - ifeos)

Subject: Re: Good news, bad news

. (BX6),(b I (b)(6), e
From __[BOS) mi lﬁms.dn.gw , I : -

The bad news is my first attempt to imege the 278 drive from the enclosure crashed. The good news is after it crashed |
ysed FTK imager to preview the disk and many, many, many, POF files are In the clear and unencrypted.

All e-mail toffrom this account is subject to official review and is for official use only. Action may be taken in
response o any inappropriate use of the Secret Service's ¢-mail system. This c-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it. -
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i 20111231 PM
ITES(aT.(b)(;%’ i(uos)

Experfise

per

EOUSA




From:

Sent: Thursday, February 24, 2011 5:10 PM
Yo: m’ '
Subject: Sub20458 Response
Attachmants: Sub20458 - Aaron Swartzpcf

per
EOUSA '

2111




;W%ﬁm i " | g

Sent: thursday, February 24, 2011 9:29 AM
To: Heymann, Stephen (USAMA)
Subject: FW: CID/CERT: USAO Correspondence

| -I‘WW_j(b)(e. ®)

U.S. Secret Service -

; qu , 2011848 AM
Ta{®)6), C! _ ¥8os)
Subject: icm_USAOComspmdeme

lgothoupleoforomtheBos&nﬁUSAO. Why is it we have to sign these again?

i this Is a requirement, | will need forms for:

Software Engineering institute

a0
ATTN?

‘Software Engineering Institute

S
4500 Fifth Avenue

cert(®) |
Pitesburgh, PA 15213
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Thanks,
[oREBIe) |

Special Agent
U.S. Secret Service

|(b)(3).(5)(7R55 Enesﬂ
‘Mobile)

- 412-268-5226 (Fax)

AR e-mali to/from this sccount is subject 10 official review and is for official use only. Action may be taken in response to
any inappropriate use of the Secret Service's e-mail system. This e-mail may contain Information that is privileged, law
enforcament sensitive, or subject to other disclosure limitations. Such information is loaned to you and should not be
further disseminated without the permission of the Secret Service. If you have received this e-mall in error, do not keep,
use, disciose, or copy It; notify the sender immediately and delete .
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(b)(6), C)

Frone cambridgepolice.org>
Sent: Wednesday, February 23, 2011 507 PM :
To: Heymann, Stephen (b)©),(®
Sulject: RE: Revised Pevagraph
Looks good _ |
. b J-
From: Heymann, Stephen (USAMA) [mai j-gov]
m SOIRIDY, Fdlﬂ.ﬂlv

2‘%‘ 2011 4:59 PM
bX6).(B)(7)C)

o[BI BXTNC) ]80S

25. AnMrrpoﬁeeoﬁoeerhldmmerdpimmmwmemvatminBuﬂdiqs16's
 network wiring closet saw Aaron Swartz on a bicycle near MIT, approximately half an hour after the “ghost
laptop” had been connected in Building W20. The officer stopped his car, activated its biue lights and
displayed his wallet badge. When he sought to question Swartz, Swartz dropped his bike to the ground and

o fled. ‘mcbackpackinSwartz’spossenﬁonmbeﬁmehemmghtmdmtedappumdtobememom

he had with him on each occasion he was videotaped in the wiring closet at MIT.
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From:
Sent:
To:

Subject Raviged Paragraph

25. An MIT police officer who had seen several pictures taken by the covert camera in Building 16's
network wiring claset saw Aaron Swartz on a bicycle near MIT, approximately half an hour after the *'ghost
laptop” had been connected in Building W20. The officer stopped his car, activated its biue lights and
displayed his wallet badge. When he sought to question Swartz, Swartz dropped his bike to the ground and
fled. ‘l'lwhwtpad:mSmm’spommameﬁmehemm@nmdemedbbeﬂmmom
' Mhadvnﬂ:hnmoneadnomonhewasudeotapedmmewmngdomnm
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l b)(6), ﬂc'r"j : _
From: Heymann, Staphen (USAMA) o |

Sent: Wednesday, Fehruary 23, 2011 12:: m
To: [EELEXNC) iaosx External{29)(®) bndgepol’m.o:g

Subject: Proposed additianal paragraph for tiv <P

26. On February 9, 2011, the Court issued warrants to search the PREMISES, the ACER LAPTOP, the WESTERN
DIGITAL HARD DRIVE, end the USB DRIVE. The warrant 1o search the PREMISES was executed on February 11,
2011, The warrants to search the ACER LAPTQP, the WESTERN DIGITAL DRIVE, and the US8 DRIVE ware not
executed prior to their expiration on February 22, 2011. At the time the warrant was issued for these pieces
of electronic equipment, they were secured within the identification Unit Laboratory of the Cambridge Police
Department. Throughout the period of February 9, 2011, to the present, they have remained within secure -
areas at Cambridge Police Headquarters, first in the Identification Unit Laboratary, then in the
Evidence/Proparty Unit.
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Heymann, Stephen {USAMA) j(bmmﬂ e lsdoj.gm

From: |
Sent Wedn ry 23, .2011 12:30 PM
- EEG) bidgepoliceorg

RE: Evidence Movement

AR ® AP S0 o e et e &

Mn consider this emall as written chronalogy for four pleces of evidence seized on January 6, 2011. Thase four ibems
are .

1 Acer Netbook/Laptop

_ 1 Hard Drive Enclosure with cords
1 Hard Disk Drive - Westemn Ojgital
1 USB Thumb/Flash Drive

These items were grouped Into two lots as they were recovered from two locatlons, the Netbook, HOD enclosure and
HOOD s one group and the US8 Thumb/Drive being the other group.

The Cambridge Police headquarters has two secure areas with fimited access on the third floor. One area belng cafled
*_the Property / Evidence Unit and the other being the identification Unit Laboratory. The walt between these units has an
instafled evidence locker designed as a pass through system from Evidence to indentifation for processing. Upon
completion of analysis the items are passed back through the locker system from the identification Unit back to

Evldeme

(b)(e) X
mwa,wuuwﬁg%’m%ewm sceived the four evidence

 items from MIT Police(B)(6).(b

We drove directly from MIT PD to Cambridge Poilce HQ
kebruary 3, 2011 @ 11:27am the USB Thumb / Flash Drive was logged into Evidence and piaced in the evidence locker.

february 3, 2011 @ 11:31am the Netbook, enclosure and HDD were logged into evidence and placed in the evidence
mmi .

fFebruary 3, zo1tolzssammu§nmwnb/mmoﬁvewasnm from the locker and placed in the 1D unitlab.

February 3, mu @ 11:353m the Netbook, enclosure and HDD were taken from the lockar and placed In the 1D unit lab.
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February 11, 2011 @ 3:50pm the USB Thumb / Flash Drive was taken from the 1D unit iab and placed in the locker.
february 11, 2011 @ 3:09pm the Netbook, enclosure and HDD were taken fram the ID unit lsb and placed in the locker,

Since February 11, 2011 the above mentioned items have been in the custody of the Evidence / Property Unit and been
secured. !

Wl this timeline sffice? 1 have printed out the Custody Information reports from CPD's database and will add thos
forms to the rgoords being kept.
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Frone: Heymann, Stephen gov>
Sent: pnesdas 23, 2011 11:03 AM
Toe -

- Subjects . RE: What do you think your timing is today?

| am flexible too. Let‘ssetaﬁme.momh,mwesetﬂwadmomlfamﬁomsolangétu\eudwappﬁaam
. down to the Judge. -

P QIO UG

BOS) [me

Sents i F 23, 2011 10444 AM

Tot Heymann, Stephen (USAMA)

Subject: Re: What do you think your timing s today?

| am flexible. 1300 worke for me. How about you

Yol -
Sent: Wed Feb 23 09:52:50 2011
Suum:w.hatdoywﬂnnkmrmmw

- All e-mail to/from this account is subject to official review and is for official use anly. Action may be taken in
responsemmyimwﬁdhmeofﬂwsmsmm&mﬂsmﬂﬁs&mamymm information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
Toaned to you and should mtbeﬁuﬁmdissaninatedwimmepﬂmissimofthe&mts«viealfyouhm

..gceivedthi_se—mai!ﬁ\m,donmkm,mdisclmmwpyinnoﬁfyﬁemduimmdiaﬁymdddm
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i

To:

TOXTIC )
Heymann, Stephen (USAMA) LI —

I(TWM%ZZ 2011 4:40 PM
X6L.EYTIC) (BOS); Externalf(®)(€),(b)

Search Warrants for Acer Laptop, Weste:

ambridgepolice.org
Digital Hard Drive and HP USB Drive

R

per EOUSA
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Sent: A 22, 2011405 PM
To: DEXEuC —
Subject: RE: Drat of Search Warrant Retum

We can just attach your Word documents to the warrant returns. Remember, in each case, you will need all of the
information called for on the return page, a copy of which you have with each of your capies of the warrants.

I o Ll e
Sent; Tuesday, February 22, 2011 3:53

To: Heymann, Stephen (USAMA)

Subject: Orat of Search Wasant Return
(O

. Secret Service
2121



All e-mafl to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service’s ¢-mail system. This e-mail may contain information
that is privileged, taw enforcement sensitive, or subject to other disolosure limitations. Such information is
Toaned to you and should not be further disseminated without the pesmission of the Secret Service, I you have
recelved this e-mail in ecror, do not keep, use, disclose, of copy it; notify the seader immediately and delete
it. ' - : .
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...................

8),(b)(7)(C
Heymﬂm.suphmwshm)-x BIne) j.gov>
22,2011 403 PM
) (80OS)
RE: Oraft of Search Warrant Return

jeri

(0)()

iy 4 c ‘ )
: “'I(_b)(s) (eX7XC) BOS) { (B)(6),(B)7XC) 1

From
Sent: Tuesday, Febwuary 22, 2011 3:53 M

To: Heymann, Stephen (USAMA)
Draft of Search Warrant Return

lper EOUSA |

|(b)(°).(b)(7)(c)
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All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Seoret Service's e-mail system This e-mail may contain information -
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is

 loaned to you and should not be further disseminated without the permission of the Secret Service. If you have -
roceived this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it ) ;
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Sent: I@w&mm’l& 2011123 PM
Subject: RE: Office IMac and Hard Drive Forensics
Per .EOUSA
L . ,

mmwmmrnemmhenwmuehimappmdyaﬁa*wmmmmdmbpa
fiiter hash set in accordance with the filter team memo. . S -

6).(bX7XC)

v

bridgepolice.org
amommmacmmmnuvem

Y- i Vi dV
DRO o).

.per EOUSA

Steve

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Secvice's e-mail system. This e-mail may contain information
that is privileged, law enforoement sensitive, or subject to other disclosure limitations. Such information is
lpanedwyouandshou!dnotbeﬁmherdigmﬁmtedwidmmﬂmpumissionofﬂwSecretService. If you have
leeeivedthise-mailit;etror,domtkmp,me,disdose,oroopyit;noﬁfyﬂnmimmediatelymdddete

it ' ' '
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February 22, 2011 122 PM

RE: Office and Hard Drive Forensics

Heymann stephen (Usan [CONRO b i o

(b)j

The Gilter examiner will be Detectivelh
fitter hash set in sccordance with the filter tear memo.

PR

U.S, Secret Service

ltwlllukeiﬁmapproﬂmatelvaweekwmtwutelmandmupa

Bosta Field Office
(b)ELBXTNC)

Py . C -
From: Heymann, Stephen (USAMA) [ O Lisdopgon]
SEULE 1UASORY, FEii UGl 22' 2011 11:05m

am org
Subject: O and Hard Orive Forensics
(bXS)
|§er EQUSA |
Steve '

.

All e-mail w/from this acwuntissubjectmoﬁcialwviewmdisfotofﬁdalmmly. Action may be taken in
mpombmybammpdﬂemofﬁe%%w&mﬁlsyﬂm%e—mmmymm
that is privileged, law enforcement sensitive, ot subject to other disclosure limitations, Such information is

foaned to you and should not be further disseminated without the perm

ission of the Secret Service, If you have
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received this e-mail in error, do not keep, use, discloss, or copy it; notify the sender immediately and delete -
it. )

rR.u:]
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Heymann, Stephen (USAMA)

jgov>
Sent: Juesday, February 22, 2011 11:05 AM
To: BOS)
Ce (6)(6),(b)( Jcambridgepofice.org

* - ' : per EOUSA -

Steve

2128 .0 .




(BXG), C

Frome: Heymann, Stephen (USAMA) {__ gov>
Sent: I_W_Eddu.hm%gl 1238 PM :
To: (b)(B).(bX7HC)
Subject: ) Carvier
(bX3):

Per EOUSA
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from: . . v
- Sent: - MWMIMA
To: WBRTAV) (BOS); Exte: cambridgepalice.org
Subject: RE: Can you two talk sometime this
3):Rule 6E,
Per EOUSA

Yes. Does 10 work?
BXNC) |
~ U.S. Secret Service
Baston Field Office -
[ (0)(6),®H)C)

-IZEW.(bﬂ)(C) }

Prom;: Heymann, Stephen (USAMA) [mafito ju;doj.gov]
Sent: ' 18, 2011 8:30 AM :

. 80S); Exterma{®X6). ) fac:
Subject: Can you two talk sometime this am.? .

Eh U

All e-mail to/from this account is subject to official review and is for official use only. Action may be takenin

regponse to any inappropriste use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcoment sensitive, or subject to other disclosure limitations. Such information is
loauedtoyoumddmmdnotbemnhﬁdissaninatedwmmthqpmmofmwmtsﬁvio& If you have
received this e-mail mmr.domtkeep.mdisdmormymmmemdwwatdymm
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(L)E).EB)7NC)

. From: mddgepﬁmz-
Sents r_%f&muﬁ‘m&iw
Subjact: - _ Re: Can you twa talk sometime this am.?
1 can, namg the time
y (C)
s Heymann, Siepne >
4(0)(6),(OX BOS) {BX7XC)
Sent: Fri Feb 18 08:29:31 2011 B [XTHC

.met:&nyoumnksqmﬁmeuisa.m.?
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Heymann, Stephen (USAMA)
oy T i el BV
bi LHTNC). zaemal{®XOLE) Lambridgepolice.crg
Subject: Can you two talk sometime this am. -
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' m)E).

From: -Heyman, Stéphen (USAMA) usdoj.gov>
Sont: Thursdav, February 17, 2011 1:06 PM

To: bX8),(d)(7)}C) BOS)

Sulject: T-Mabile Subposnas

Attachmants: " 7-MobileSubpoenal.pdf T-MobileSubpoenaz.pdf

r(b)(ﬁim BEBI0)

Per EOUSA
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——_-_—W-'l__ - )
Fron: Heymann, Stephen (U usdojgav>

Sent: . 17, 2011 12:17 PM
To: b)8),(b)7)(C) (8OS)
Subject: Telephone subpoenas

Per EQUSA
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(bX©),
“Assistant to the Special Agentin Charge
United States Secret Service -

Boston Field Office
10 t’amsmt.m 447

Hewnmwouldﬁkemeﬁwlcampavforanemdmm FOXILRUE | tsﬂ\emamechmnfurmw

(b)(6), —
[mml e _lusdoygovi

Sent: Trursday, Febeuary 17, 20t 62 A
T {o'uxorur(a- -
Subject: FWJDIDIR JERT Procedures
pet EOUSA
B e — ————————————
From: Heymann, Stephen (USAMA)
jent: Wednesdav, February 16, 2011 9:42 AM ]
Ta 'oxoxo'a'ca- 80S)
Subjocts FW: [BISTUJERT Procedures .
I - [perEOUSA ||
Sents Tuesday, 15, 2011 10:34 AM et o
21:35



Yot Heymann, Stephen (USAMA)
Subject: T Mobile ERT Procedures

Steve:

[BXNE

per USMS

2136,




AUSAHeymanuwoddlllnetheSeMcewpayforanexpedm respomftom_lsthereamedummfornsw
pavEIGERUS § ‘

Qurecml

U.S. Secret Service
" Boston Field Office

From: uaymn,snprm AR T ) jmawl

wo e gl u, m’.l 6.52”4

per EOUSA

e——————

per EOUSA
———IBX7XC)
s 15, 20)11 10:34 AM
o} HMIE %(USW
(b)(
per USMS

" 9137

......
O




- T-Moblle ERT Procedures

per USMS
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per EOUSA

From: Hemlmw\al(uM)
Sent: A.. sday, February 16, 2011 9:42 AM

AN v

From USMS)

Sent: Tuasday, Febuary 15, 2051 10:34 AM
- Tet (USAMA)

Subject: ERT Procedures

e

.....

per USMS -

| e

......
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W{b)(7)(C)

BOS)
Sent: mmmmu 512 PM
m. X (] S) .
Subject: - Re: Revised Draft Filter Memo -
D

L] m( i m)

bem
m neymmn,mwsmmmm 5doj.gav)
e sbyuary 16, 2011 4:54 :

<<Draft Filter Team Memo 2-16 mlsad.pdr» Please review this revised draft ﬁltefwam memo and let me know
your thoughts. _ .
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From: Heymann, Stephen (USAMA) daj.gov>
Sent: wwgy‘ Fabruary 16, 2011 4:94 PM

To: v(b ) ,

Subject: Revized Draft Fitter Memo

Attachments: Dreft Filter Team Memo 2-16 revised pdf

<<Draft Fiter Teém Memo 2-18 missdpdf» Please review this revfsed draft filter team memo and let me know
your thoughts,
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mmmeynmn.msmw {maiif _Jusdolgov]

IG,ZOIIISSPM

. |&XE)®)(7)
¢

Pd ke to get the local rules letters out tomorrow. Can you prioritize getting me the list of names of those
involved in the searches and will be involved in the forensics? Thank you

All e-malltolﬁ'omthisaocounmsubject to official review and is for official use only. Aehonmybcnkenm
- responsetoanymappmpnateuseoftheSemtSmce’se-maﬂsymmymulmymnumwm
ﬂm:sptivnleged.lawenfomnentmuw,orwbjectmmmdomimﬁMomSudtmﬁmanmu
loaned to you and should not be firther disseminated without the pecmission of the Secret Service. If you have
meiveddnso-mmlmm,domtkeep,me,dmlose.oroopyn,nout‘ythesmdenmmedsatelyandddew S
it.
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N i " : . . ,
(b)(8),(H7XC)

from: Heymann, Stephen (USAMAY usdoj.gov>
Sam yegnesday, renTus 16,20113‘.13PM

To: (b)@).(BXTNC) (BOS)

Attachments: Draft Filter Team Memo 2-16.pcif

Attached is a draft filter team memo. <<Draft Filar Team Memo 2-16.pdf>> Please review It carefully and discuss
it with the agent{s) who will comprise the filter team. { would like to make sure that it is technically .
practicable at your end or [f there are any changes you would suggest before finalizing the memo.
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From: Heymann, Stephen (USAMAY ORIk
Sent: Wednesday, Febnuary 16, 2011 155 PM
Tor OO
Subject:

Local Rules Letters

P'd like to get the local rules letters out tomorrow. Can you prioritize getting me the list of names of those
involved in the searches and will be involved in the forensics? Thank you

gov> -
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From: Heymann, Stephen Wmagm
Sant: Wednesday, February 16,
To: (b)(6),(B)THC) BOS)

Subject: RE; Identifiers

Thank you. {| wanted to identify them inthe filter taam memo.}

o b)(e),(b)‘ ' BOS) [m -~ EE(G): .(b)(? EE’ EWWV]
Senik: , Fe 16, 2011 11:21 AM

To; Heymann, Stephen {USAMA)

Subject: RE: Identifiers

Apple IMac model A1311 with serial number WB025AXGDS?
Wastern Digital hard drive model WD1200 with serial number WMANN1006724
Sony Micro Vault Tiny 8GB with the marking SOK USMBGH(B)

» Xc

U.S. Secyet Service
- Boston Field Office

e )8),BX7XC)
Prom: Heyman, Stephen (USAMA) Imaml " busdoioov)

16, 2011 10:47 AM

5)
‘ ‘ . |per EOUSA |

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
‘meinmofmmwmmmmmMmMm
thatisprivileged.hwwfowanentwmiﬁva,mmbjeaboﬂwrdischmlhnimﬁom.smmfommis
loaned to you and should not be further disseminated without the permission of the Secret Service, If you have
received this e-aail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it . ;
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.......

Heymenn, Staphen (USAMA) {OCHCKHC) cjgov>
adnesday, February 16, 2011 10:47 AM

BRBEXTIC) '

per EOUSA
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{&X8)NTNC)

|per EOUSA ]
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Heymnn. Stephen (usmm FEW EXINC) I.,,doi govs

From:

Sent: day, February 16, 2011 942 AM

To: m

Subject: bile ERT Procedures

Attachmunts: Expedited Respanse Intake Sheet - interactive.pdf
EXS) _

per EOUSA
p— X '

15, 2011 10:34 AM

Ber Uaws

h—————
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b)(6), C
Heymane, Stephen WSAMA) ) __ Lsdojgov:

RIS = Tats: sl o
X (BOS): bridgepalice.org
~USB Driva Seized from Swanz's '

I'@Tﬂ _ [per EQUSA |

o
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(b)(6),(b)(7)(C) .
From: Heymann, Stephen (USAMA) Dusdoj.gov>
Sent: Wednesday, February 16, 2011 8:37 AM
To: [B)6).(:)(7)(C) iBOS
Subject: Search List sph 2-15 draft.doc
Attachments: Search List sph 2-15 draft.rtf
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Heymam Smphen (USAMA) I@Rﬁi BR7XO) l,,doj

Tnitial List of Search Terms
Search List sph 2-15 drafpdf

Fromy:

Sent:

To:
Mt

Steve

‘<<Search List sph 2-16 draft pdf>>

per EOUSA

. 2152




From: ' olice.org>
Sent: 1 2011 40

Yor XS).(b - 5 goqXELEITNC) __ Je0s)
Subject: - Re: Micro Center Subpoens

Wit do

e W%Eﬁs).(b)ﬂ)(c) |

Lad

Per EOUSA

Thank you, Steve\
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meam swphentusmnl (O, BTN busdo;

15, 2011 3:55 P
).(b ) BOS); |

Micro Center Subpoena

Per EOQUSA
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.....

OO Ly

15, 2011 1244 PM
{BX7XC)
Re: Packet traffic to/from the Acer Laptop

(B)(8),(b)X(7XC)
; (BOS)
T CID)

Sent: Tue Feb 15 12:31:07 2011
Subject: FW: Packet traffic to/from the Acer Laptop

How is it going?
Has anybody had a chance to look at the packet capture from the MIT intrusion case 102-775-600742

bX6).®)7HC)

nmuaymmsnpm M‘JEEH.IH _usdoj.gov,
Sents Tues 5 o0t ]

Bhus 15.20119.56»1

®X5)
per |
EOUSA || .
Froon ﬂeyrmm Stephen (USAMA)
ooty Fd:uawoz.znuu.ssm
g (b)(6),(B)(7THC 805)

Acer Laptop

2155




rer

o hendan v Aa s,

CI0) [mailto (b)8).(b)7) ss5.dhs.gov]

mMmtbmmhmeﬂMwmwmmmdmmmmIPsand
mwunuatmﬁmammmmﬂmmmwmomummmwmy
mw&wmmmm aotivity, Finally, we need a rough timé fine of when the analysis is

You could upioad the dala to our fip server 8s you've done in the past ot FEDEX it o me.

« 'W DRO D

{

- 2156




Yo en (USAMA)Y pusdaj.gov>
Ce ); Externalib ambridgepolice.org
Sant: Wed Feb 02 09:54:25 2011

Subject: RE: Packet traffic to/from the Acer Laptop

t uploaded the flow datato CERT. | have not uploaded the packet capture yat. I do not bekeve the flow data has
enough detall to show remote connections into the laptop but the packet capture should if the connection was active
while the capture was running. [will check with CERT to see if they have the resources avallable to analyze the packet

capture,,

]

ry 02, 2011 9:97 AM

b P el |

.S, Seoret Service
Boston Field Qffice
Lexeene | ' ' -
=t 1(6?___"),@)(7)(0)
. Proms 0, Stephen (USAMA) [maito _busdoj.gov

per EOUSA

Aﬂwnilmlﬁmnﬂﬁsamtiswbjwmofﬁeialmiwmdisforofﬁﬁdmamly.Acﬁonmybetalmin

' -mpomwmymppmpﬁmmofﬂwmsmm”ﬁlsym.Memﬂmymhfomuﬁm
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such informationis
lmdhyoumdshouﬂmtbeﬁnm«dhwrﬁmedwimmms@nofﬂ\esmwmaIfyouhave
received this e-mail in ervor, do not keep, disclose, o copy it; notify the sender immediately and delete
it .
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[l » . y o ' fe
0)©){b (T)C) §

- Frome Heymann, Stephen (USAMA) - Jusdoj.gov>
" Senty ' = ebruary 15, 2011 11:12 AM _
To: ‘
Ca ridgepolice.org
Subject: ing to-do lis!
Attachments; ings to be Done 2-15.pdf

<<Things to be Done 2-16.pdf>> | thought a list could be helpful to us both. Attached is my running to do list
(absent the subpoenas on my desk, which | am getting in motion.) '

2158




I-leymam Stephen (USAMA) me

- Feome

Sonts february 15, 2011°9:56 AM

To:

Cc

Subject:

©)
per EOUSA

From m. Stephen (USAMA % zon u o
: j(oxommé) e ,

© dns.oo]
02, 2011 10:55 AM

2159 .




This fequestis well within our capabilitiss, We's nead some information in terms of authorized / unauthorized 1Ps and
MAC addresaes, but i ia all stuff you siready have. Also, well nead to know what your objective is for the analysls - my
mmgﬁtmmmmmmm;m.mmuammmmmmmh

You could upioad the data to our fip server as you've done in the past or FEDEX R to me.

. ws&i?mmmm(W) ;
mmm?memum

ELIENEBINEC |
We are eager to help in any way that we are adle.

| uploaded the flow data to CERT. | heve not uploaded the packet capture yet. 1 do ot belleve the flow data has
. enoughdetaii to show remote connections into the laptop but the packet capture should if the connection was active
~ while the capture was running. § will check with CERT to see if they have the resources avallable to analyze the packet
capture, '
(B)(6).()
U.S. Secret Service

DUy

5 . dm_'m_')(e).(b
Prom: Heymann, Stephen (USAMA) [mal __Busdao).gov

February 02, 2011 9:47 AM. :

]
g
:
g

)5 per EOUSA
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All e-mail to/from this account is subject to official rev:ewandmfmofﬁnialuseonly mnmaybehkmm
response to any inappropriate use of the Secret Service's e-mail system, This e-mai) may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should sot be further disseminated without the permission of the Secret Service, If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete -
it. ) . : ;




From: !-Itf)vmarm.St:eph'en(llSAl\M)lE TEHETC) ov>
Sent: February 14, 2011 411 PM
To: FB)(G)-(b)%; 5% (BOS)

Subject RE: Smartphone Seized an Friday

Sent: 14, 2011 4:04 PM

. To1 Heymann, Stephen (USAMA)
Subject: RE: Smartphone Selzed on Friday ‘

_mmmnesmnmmdamdmnwemdapmma HTC G2 and a Nokia 1661 .

ws—d(DNB).( - . [®o¥6).E®) .
mml 80S) [maiito dhs.gov]
'w '

The Nokla 1661 had @ IME! of 012185001723274

Even though the Nokia 1661 is normally a T-Mobile cell phone the SIM Card inside the phone was marked as AT&T Go
t_heAT&T prepald cefl phone service. :

' The SIM card had an ICCID of: 89014104233710767564
The SIM card had an IMS! of 310410371076756

'

U.S. Secret Service
Boston Field Office-

[ (b)X0),(bN/XC)

. )(s)l(b : i 7
- From: Heymam, m&l&mm uscojgov]
LU |
BuBTREE St aized on Friday

r ORI A -l

TR0

What s the make and model of the phone seized on Fri@v

What is its IMSI, MEID, IME!

Al_le'-ma_i!nolﬁomtlﬂsamﬁntismbjecttoqlﬁcialreview:mdisforofﬁeialuseonly.i\ctionmybemkmin
mmewwyinmﬁmmﬁwsm&ﬁub&mmnmm»mﬂwwminim :
mumwwmmmm«wmmmmwummmmﬁmﬁmn :
Mndmymmwmmmqaaanwmm&cwmiahnofmws«ﬁw.Xt'youhnve
;ebeivedthise-mailinm,domtkeep,use,_disdm,ormpyigmﬁfytbsmxduhmedia&lymdddm :
t - o . ;

2162.




It's the billing eddress for the card.

- z X C
Froms Heymann, Stephen (USAMA) [mamnli TEHENTNC) _ Busdojgov]

donday, February 14, 2011 12:45 PM
Tofb)B).BX7)(C) __§SD)
Bubject: RE: SWARTZ - Accounts

Is that the biling address of the card of the address given bywhornlwoiald fike to locate,

(OX6), (6 (15D) (maiito] .~ dhs.gov]
Sent: Wonday, February 14, 2011 12:32 PM
SUPDNE SAMA ) .

{ gave 3 call Into AMEX ~ SWARTZ s the supplemental card holder on an AMEX card forfych s
A Cambridge MA 02139 address. According to AMEX the card is a Premier Reward Gold card opened in
September 2010. Let me know if you need/want the actual card number. Subpoena should be directed to:

American Express Subpoena Compliance (by mait only, NO faxes)
43 Butterfield Circle
€1 Paso, TX 79306

 Citibenk had no cards for him under his SSN.

b)(6),(b)
(TXC)

Alt e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
mponu’banyiuappropﬁatemofﬂwSeeretServiee‘se—mﬂsystm.'l‘hise-mailmzyomtaininfounation
R thatispuivﬂcged,hw,mfmmnsensiﬁvgorwbjmmmdimmﬁmiuﬁm. Such information is

loaned to you and should not be firrther dissemi ed without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, ot copy it; notify the sender immediately and delete
it - C .

o263




Attachad & the most recent info on credit bureau subpaena requests. I'm also attaching the return on a credit header
search. .

Let me know if | can be of assistance.

_ Bewell-
“’""""”‘é’l

2164




From: . ' aso)

To: T i ' Fabruary .; .
) cambﬁdg.pormrg)‘

Subject: SWARTZ - Accounts

. Steve-
Steve - -

N | into AMEX ~ SWARTZ is the supplemental card holderonmAMEXurdfotﬂ!eQSDMm
A Cambridge MA 02138 address. According to AMEX the card Is a Premier Reward Gold card apened in

' September 2010, Let me know if you need/want the actual card number. Subpoena should be directed to:
American Express Subposna Compliance (by mall only, NO faxes)
43 Butterfield Circle
El Paso, TX.70806

itibank had no cards for him ynder his SSN.

2165




M

Frome Heymann, Stephen (USAMA) Ii KEMBXTHC) Lusdoj.gov:»

3 945 AM
T 5 e 10y W
Subject: RE: When would be good for you two to talk a bit?

l'llmretliatyoumwmllmemnvwgewmm. lﬂtlooksllleitwmbunlswe,letmkmw.andleltgetths
call in number.

Heyman, Stephen (USAMATIETELEITIE husss .-
mwmmmdwhmmmmam

Hitry to be at the lab,

Subdock: RE: When voud begoodforyoutmtotalkabm
3:001t is then, Wil you be at the fab or should | see if 1 can grab the conference call canter?

mmmmmmmmwkam
tralmmtodaybut he may be free after 3pm

U.S. Secret Service

[ (BX8).BXTHCY

From: Heymann, Stephen (USAMA) [mlm"""’m(c’ lumgovl"

SO M ;' et lq‘musoso

\/R
—~ A1 L
R - L]
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From: -mﬂdgepuﬁce.om

Sent: 2011 9:3

To: X 55.@)@%9 r 80S)
Subject: Re:Whenwouldbegoodforyoummukabit? _ :
M tryto be at the tab.

From: He

TYoi(bX6

Seant: Mon Feb 14 09:36:07 2011
Subject: RE: When wouid be good for you two to taik a bit?

3:001tis then. Will you be at the lab or should | see if1 can grab the conference call canter?

mke:mmmmformmmmkb_m
Foan do Jpm.

&MRE.ﬂbegoodformmwhkam
lh&w@asmtnhgtodaybuths may be free after 3pm

. .S, Secret Service
Bmm?ﬁﬁ

‘ e PRI, FORNT LIS 14 20118!”m .
(BN | BOS); ExternalfRiE),(E) Fambridgepolice.org
Subject: When woukl be good for you two to tak a bit?
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Heymann. Staphun (USAMA) l b)(ﬁ.@ii X1 I

From: ‘

Sent: MondayFebma 14, 2011 936 AM

Yor | XL nuidgemﬁuwpmm’_—lﬂos:
Subjoct: RE:Whmwoddbegoodfuryautwomta&ablt?

S:UDtttsﬂ\en. walwubeatﬂlelaborshouldIseelflmgrabmemnfa'emecaﬁcenter?

EEB). h,,w
nde Fd)rlﬂrv14,20119‘20

To rozuxo;u (C] Pusss.dhs.0v'; Heymann, Stephen (USAMA)
- Whe woulﬁbegoodforyoumtblakom?

Subjut: RE.Mmmuldbegoodforvoumownkaw
Imaw@nshiningtodavhuthemaybe&eeafw.%m

Prom: Heymemn, Stephen (USAMA) nnmlrbx‘” UG vy

" iy, Februar 14,20118'59

"2169




Haymann. Stephm {USAMA) I("X"M"Wc’ Jusdoj gov>
onctay, February 14, 2011 8:19 AM

 This one should come in this week. Please let me know when it (and others) come In. Thanks again, steve

2170




Per EOUSA
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Heymann, Stephen {USAMA) { . jgov>
Monday. Febinuary 14, 2011 8:16 AM

I(b)(e).(b)m(r:) !BOS)
Smartphone on Friday

What Is the make and model of the phone selzed on Friday

i

What is its IMS],MEID,IMEI

2172




o

Heymarwn, Stephen (usama) [EXEH0

, 2011 8:49 AM
{BX7XC)

What was the serfal number on the Macbook bax?

j.gov>

2173




From: Heman,Sshen usavy [EXOTERTICY
Sent: 10, 2011 10:37 AM
Subject: ﬁ Phone Subpoena

[EY3):Rule 6E,(EY5)

Per EOUSA

2174




From: o [EXeExC] | cambridgepoticerg> |
Sent:

Wi February 09, 2011 6:34 P
To: rﬁ%—m@xm 9

Subject: Re; Condo is dark

Roger. Maybe out for dinnar. Can | help?

I(b)(ﬁ).(b)a)(c) |

| Sent from Blackberry

NCAMDITCH

5 (D6}

BUS)
Sent: Wad Feb 09 18:19:32 2011
Subject: Condo is dark

.;_' .IA.J-:.A st > " 1

mmsmmamu»mwbmmmww.

e ' : er EQUS

Allmﬂwmmismuntismbjectwofﬁdalwviewandisforoﬂieia!useonly.Aoﬁonmybetakenin
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in esror, da not keep, vse, disclose, or copy it; notify the sender immediately and delete

it. ' :
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Frome EYEHEXTIC)

— idgepolice.qrg>
Sent: Wednesd, 09, 2011 6:20 PM ©
Yo usdoj.go ; SJ‘I XGHEXTNC) I(GOS)
~ Subject: Condo is dark
The curtains are open and the condo s dark, Wi advise again later.
{BELEING) I gov> {EXOL T ]

2176




2177




n TIATL
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Fome Heymann, Stephen (USAMA) o
Sont: - Wednesday, Febua

c: lernal(BX(6) (b ik
Subject: Rules on Executing a

F have just e-maiied you the full text of Rule 41 of the Federal Rules of Criminal Procedure concerning search
warrants, which you should read before tomorrow. Below Is the subsection on the execution of warrants.

(f) Executing and Returning the Warrant.

(1) Warrant to Search for and Seize a Person or Property.

(A) Noflng the Time. The officer executing the warrant must enter on It the exact date and time it was
executed.

(8) Invantory. An officer present duting the execution of the warrant must prepare and vesify an
inventory of any properly selzed. The officer must do so in the presence of another officer and the person
from whom, or from whose premises, the property was taken. If either one is not present, the officer must
prepare and verify the inventory in the presence of at least one other credible person. In a case involving
the seizure of electronic storage media or the seizure or copying of electronically stored information, the

~ Inventary may be limived to describing the physical storage media that were selzed or copled. The officer
may retain a copy of tha electronically stored information that was sefzed or copied.

(C) Recelpt. The officer executing the warrant must glve a copy of the warrant and a recelpt for the
property taken to the person from whom, or from whose pramises, the property was taken or leave a copy
- of the warrgnt and receipt at the place where the officer took the prpperty.

(D) Return. The officer executing the warrant must promptly return it--together with a copy of the
Inventory--to the magistrate judge designated on the warrant. The judge must, on request, give 3 copy of

the inventory to the person from whom, or from whose premises, the property was taken and to the
applicant for the warrant. _ . : _

Steve

2179




me:l-leymnn,smplm(vs»w mamJi X)) hwduj.gov]
ssday, February 08, 2011 3:17 PM

: »D@KDMIQ-

(b)(8),(bX7XC)

Please he here at 9:30 a.m. tomorrow. We will go down to the courtroom at 9:45 a.m. to swear out the

- warrants.

All e-mail toffrom this acoount is subjeot to official review and is for official use only. Action may be taken in
vesponse to any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information
-that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned fo you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it o - .

2180




Just to be sure, you're going tomorrow morning and | am not?

: s QI Sy

i L ey T 08, 2011 3.17 PM
ol(b ) XN)C) >

| Please be here at 9:30 a.m. tomorrow. We 'wllgodbwnmthewumoom,at 9:45 a.m. to swear out the
warrants. . :

2181




From: NONE B cambridgepofica.org>
Sent: W%meﬁm 2011441 PM
To: \(B)( (BOS)

Subject: RE: Swearing out the warrants

lfldmftmdmbeﬂnmﬂnnlwon’t.

(ms) [malito: (b)6),X7)C) | m .dhs.gov]
08, 2011 4:37 PM

’ mbridgepolice.org]

Just to be sure, you're going tomorrow moming and § am not?

From: Hemm Stephen (USAMA) :mﬁ?xs)-(”’m‘c’ blm;ioj.goy] |

Please be here at 9:30 a.m. tomorrow. Wewalgodown mmecthmomatQASam.toswearoutﬁte
warrants, )

2182




.................................................

Froms: Heyman, Stephen (USAMA) [mml EREERTHCY luscosgon]

Sent: Februarv 08, 2011 3:17 PM

msmmmﬁnwamm

Please be here at 9:30 a.m.
warrants, -

tomorrow. We will go down to the courtroom at 9:45 a.m. to swear out the

2183




(bXB),(b)(7XC) gov>

From:

‘Sent 08, 2011 3:17 PM
Te k

Ce cambridgepolice.org
Subject: '

Please be here at9:30 a.m. tomorrow. We will go down to themnats-ﬁa m.toswearoutthe
warrants.

2184




From: ' " Hoymann, Stephen (USAMA) PIEAS) doj.gov>

- Sents ) Tuesday, February 08, 2011 12:51 PM
Subject . " RE: Everything is down with the Judge

6:00 a.m. is the eariiest the warrant will permit -

FromOCHONC) o5 lmﬂ:!mlmdm-wl

Sent: Tuesday, February 08, 2011 12:
" To: Heymann, Stephen (USAMA)
Subject: RE: Everything is down with the Judge

We are planning to execute the warrant as early as possible Thursday morning even Iﬁtissigned' today

From: ueymam Steum(USAMA) [rao ROERNT) e
S =l s 08' 20“. 12.47”"
Joxe ).(b)m(C) bos)

lMl!Ietyouknowwhthwanyﬂﬁng

Mevouplannmgtogotomorrowa m. if we are abletogetthowarrantsimedmy orhnldoffunttl
Thursday a.m. In any case?

All e-mail to/ftom this account is subject to official review and is for official use only, Action may be taken in
 response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such informationis
loaned to you and shoutd not be further disseminated without the permission of the Seoret Service, If you have
received this e-mail in esror, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it. _ '
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C
Heymann, Stephen ml(b)(ﬁ).(b)(n( ) l o) gov>

2011 1247 PM

gfiil

Everything is down with the Judge

| will let you know when | hear anything.

Arevéuplmrﬂnghgommorrowa.m.
Thursday a.m. in any case?

ifwe are ablétogetthe warrant signed today, or hold off until

2186




© Heymann, Stephen usama) [ HOKKO) b scigovs
T , Februaty 08, 2011 11:52
[E)X8).6X7)C) JBOS]; Exte cambridgepolice.org

Tnstructions to Agents Executing Warrants

3 ;a;g

Per EOUSA

2187




{per EOUSA

Heymann, Stephen (UsAMA) fFIBTERTICT Jgusdojgov>

Tm FGbmaiOE 2011 11:28 AM
BOS)

RE: Somy~-Important Clarification

g FRI
3

!

nal Gl

from; mail M(T.EDU]
Sent: Tuesday, mum?z&z_%

To: Heymann, Stephen (USAMA)

Ce: [BXSLEATICT__—1(805)

Subject: Re: Sarry-important Clarification
importance: High

Moming Steve - replies infine - and don't hesitate to let me know if
you have additional questions:

On Feb 8, 2011, at 6:39 AM, Heymann, Stephen (USAMA} wrote:
[(laraly @]

Per EQUSA

2188




Per EOUSA
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Frome Hsymann, Staphen (USAMA) <{io} 5 ;m X | @usdajgovs
Sent; Tuesday Fehmwyos,zon 0]

Yo REIRENCT—)X8OS)
Subject: R&Copyfnrkgemto initial

Whenemmgetadlam.mldvouemailthefhalcopyofﬂnaﬁdwitsolmhavethesearchmamreadit.

l(b)(gz.(b)(zzci
|1Eﬁ%ﬂ§)(7xc) i

From: Hemmm,' Y, Stephen (USAMA mm@m Pmdoj.gov
Sent: Tuesday, February 08, 2011 )9-fs4m ]
Toif oruxom u— aos

Paragraph 12 is furthec revised hete

forEy

Per EOUSA

2190




Per EOUSA
The changes look goed to both of us. 1 will call you in @ minuet
@g:g | per EOUSA
Per EQUSA

Ane-mmwi&ommimmissubjec:mmoialmﬁewmwmfﬁwmomy.Acﬁonmaybetakgnm'

response to any inappropriate use of the Secret

Servioe's e-mail system, This o-mail may contain information

. 2191




|

mmme&wxﬂmtlhepummon of the Secret Service. If you have
use, disclose, or copy it; notify the sender immodiately and delete

Per EOUSA

4 . 2192




‘Heymann, Staphen (UsAMA) JEXOIBKIKC)  Jycdej gows

Tuesday, Febmaryos. 2011 9:54 AM

per EOUSA
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1]

Heymann, Stephen {USAMA) FI KELEXTIC) lmdoj.gnw

Tuesday, February 08, 2011 9:34
Te: ERXELEYNC) —— 180S); External olice.org
Let's discuss this proposed re-wni .
[EYG)
per EOUSA

2194




. From: OO reoos

Set: Tuesday, Fabruary 08, 2011 8:56 AM
Yo (USAMA)

<6 YEL.EXTHC) _

Subject: ~ Re: Sony--Important Clarification

Importance: High

per EOUSA
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From: Heywann, Stephen USAMANDIOCKIO) | yoroo
Sent: . - Tuesday, February 08, 2011 7:18 AM

To: (B)6).OK/XC)  lsos)

Subject - FW:SeathanamApplim

Y, sph

A

| am waiting to confirm two facts, in our applications for search warrants. | will bring them down as soon as
they are confirmed (or any necessary changes are made). | am sorry, but this will be later in the day than | had
hoped. Once you get them, please just et me know whether the Judga will still have the opportunity to
veview them today or 1 should let the agency know it will be sometime tomorrow, instead.

Thank you, Steve

2196




Heymann, Sephen (USAMA) [BREIEXTRCT Pusdojgor

- RE: Sorvy-Important Clarification |
lm per EOUSA

Thank you, Steve

per EOUSA
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Thank you, Steve

Per EQUSA
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Froms Heymann, Stephen (UsAMA) [FTOOIXNC) | oy v

Sent: mwmiﬂ 2011 420
Te: ) . BOS); ambridgepofice.org

Subjects - For planning purposes

If we are able to finalize the affidavit tonight at whatever time, 5o 1 can drop the applications off at the clerk’s
office tomorrow at 8:30, we should stil] be able to get the warrants in the course of the day tommorow absent
horrendous weather. .
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Y.

2 'Yo’n 0L
To: Heymann, Stephen (USAMA)
we:t:m:m\mmnﬁunsomewgqumyfwme?

Hi Steve,

In response to your question, << The abuse from 18.55.6.215 began on September 24™ and continued until it was
blocked by SSTOR that evening,

Then abuse began the next morning, on the September 26®, and continued in turn until it was blocked.>>

- I am forwarding you 3 PDF of our incident veport for the MIT activity, which contalns the answer to these questions. We
dovfthwifthucﬁvltymnedontham’(uMdotheothermmﬁalsmnntshowmls?)m :
9/2% : ' _

We first noticed it from 18.55.6.215 on the 25™ cirea 7 PM.
We blocked this 1P circa 9 PM

9/26 :
mmuysnmmm,mtmﬁnmmss.wsmndsm - ' . \
We noticed it around 10 AM :

. We blocked 18.55.6.216 at 12 PM

‘We saw activity start from another IP around 1 PM

We blocked their class € 18.55.6.0/24 around 6 PM

B

2200



From: - ’ _ l-ioymann, snpm (USAMA) IEI’)(B)'(I,)(T1 C Iusdojgw
- Sent: Wﬂﬁ 07, 2011 1:00 PM .
Yo: d _1(BO5); Eﬂmal@@ambﬁdgmﬁmg

Subject: Review of MIT Records

Please review the MIT records we have just received this afternoon and make sure that our current draft of

the search warrant affidavit Is fully consistent with them. Let me know either that no changes are needed or
whatever changes may be necessary in light of the records; I'tl walt to send the warrant applieatlons down to
the Magistrate Judge untll after you have finished your review, _
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From: Heymann, Stepnm'msml(_b)(am)m(c) lndol av>
Seat: Monds )(C ary 07, 2011 12:21 PM

To: (bX8),()7 BO Ema‘@!’@ ]:ambrldgepoliomrg
Subject: FW: MIT Documents

t should have noted, please keep them in files clearly marked “grand jury” to distinguish them from other
materials recetved in the case. The same applies to the materials we received earlier from JSTOR.

ambriigepolice.org
(B)3):Ruie 6E,(B)5),EX7XC)

Per EOUSA
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From:
Sent:

)

Subjact:

Hsyrmm Stephen (usmm Wbmdo}gm

)(6),(b C)

IZ'N ,
; Externalf(P)(6).(b) |

ambridgepolice.org

_ 1?5)(3)30'9 BE, ()5}, B)7HC)

Per EOUSA -
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From: HeymmSﬁephm(USAMh)Rsmr—lwdoj.gm
M d 0?.201111319 — .

To: BOS); Extemal[\P)(9)®) Eambridgepolice.org
Subjact: meTUpdm:n‘swolsetltanwekm

From: [EIBI0I7C) . jma ]

Sani: Wadnesoay, February 02, 2011 9:58 AM

To: Heymann, Stephen (USAMA)

Subjact: RE: MIT Update: It's worse than we know .
mmmbrPDFdwnbpds.sotheManfuum

MHevmum Stephen (USAMA) [maltod®Xc).0X7X
Sents Wednesday, Febmyoz,zons-os ;
ToERiT—)

Subject: RE: MIT Update; It's worse than we know

)(5).@(')

Ve parts nmhbpanaﬁds,m)otbltmuewunfwmemment? if you don't know for the moment, Is it
pommlemesﬂmmmenumberofsepamarﬁdes?

'To.Hevmnn,Shephm(USAMA) ,
Subject: FW: MIT Update: It's worsa than we know

2011 3:02 PM
J

Subject: RE: MIT Update: I¢'s worse than we know

ldokmwfromslnihal ana!ysbﬂmtﬂledownloadmgwasdonemmamhuﬂngmuum increases In our
stable URLs. That ks, get stable URL 12345, get stable ual.mas, 12342, 12348.and soon,

-M"ﬂmafewthimmummemusmmmmmm patte: &\
mmmm,nbmmmanewummmmwtamw at it is | am getting, just get me
the nextane.
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——r—' b)(E)EX7NC
.)(b)(7)() |

This doesn't appear to be tergeted towards research articles or any particular titles, collections, or discipfines. For the 2.8
miliion in Nov and Dec, the breakdown by article type is: : .
Research articles ~ 1,385,569 '
Reviaws ~538,063
" Misc 459,457

News ~62,127

Editorial~9,472

mosenumbmmoreorlmwmmmema_uwm. P'd say the he was going after everything.

P L e et e

X3.078>

an we know

Attached are 2 screen shots depicting POF download activity from MIT for November and December. One show's all
downloads and totals 2,854,824 for the 2 months, The other filters out downloads from the 3 1P's that Jook to be associated
with the downioad abuse {BYE).(X7XC) _— Tandtotals 17,865 for the 2 month period. Recognizing that
some legitimate downlg smayhmoccumdfromﬂnesmerem‘s.nwouldstmhesafewsaythaamnmmmuhgﬂ

. downloads occurved during November and December. We know that some Hlegal downloading occurred prior to November
-andinto January. | don't have those numbers yet. But looking at the graph you can see that some pretty aggressive
downbuhgwasummmeuweekofnec(mrmaw. It seems likely this extended Into January for some period
of time. Itwoddn‘tbemudldamﬁmmmaasmd\dammm«mmdmmadsmwmm
that are not reflectad on this chart, I expect to have January date avallable for review by Monday. Il akso start loading Oct
and Sept numbers as well to complete the pictuse. _
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Hi .r(" :
(bX8),(b) . (B)6),(b .
Speaking wit ‘ now about making sure we have m as needed for the MIT evaluation

currently underway and discovering that the IP addresses associated with these specific incidents have numerous
additional days of mass downloading.

N some time to normalize agsinst usual MIT usage, but at first glance, it is reasonably safe to assume from
mimmﬂh&ﬂn ual responsible has already acquired the entire JSTOR corpus. Glad to have a cal
ASAP if you think It useful and ( know that | thought you might be caliing him shortly after recelving this message
for clarification. in fight of this Information, it would seem that we need to try and undarstand the full picture outside of
the identified incidents going farward, Certainly our tack here merits some re-evaluation, both conceming this case and
the potential for additional measures of prevention as we move forward, Also copying | this juncture,

I '
IOr T —

JSTOR | Portico

[oXE).BXTYC) |
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Sant: : M Feb
T RS~ ooy

§
(-]
B
3
8

. ka
Vot Heymann, Stephen (USAMA)

Subject: PW: MIT Update: It's worse than we know

hréch 1P during Nov/Dec. All but & few thousand of these are pwm to the downloader,
)B)( 2,341,267 (periods of activity 11/29~ 12/26} . : -
306,984 {periods of activity 12/27 - 17)

|188,708 (periods of activity 13/5- 13/11)
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(G).(bX7XC)

police.org>

an:.

Sent: - " Sunday, February 06, 2011 91

To: : Hey"::yann. supl?m(u A}{OXE). XX
Subject: RE: Notes and Reports

' Good Morming,

Message m | wiil spit this
participants will be forwarded forthwith.

up, relay the Instructions and collect the coples. Additionally the names of

gov)

Per EOUSA
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6, 2011 820 AM i ]
To: ambridgepolice.org; '
Subjact: . Revised Search Warrant Affidavit
Attachments: Comparison of 2-6 and 2-1 SW Affidavit Drafts.pdf; SW Affidavit 2-6-11 draft pdf

The attached .pdfs include (a) my proposed revised search warrant affidavit and {b) a comparison which
shows the changes since the last draft you looked at. Please review them as early as you can on Monday. |
would ke to get the applications down to the Judge by midday, If at afl possible. Thx, Steve

<<Comparison of 2-6 and 2-1 SW Affidavit Drafis.pdf>> <<8W Affidavit 2-6-11 draft.pdP>

2212




Frony: Heymann, Stephen (USAMA)M 3

Sent: - Sunday, February 06, 2011 6:16 AM T
9/®) Lamtridgapolice : 0s)

S“M | NOUES 8
Q | Iper EQUSA I
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Attachments: SWAmdmt Changapdf' SW Affidavit 2-4-11 draftpdf

Attached is the revised search warrant affidavit and a comparison document comparing this version to the last
one you had. Please read it again very carefully for any changes or corrections that need to be made.

Thank you, Steve

«swmcmpdf»«swmmu-ﬂ draftpdf>>
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Rl

* [)6).(e)(7XC) N

[ = e
(6).(b)7X 0s)

Accepted: Conference Call
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Subject: Re: January 4th

llmeapm'emﬂamofﬂndmomatmnhﬂ»mmmdadmmduhnmwnumbarls

the hard drive on the 4 is different because the portion shown in the photo i3
enclosure selzed on the 6th is clean

visibie In the picture | am looking
very dirty where as the hard drive in the

per EOUSA




All e-mail to/from fhis account is subject to official review and is for official use only. Action may be taken in
respouse o any mappmpnmmaftheSeuﬁSmm's&mulsymﬁm&mﬂmyminmfmnm
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be firther disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it' :

Alle-mm'lto/fromtlnsammmmb;ecttoofﬁmlmewmdisforol’ﬁmlmonly Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be furthér disseminated without the permission of the Secret Service. If you have
- reoetved this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete .
it . g




. 2
Sent: mﬂ&m&mﬁumnu PM
To: )6),(B)7)(C
Sulsject:

Sent: This Feb 03 17:56:12 2011
Subject: Linux Forensics

Re: Linux Forengics

My Linux forensics experience Is imitad. We will probably have ttnewamntforthekwrunmnguummmwek.l

will probably be asking for advice and hetpwithtllat next week

. » m
" Sant: Ths Fob 03 17:41:24 201 _

Subject: Re: Dropbox upload
& 7) |

© Tofollow-up:

Pittsburgh, PA 15213

Special Agent
U.S. Secret Service

Lb)E).BXTXC -
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[PPETRT Lo

412-268-5226 {Fax)

Sent Thu Feb 08 17:36:18 2011
Subject: Re: Dropbax upload -

What is best address to send disk with packet capture

|(b)(3).(b)(7x ) I

Sent: Wed Feb 02 18:20:12 2011
Subjact: RE: Dropbox upload

Thanks, sir. We'll look for the od.
Sent from a moblle device

mﬁg)(ﬁ).(bﬂ)(ci Teo: sl@m EXTHC llsss dhs.gov)

Sub]ect RE: Dmpboaupload

{ just stopped the transfer.

ﬁ)(e).(b:::::: |

2220 .




We're still show that we are recelving PCAP data into the dropbox, FY1,

Regards,
l )(6).(5)(7)

Alle-malwﬂmmthkamntlssubleamofﬂchlumandisforofﬂehlmeonlv Mhnmavbauhnhremmm
any inappropriate use of the Sacret Service's e-mall system, This e-mail may contain information that is privileged, law
enforcement sensitive, or subject to other diselosure limitations, Such information is foaned to you and should not be
further disseminated without the permigsion of the Secret Service. If you have received this e-mail in ervor, do not keep,
use, disclose, or copy it; notify the sender immediately and delete it.
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| have & picture from the 4th of the drive that shows it is the same enclosure and a different disk but no sertal number is
mhﬂwmimloolthgd.|unwlmmum”h4bmemmmmnammmmobb

. where as tha hard drive in the enclosure selzed on the 8th Is dlean
C),Per USSS |

Sent from Blackberry

per EOUSA

All e-madtdﬁomt}nsmmissubjeottooﬁichl review and is for official use only. Awonmnybeuhmiu
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the pexmission of the Secret Service, If you have
leeewedthise-mmlinm,domtkeep,ma,disdme.orcopyit:ml?ﬂwsendermmedm&lyanddelm
it.
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(®)

bX6).(bX B
From: ce.org>

Sent: , 2011 5:50 PM
To: [EREEXTHC) lmaojwk_—_Jm, B)6),BX7IC)

Subject: Re: January 4th

ummmaamm,wmwumwmm

per EQUSA
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" [per EOUSA
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Pittsburgh, PA 15213
Specsl Agent

Uus. tService
rsm'w%‘;% I(DNQ '
{Mobite)

412-268-5226 (Fax)

Sent; Thy Feb 03 17:36:
Subject: Re: Dropbox upload

What Is best address to send disk with packet capture

Sent from Blackberry

""'o IS BV
Ff oI (Dmml@ ECE 0
ToDIELEXTXC _ e

Sant: Wed Feb 02 18:10'12 2011
Subject: RE: Dropbox upload

Thanks, sif. We’lllopkfwthaod.
Sent from a mobile device

«=—-Otiginal Message-—

2225




[(5715?.@)(7)(0) EEne 1
From BOS) usss.dhs.gov}

- Hust stopped the transfer.

FEREVERG

U.S. Secret Service
Boston Field Office

(B)6).(BXTXC)

D rert.org]
Sent: Wednesday, February 02, 2011 5:36 PM

To BOS)

Subject: prbox upload

W]

We're still shaw that we are receiving PCAP data into the dropbos, FY), -
Regards,

| ®X6).OXT)
©)

All e-mail to/from this account ks subject to official review and is for official use only. Action may be taken in response to
any Inappropriate use of the Secret Service’s e-mall system, This e-mall may contain information that s privileged, law

- anforcement sensitive, or subject to other disclosure limitations. Such infonmation is loaned to you and should not be
further disseminated without the permission of the Secret Service. if you have received this e-mail in error, do not keep,
vse, disclose, or copy it; notify the sender immediately and dulste it
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Thanks, sir. We'll iook for the cd.
Sent from & mobile device

Subject:RE.Drophoxupload

| just stopped the transfer,

EBS('WX?)

U.S. Secret Service
Boston Fleld Oiﬂoe

(bX8),(bX7XC)

Subjeet: Oropbox upload
o]

We're still show that we are receiving PCAP data into the drogbox, FYI.

(b)(ﬁ).(b)m

memmﬂmmmkmmkmcttommvlwmmsforofwalmm Acﬂonmvbeuhenmesponseh
any inappropriate use of the Secret Service's e-maf system. This e-mail may contain infarmation that is privileged, law

- enmmwﬂnve,ormmmomermmm;Sudnnfomauonisloanedmwummuothe

further disseminated without the permission of the Secret Service, ﬁmhmmehedthbmﬂlum,dumthep,

use, disclose, orcowmnoﬁlytllesaﬁermalawvandddmu.
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From: - na-reply-dropbor@certorg

Sent: : 02, 2011 5:55 PM
T OO s

Subject: | Submission received to CERT dropbox

We have received your submission to the CERT dropbox.

It was uploaded as capd000(t 4 {ame sanitized) and the file's SHAS hash is
4530305470a8ebffd8814be008fefa8b2262f14,

Please correspond with us at forensics@cart.org if you have questions or issues.

2228




>

Febrgary 02, 2011 5:36 PM
To: - 8OS)
Subject: - Dropbox upload

W]

We're still show that wa are recelving PCAP data into the dropbox, FYL.

3{

i

®XE)BXT)
(C)

2229




- Fronx no-reply-dropbox@cert.org
Sent: 02, 2011 446 PV -
To: [®YE).EX7(C) fzx)
Subject: Submission received to CERT dropbox

We have received your submission to the CERT dropbox.

1t was uploaded as capXXXXt 2 {name sanitized) and the file's SHAL hash is
df7dc8b82d575¢29fcb5626330d26bebB82723153.

Please correspond with us at forensics@cert.org if you have questions or tssues.
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From: ' |(bji EXIC IMI'T.EDU:»

Sent: Wednesday, February 02, 2011 3:13 PM
To: . (BOS)
Subject : Re:graaelwstandgmnmcbooknglﬁraﬁonamﬁ

~usBEGIN PGP SIGNED MESSAGE -
Hasgh: SHAL

Host Lookup

visitor registration

name; Gary Host

email: ghostd2@mallinator.com

days remaining:4

fast expiration date:  13-Oct-2010

MAC address: 00235a7356fc

status: inactive

comment:

please include

record fast updated it.edu at Wed Oct 13 06:54:22 2010 EDT

- From the DHCP logs:
dhcplogger/dhcp-20101009.g2:0ct 8 23:02:05 instafler dhcpd: DHCPACK on 18.55.7.48 to 00:23:5a:73:5f:fc (ghost-

* laptop) vis 18.55.0.1 dhcplogger/dhcp-20101009.g2:0ct 8 23:13:49 instafler dhcpd: DHCPACK on £8.55.7.47 to
00:17:£2:2¢:b0:74 (ghost-macbook] via ath0

OnFtaI:z,‘4.'()'11,m::.:'tm'm,lE ELEXINC) I(Bosmme:

‘>Do rememharwhutumﬂwsusedon 1ommmmmmmaostm registered?

:EERS).(b)U)@s

> Al e-mali to/from this account is subject to official review and is for official use only. Action may be taken in response
to any inappropriate use of the Sacret Service's e-mall system. This e-mail may contain infarmation that Is privileged, law
enforcement sensitive, or subject to other disclosure limitations. Such information is foaned to you and shouid notbe
further disseminated without the permission of the Secret Service. lfmhmmd thise-maflin ermr,domthep,

m,amwmn;mwmmimmwmmm
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: . . .. ..

ropbox@cest.ong
, February 02, 2011 2:14 P

Sent:
To: HJIGXD‘UI@)_ BOS)
Subject: Submission received to CERT drapbox

We have recelved your submission to the CERT dropbox,

1t was uploaded as cap)00asc (name sanitized) and the file's SHA1 hash s
84¢1d606eaf59310ectiSfcbb22c3be?f5¢8echb.

Please correspond wlth us at forensics@cert.org f you havequestmsorlmes.
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From: no-reply-dropbox@eertorg '

Sent: F_Mmm.&mﬁyoo;mm PM
- Tee b)(6).(GX7)(C) - .
Subject: Submission received to CERT dropbox

We have received your submission to the CERT dropbox.
it was uploaded as capX000(e-1 (name sanitized) and the file's SNA1 hash is
dc9efha47d640da688h4c0f7345H50b6al0a2913,
. Please corvespond with us st forensics@cert.org if you have questions or issues.
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6),
Heymann, Staphen (Usama) [P ONRO) |, s ovs

Froox: .
Sents February 02, 2011 11:56 AM
To:
Ce mbridgepoalice.org; |©/(9).(OX7XC) S)
.*C) to/from the Acer Laptop
Fm | | [per EOUSA [
Steve

S Wi

ENENE)
7N

This request is wedl within our capabiiies, Wel need some infarmation In terms of authorized / unauthorized fPs and

MAC addresses, but & Is all stulf you almady have. Also, we'll nead to know what your objective Is for the analysis - my
mmmwg?’smmhmmm. Finally, we noed a rough ime ne of when the anelysis is

You could upload the data to our ftp server as you've done n the past or FEDEX it to me.

MP_Aﬁs
(b)(6).(Y7XC)
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" Wa are eager 1o help In any wary that we are able.

| uploaded the flow duta to CERT. Ihave not uploaded the packet capture yet. 1do not beevePT___]
[BX5) “Jut the packet capture should If the connection was active
while the capture was running. | will check with CERT to see if they have thé resources avallable to analyza the packet

per EOUSA

All e-mail to/from this eccount is subject to official review and is for official use only. Action may be taken in
response to any inappropriste use of the Secret Servioe's e-mail system. This e-mail may contain information
that is privileged, law enforcement semsitive, or subject to other disclosure limitations. Such information is
foaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in ervor, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it ) . . ' .
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Sent _

Wedmsday February 02, 2011 11.34AM

To: ATCINCY A (o) M -
“ ] A
Subject: RE: Packet traffic to/from the Acer Laptop

W (b)(6), i Bos; {—ﬂl ;EE(G).(I’)W)(C) 'h"““ dhe.gov)

mmmmmmwm ' .
I broke it up into smatler chwnks and it is starting to upload now. ¥ it does not finish, | will FedEx a copy ta you

St e U2 11:05:109 2011 .
Subfect: RE: Packet traffic toffrom the Acer Laptop
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| am working on uploading the packet capture now. it is a nearly 80GB file. 1 am getting an error message now. 550
failed to capture directory. | will keep working an it, | will put together the information on the IP addresses and MAC
addresses, One of the things | would Eke to know isif the suspect was controlling the laptop remotely and if 50, an 1P
address that we might be able trace to a physical location. Also, twoddl&emkmwifﬂlehptdpmwum
documents it was downloading to any other location.

)(8),(bX7XC)

Boston Field Offioe

N
L'Aul

] This request is wall within cur capabilities, We'l heed some information in terms of authorizad / unauthorized iPs and
mmmnkdmmmmmMIMhmmmmbhum -my

assumption is to reconstruct the offender’s observed activity. Finelly, mmdamdmnamawhmmmsubis
neaded by the USAQ.

YmmMuMMMbmﬂpmuwu‘ndumhmmwFﬁnEXRhm.

mn&wmmmmm

l uploaded the flow data to CERT. | have not uploaded the packet capture yet. | do not believe the fiow data has
enough detail to show remote connections into the laptop but the packet capture should if the connection was active
while the capture was nimning. lwiﬂd\edmsmcsnwseeﬁﬂieymmmmmihbhmmmmm
capture,

-- Iu.s.msmke‘ | .« B - |
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| X8 BXTXC) i EHET '

per EOUSA

All e-mail to/from this socount is subject to official review and is for official use only. Action may be taken in

mmmmwmmofmmm'smuﬂm.msmmmmmmmm

that is privileged, law eaforcement sensitive, or subject to other disolosure limitations. Such information is

_ Iomdmyoumdslmldmuﬁm&mmmmhnofmms«viwlfmm
reccived this e-mail in erzor, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it,
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NG ) : . .
ce: Fieymaon, Sizphen (usaay [PRORTICT usdoj govs; Extemal {okcy ! eamtigepolie.org
Sent: Wed Feb 02 11:03:09 2011

* Subject: RE: Packet raffc tyfiom the Acer Lapiop

| am working on uploading the packet capture now. It is a nearly 80GB file. § am getting an error message now. 550

falled to capture directory. 1 will keep working on it. | wilt put together the information on the IP addresses and MAC
addresses, One of the things | would ke to know is If the suspect was controfling the laptop remotely and if so, an IP
address that we might be able trace to a physical location. Also, | would like to know {f the laptop was uploading the

documents it was downloading to any ather location,

I(WE)?BWRC)_'

USS. Scoret Service

1 (b)), BN

This request Is well within our capabiities. We'll need some information in terms of authorized / unauthorized (Ps and
MAC addresses, but it Is al siuff you already have. Also, we'll need to know what your objective is for the analysia - my
mmdeum:?:saom the offender’s observed activity. Finally, we neaed a rough time {ine of when the analysis is

- You could upload the data to our iy sarver a5 you've dons in the past or FEDEX It to me.
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reL{_OIELEXTNC)Per USSS]

We are sager to help In any way that we are sbie.

I(b)(ﬂ).(b)(mc).Pef
UsSss

mmmmmmwm

{ uploaded the flow data to CERT. | have not uploaded the packet capture yet. | do not belleve the flow dats has
‘enough detail to show remate connections into the laptop but the packet capture should if the connection was active
while the capture was running. Iwﬂldleckwltllcem‘tosaalfm have the resources avallable to analyze the packet
capture. .

2241




* . . .

Fronz: _ no-reply-dropbox@certorg

Sent: 02, 2011 13:12 AM
To: I(B)(G).(bmic) Eos)

Subject: Submission received to CERT dropbox

We have received your submission to the CERT drophox. '
It was uploaded as .htX)00(ess (name sanitized} and the fila's SHA1 hash is
f1a71ca88bfMc93ban6612a1ed7dB1423e0811db.

| Please correspond with us at foransics@cert.org {f you have questions or issues.
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nesded by the USAD.

You could upload the data to our fip server as you've done in the past or FEDEX & to ma.

We ara eager to help in any way that we are able.
(6),(bX7)(C)

Special Agent

U.S. Secret Service
(Deak)
(Mobiie)

A7 {Fax)

Subjact: RE: Packet traffc toffrom the Acer |

) uploaded the flow data to CERT. I have not uploaded the packet capture yet. | do not befieve the flow data hes
enough detail to show remote connections into the laptop but the packet capture should If the connection wes active
while the capture was running. | wilt check with CERT to see if they have the resources avallable to analyze the packet
capture. : '

(0)(6),(BX7)(C)

U.S. Secret Service
Boaton Fiekd Lhcs
[ (D)(G),(bX7XC)

From: Heymann, S&eﬂm\ (USAMA) [mnj(bxs).iiiti X Pusdog.gov

Sent: Wednesxday, February 02, 2011 9:47 AM
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[per EOUSA ]
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. : ‘ b)(6),(b)7XNC
o oy, Sl F_'-[:—_—() )BXT)C) o

Sent: seday Febn
Sen wolay azouwm

Subject: Packe

?
: [per EOUSA ]
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I : Imbﬂdgapdicemg>

From:
Sant: wmwmozmm
- Tee *ua"nann.SQQPh"|QUEU\ )( Lﬂb)
Subject: RE: Please review vary carefully
Wi do B |
B)(©6),®N7)
men. (LSAHA)[ AR ]

8:37 AM

Attached I  draft affidevit In support of search warrants. Please review It very, very carafully and let me
know anything that needs eorrected edtet!, modified, added or deleted In anyway In 1ight of what you know
at this time.

<<SW Affidavit 2-1-11 draftpdf>>
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Sent: February 02, 2011 8:43 AM
To: I('st),(b;%;%; leos)

Subject: Re: Setting up confierence call

@;b)(s).(b)m(c) keos)
T IRM) '
Sent: 08:26:19 2011

Subject: Re: Setting up conference call

The AUSA satupa fineta dialin

F)@T(MW

Sent from Blackberry

' )
Sent: Wed Feb 02 08:21:27 2011
Subject: Re; Setting up conference call -

- mmmzﬂom,mwmmwhw“m disouss the options in better detail.

]

iy
L

N(b}(G), (D)7 ) FIRM
Sent: Wed Feb 02 07:45:36 2011

- Subject: Selfing up conference call .
Do we have the abiiity 1o host a conference calt I our office?

proee |
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bXB), C)

IBYINIAIGT, UGN

IO

Myoumlngtosetupﬂ\emnferemnneorsboddlmmttnroursis_freeagain?
o (X

Would a 10AM Conference Call work for everyone's schedule?

Swﬁpmnholdm'y

All e-mail to/from this account is subsject to official review and is for official use only. Aqﬁonmaybethkmin
mponsemmyimppropﬂmmoﬂhesmsmwsmﬁsysmmig a‘-mgilmayeon.mhtinfofmﬁon
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...............

Februery 02 2011 837 AM

ey ey 02,20 BYOE
SW Afidavk 2-1-11 draft pof

Egssi

Attached is a draft affidavit in suf;port of search warrants. Please review it véry, very carefully and let me
know anything that needs corrected, edited, modified, added or deleted in any way in light of whatvou know
atthis tlme.

<<8W Affidavit 2-1-11 draft.pdf>>
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Those pumhenmoreorhneomlatetothem asa whole. -l‘duvﬂnhewamhgaﬁ\'evmrything.

‘Fron ;|(b)(e).(bi(7)10) bithaka.one>

mmmzmmmmwmummmmfawmm. One show's alt
downloads and totals 2,854,324 for the 2 months. mmmnmmmmmesmmmmumud
with the download abuse bE.ONC totals 17,865 for the 2 month period. Recogniting that
mwmmmmmmesm%.meﬂdstﬁlboufemmﬂutabmﬂ”mﬂmlw
downloads occurred during Novesmber and December. We know that some lllegel downicading occurred priof to November
ond into January. | don't have those numbers yet. smlowmamembywmmumwemwm
dowmadlnswastammcedlelastwe&oﬂmlmm.dw]. usumsmwmbmudedlmlmwformmﬂod ‘
of time. ltwwldn'tbemudtoumwma\aumnmdamnlmormmdmbadsmwhm,m :
that are not reflected on this chart. lamdbmlamvmmmehrmmwmndw. 7l also start loading Ot
and Sept numbers a5 well to complete the picture, ;

[T
FromJCXE-CKNC) Jumalaore

Date: Fri, 28Jan 2011 14:13:57 -0500
1oBEB.BNHS ______lithaka.ong>

J0)6).BXTHC) Dithalaorel
Sulject: RE: MIT Update: It's worse than we know

So, with September and October, what does the numbes look like? Sthl looking like the entire corpus?

Sent: Foiday, Jamuary 28, 2011 2:10 PM
To: (56, '

Ce|
Subjects RE: MIT Update: It's worse than we lnow
|(b)(g).(b)

: -'Sﬂﬂmandm“ﬁwwpasamamnslmtofwhathelsmm&movanberamnecamw.Itappwsas
thouuhtheacuvkvwasloslmpactfulhuovember,hut]ustthesemmomballmrk“znmnon*PDFsovenhelr
normal usage [} Jis also seeking out data priot and since for review.

ce
wmmumv:smumwem

{ will call in 3 moment.
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SSNT3 FOGAY, JARUaTY 46, £t

Subject: MIT Update: It worse than we know
Importance: High

miae

Spasking wthLIOL®)_Jjust now about meking sure we hevelzupn [time a5 neaded for the MIT evaluation
mmummymmmmmmwmmmm‘mmmmm numercus
additional days of mass downloading.

nwlmuemﬁmetonormallzgagainstusualWm,hmnmshnu,ubmmbwmmmmm
wha ndlMthiwmmsMdemlmweMlmm.Glsdmhweacall
AwwyouthmuusefulandlleImowthatlﬂwmhtvoumweammhimmwmmmtmsmge
for clarification. I Bight of this information, it would seem that we need to try and understand the full picture outside of
the identified incidents going forward. Certalnly our-tack here merits some re-evaluatic both conceming this case and
the potential for additional measuras of prevention as we move forward. Also copying (B) _ Jat this juncture,

.....

- 12252




" the potential for additional measures of prevention as we mova forward. Also copying i

ust now about making sure we hm(e)'(b.) ime as needed for the MIT evaluation
o ﬁnsthatmepaddresesamdatadmmmwiﬁcmmmhmnumm

additional days of mas: Inc.

Rrwo keaommwnomsllzemwtusualmrw,hutatﬁrstglanee.msremnawﬁfemasumm
what(®) land | covered that the indiv mlrmnﬁehsalmﬂmimmmmnwmdadmmaan
ASAP if you think it useful and | umlthoughtvoumlshtbem!llnghnnm{vaMreoeMmthismme
fordarlﬂcnﬁon.Iullghtoﬂhislrﬁmmﬂon.ltmuldseemthatweneedmwandundemudmmnplmnomweof

the identified Incidents going forward, Certainly wrmkhemmeﬂbmmhaﬂonm:'ummlsmam.
-r' at this juncture,

|ZER3$.(B$(7)(0) ‘ :

mew

Thanks,

JSTOR | Portico

(bX8),(®)7)C)
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_r — X c
———m" J(b@(b)m( )i - ]
Sent: 2&2011;5.02!’"

for each P during Nov/Dec. Aubuta&wtlmmddﬂlesemmhw attributed to the downloader.
2,341,267 (periods of activity 11/29 - 12/26) _
306,984 (periods of activity 12/27 - 72)

® c) [188.708 {periods of activity 11/6 ~ 11/1%)
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. . o
qummsamm

Feome

Sent: Wednesday, February 02, 201 aasmr(b)(e)'.'.(bﬂ 0 | "
Yor © Exemal[)X8)(0) cambridgepolice. )
El' I .| ) \:

Attachments: MIT NovDec afl IP's.png; MIT NovDec exchuding abuse 1F's.png

To: Heymann, Stephen (USAMA)
Subjech: MIT abuse

(2 ¢

(b)8),(>)THC

2 PE worse than we know

Altached sre 2 screan shots depicting PDF dowaload activity from MIT for November and December. One show's all
downloads and totals the 2 months. mmmmmmmsmmm:oum .
with the download abuse and totals 17,865 for the 2 month period. Recognizing that
mledﬂmdmhadsmvhmmmdﬁwmsmnemdw’s,!wwdsﬁlhenfemsavﬂmmz.&mllesd
downtoads occurred during November and December. We know that soma illegal downtoading occurved prior to November.

of time. ltmldn'tbenwdlofammhtouvﬂm:smdwfamﬂionormoreadmtmldmbadsmylmemmd
that are not reflected on this chart. lmmhawbmwmavﬂhmfumbvuomy. I also start joading Oct
- and Sept numbers 83 well to complete the picture. : '

Bkl
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(ARM)
M 2011 8:21 AM

Subject; | Re: Setting up conference call

Hi®._1 _
We do have soms capabilties to do this, stop by

uﬂnnmgstlnandmanm”mmmmwﬂ.

HD
[
«

Wed Feb 02 07:45:35 2011

Do we have the ability 1o host a conference call in our office?

]

. : e BXB), C :
From: % (USAM*ﬂ( X8),(b)7XC) M'W

T \
Sent: Wed Feb 02 06:00:02 2011
Was:mmeck

01, 2011 7:29 PM
Check

I e el =

Ave you going 10 set up the conference line or should | ses whether ours s free again?

(&
1

. : -

" Would a 10AM Conference Call work for everyone's schedole?

b)(6 C

All e-mail to7front this account is subject to

official review and is for official use only, Action may be taken in

, responafcbanyinappmpﬁateuwofd:eSmswwse-maﬂsyamnis&mﬁimymﬁninfmmﬁm
Mhpimesed.hwwfommmmwwlﬁeamomadbdmﬁmmﬁonsMﬁthmﬁmb
lmedwywaMMdmtbcﬁnﬂmdismﬁnmdwthhemisﬁmofdme«ﬁn If you have

L L .jess -




* socived this c-omail in error, do not keep, use, disclos, or copy it notify the sender immediately and delete




Sent fiom Blackbemy

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
mponsetoanyinappmpsiateuseofﬂtesecretService’s o-mail system. This e-meil may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
reoeivedﬂ\ismailmemr.donothaep.mdhdmorwpyihmﬁfytbemderimediatdymddm

it :
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Prom: Heymann, Stephen (USAMA) mmmusdoj.gw>

Sent; Wednesday, February 02, 2011 600 AM
Yo! (BX7)C) '

Subject: RE: Time Check

Ase you going to set up the conference line or should | see whether ours Is free again?

A\ 7\ P
DN

Would a 10AM Confirence Call work for everyone's sohedulte?

All e-mail to/from this acoount is subject to official review and is for official use only. Action may be taken in
tesponse to any inappropeiate use of the Secret Service's e-mail system. This e-meil may contain information
that is privileged, law enforcement sensitive, or subject ta other disclosure limitations. Such information is
Joaned to you and should not be further disseminated without the permission of the Sectet Service. If you have
mdvedt!ﬁso-m’linm,donotkmme,disdme,ordopyit;mﬁfytbesenderi:medimlymdddm

it. '

2261




' Hmn- Shphen {USAMA (b)(ﬁ).(b)m(c) sa.doj .gm

WMW.MISSQAM
b)}(8), BOS)
_ ;BULIQ Axcepted: Conference Call

o

Low

. . . o . . " . 2262




; . .. s
L)

From: [EEENC)____ Jcambridgepolicaorg>

Sent: Tuesday, February 01, 2011 7:32 PM
To: ] BOS)

Subject Accepted: Conference Call
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cambridgepolice.org>

From: '

Sent: WMWITEDPM

To: W(LX7)C) B} uur.m:l(-';sz BRG] Lsdoj.gov
Subject: RE: Time Check

Yes for mel

.mfbiﬂ).(b)m(c)

Would a 10AM Conference Call work £ everyone's schechule? .

00).0)7%0) |
Sent from Biackbenry

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
" response to any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be firther disseminated without the permission of the Secret Service, If you have
mavedtlme-mmlmemr,donotkwp,me,dascloae,orcopynt;noﬁfyﬂwmdermedmtelymdddm
it.
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Froen: ' : cambridgepolice.ong>
T Fi 20111 ;
ol BRI et G 2 S TOREMETNST Taog
Subject: 2nd set of attachments
Attachments:

DSC01395 4PG; DSC01403.JPG; DSCO1404JPG; MapViewSSOMass.pdt

Anything else concerning property that either of you belleve | should add?

2265




From: E)(ﬁ).(bﬁﬁai I m org>
Yo v, Mmﬁﬁ'm
To:

Subject: 1st set of attachments
Attachments: 950 MassAve Jpg; 950-Mass-Ave-FrontDoor jpg; CMmpenyDanbasesscMasspa

See attached
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|$$?e).(b)m(c) |

From: - bridgepolice.org>
Sent: T February 01, 2011 1.2:28 PM

Te: [®)E).B)THC) _ ! j ~
Subject: 950 Mass Ave ption (bXB).X7XC)

Dwelling and Storage Locker Description

950 Massachusetts Avenue in Camibwidge Massachusetts has three streets that abut the property, Massachusetts
Avenue, Bay Street and Green Street. 950 Mass Ave Is also known as the Bay Square Condominiums. it contains 109
residential and 4 commercial condominium units. The main entrance to the building is from Massachusetts Avenue.
Upon emtaring the front door there is a foyer between doars that contaln a list of resident’s last name that show a door
befl for the residernt, The door bell numbers do not reflect the actual unit number of the resident. Door bell
mmnmemmmmlt '

The bullding has two lower levels and seven stories above ground on the Massachusetts Avenue side of the bullding. The
twa Jower levels are garages known as lower garage and upper garage. Floor one is the ground level floor when entering
from the Massachusetts Avenue sile of the building. The six ficors above that are floors 2 through 6 and the 7* floor Is
referred to as the Penthousa floor.

Untloy Jswartz) i oceted an thelELJoor. t has dark brown wood grained door with the sumberlapu tached

to it just above the peep hole. It is described as a 586 square foot three room one bedroom, oaTMWB_I
condominium. Asron Swartz is the listed tenantof unitf®) [The owners of the unit are listed (®)(B).(N7)C)

_ ®)8),BX7XC)]
There are storage lockers located on the following levels, lower garage, upper garage, first fioor and penthouse floor
(aka 7* floor). lockers can be described gslarge locked cages. The occupants place their own locks on the

locker doors. Unifiay s desded and essigned lockerig)  [Which i located an theflB) Jhoor in a raom behind the front
conclerge desk. The locker is marked with the letter and numeral

950 Massachusetts Avenue aka Bay Square Candominiums Is managed by Thayer and Assoclates located at 1812
Massachusetts Avenue Cambridge, MA 02140 with a telephone number of 617-354-6480.
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From: . Heymarm.Stllltilwﬂ(l-lSIAMd'o|i XELERTIO LWMW’
Sent F_M-_"M&gumm
To: (b)(8).(bX7}C)

RE wavant

Thank you -
' b)B),(b)X7)(C) X6), ,
from (BOS) [ ____Jusssadhs.gav)
Sents A 1, 2011 7:59
Ta: Heymann, Stephen (USAMA) .
_ Subjects RE: warrant
) am sttt working on the flash drive
E)(ﬂz.(zz:::) ' '
Bostoo Field Office

{X0).ONTNE) | __ I(F—‘xe),(b)m(c) l-—
From: Heymann, Stephen (USAMA) [malito _ Jusdojgon]
ry 01, 2011 748 AM
} | (os)
Subject: warrant
[®&® per EOUSA

Al e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
Wmmwmmahmsmmmmmsmlmymmm
Mkpﬁvﬂmihwmmmmﬁwwmbjmwoﬂmﬁmmmm.hﬁmﬁwis
memmanbemnhedimimwdwimmpamisﬁmofﬂwSmmlfyouhm
received this e-mail in ervor, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it. : '
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Heyman, Staphen usama) [ERCHERTIC)
Sont:

mwﬁwﬁogumm
- Tos " [DY®.BXC)

(bX5) per EOUSA

2269




Sent:
Tor
Subject:

mﬁﬂu&ﬂm_ﬁx 2011 211 PM
(B)S), C).PerUSSS  }gos) ,

What year did you hecome a special agent with

the Sacret Service?

From: msmmiﬁiiiijﬁ e Euﬁﬂi-gw’ -
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]

Heymann, Stephen (U USSS -

Sent: onday, January 31, 2011 2108 PM
To: (b)6),(bX7}C),Per USSS  |[BOS)
®)6)
per EOUSA
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P

Heymann,Stephen (usaMe) [O-CKTC) Loy govs

2011 1147 AM
liB)(e).(b)m(C) ' FOS)
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Heaseglvemeacaﬂwhmywtmeamomem. Steve
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Frome ' Mmrg»

To:
Subject:

Just finished, mﬁrddw.YaMmmmmndm.

e

)it

S(BIE)ENTHC)

thyoumldaddmhue?

You good with them t00? sph

i ghing to add
F@M&m&immm(c)

U.S. Secret Service
_Boston Field Office -

(bX6).(bX7) I
(C)

From:
SENES 1IN

ST v Kf-

I'd like to get them out this p.m. Thx. Sph
<<MiTattachment pdi>> <<JSTORatlachment.pd>>

Al o-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappeopriste use of the Secret Service's e-mail system. This e-mil may contein information
Miswmmmormumdemmmmmmm
loaned to you aod should not be further disseminated without the permission of the Secret Secvice. If you have
recsived this e-mail in ervor, do nat keep, use, disclose, or copy it; notify the sender immeodiately and delete
it . |
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RE: Anything you would add to these

% §a§§..

'longoodwml them too? sph

O]
Jusdoj.gov]
cambridgepolice.org

Id like to get them out this p.m. Thx. Sph -
- «<MiTattachment.pdf>> <<JSTORsttachmant.pdf>>

All e-mail to/fiom this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service’s e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be fusther disseminated without the permission of the Secret Service. If you have

_ receivedthxse-mailmm,douotkw.mdwdose,orwpyinm%thesadamedmtelymddelew
it
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Sent: 2011 2: I CCrC
To: : Fﬁ@ﬂgﬂgﬁg Iadoj b)(8),d)7)C) (aos);.mw
. Subject: Rez Cond Cal '

{ can do 1pm tomorrow as well.

EXaLONNC B
BXE)EXTIC)

OB

 Vom clesr 8l Friday afternoon.

(B)(6),(bX7)(C)
U, Somwt Servico
I (b)(6),(bX7)(C) I [BY@)EXCY | .
" Froms Heymann, Stephen (USAMA) [malit] pusdoj.gov]
-Seat: y 27, 2011 1:34 PM

YGRS -
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On Jan 27, 2011, at 6:56-AM, "Heymann, Stephea (USAMA)" M wrote:

Samé number. Dow't know where the last one gat lost in the ather, but no worries. Steve

This is disconcerting - Smldldu'tmveﬂwbﬂowunaﬂﬁmumwnﬁrmngthemn
time. Have you sent me any other emails, bacsuse
may not get your reply, ['m also reachable afi.>2t 2"

I've put 4pm Thursday on my calendar. Same number?

ﬁ

BYETEN

IT Security Systéms & Services, IS&T

| | X8, OXTIO]

PGP public key ID: PPN | | http://pdp.mit.edu

Iﬁ)(e).(bim ©) l
On Jan 26, 2011, at 4:48 P! _ ) wrote:

2277




Let me know ifeither 4pm on Thursday or 1pm on Friday ks a good time to have s conerence call,

W |

U.S. Secret Service *

Iibng.&)axsi i

*
FEWS.(bWRET '
On Jan 26, 2011, at 4:07 PM, 'BOS) wrote:
Are you able to make the conference call?

W

U.S. Secrot Servioe

Boston Fisld Qffice

sumtu&mumnl lmwvl _ o

sday, Januaty 25, 2011 7:19 AM —
m AR KN ".,,,.1-"‘
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(b)(6).(b)(7)(C)
b)(6
From: [mailto (7%0)’03) cambridgepolice.org]

Se?t; Tuesday, January 25, 2011 6:14 AM
To{(b)(6).(b)(7)(C) [B0S)|(0)(6).(b) MIT.EDU

Cc: Heymann, Stephen (USAMA)
Subject: Follow-up questions with EE)\(G),(b)(?)

(b)(B),
| have commitments today and tomorrow. | could possibly make the 3:00pm today{(b)(7)(c |I'll keep you
posted on that.

That being said, 1 would be available after 4pm on both days. Could we make that work for a conference
call?

(b)
(6),

(b7

All e-mail to/from this account is subject to official
review and is for official use only. Action may be taken
in response to any inappropriate use of the Secret
Service's e-mail system. This e-mail may contain
information that is privileged, law enforcement
sensitive, or subject to other disclosure limitations.
Such information is loaned to you and should not be
further disseminated without the permission of the Secret
Service. If you have received this e-mail in error, do
not keep, use, disclose, or copy it; notify the sender
immediately and delete it.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it.
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;r::: Heymnn. S&epben (USAMA)iE ii i(b)( [usdoj.gm .

Off for this aternaon. We are sat for 12:00 noon tomorrow, Friday.
Same call in number and passcode.

umuwa! afternoun. |
I(b)(ﬁ).(bm(c) | _

U.S. Secyet Service

" Boston Office _

I (b)(6),(bX7)(C) I ' .
i ﬁFﬁB).(me !

- Froms Hemam,, Swphen (USAMA) qu.gov
m IL;J,L ISLIRIE Y 27' 3011 1-[14"" }

505); Extemat {OICLD) Jambvidgepoliceorg

Apologies, Steve
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On Jan 27, 2011, at 6:56 AM, "Heymann, Steghen (USAMAL o 0) Lsdoi.cov> wrote:

Same number. Don't know where the last one got lost in the ether, but no worrles. Steve

This i5 disconcerting - Steve, { didn't reosive the below email from you confirming the call
time. - Have you sent me sny other emails, because I have nione at alf from you. (As | apparently

may not get your reply, 'm also reachable o N ;
(b)(ﬁ)(.:(b)

F've put 4pm Thursday on my celendar, Same number?

I curity stems PP %=1
E gb;ge;,ggg Z !SC!I
8), C
PGP public key ID:l 00" || ptto://ogp.mit.edu

oumzﬁ,zou.m:«asml | _ I(BOS)wmte:
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I.ctmakmwlfetﬂ\erllpmounmmdayorlpﬁnmrﬁdaykamtknewIlaveaconferemec;ll.

LBX7NC

U.S. Secret Service

Bostoa Field Office

o D

: SYB).BNTX
On Jan 26, 2011, at 4:07 PM,| ' ) wrote:

Are you able to make the conference call?
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I have commitments today and tomotrow. | eould possibly make the 3:00pm today. [PY8)._] #Dkeep you
posted on that. . .

That being said, | would be svailable after 4pr on both days. Could we make that work for a conference
calf? -

_.

All e-mail to/from this account is subject to official
review and is for official use only. Action may be taken
in response to any inappropriate use of the Secret
Service's e-mail system. This e-mail may contain
information that is privileged, law enforcement
sensitive, or subject to other disclosure limitations.
Such information is loaned to you and should not be- .
further disseminated without the permission of the Secret
Service. If you have received this e-mail in error, do
.not keep, use, disclose, or copy it; notify the sender
immediately and delete it. :

All e-mail toffrom this account is subject to official review and is for official use only. Action may be taken in
response fo any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and shovld not be further disseminated without the permission of the Secret Service. If you have
nceiveéﬂ:isc-milinm,dono}beep,mdisclose,orwpylnmﬂﬁrthemduimmedimdyanddddﬂ
it. by
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%/
E

Heymann, Stephen (USAMA) usdoj.
::'t 43 3 2011 1:56 P) )(a ) o
ke ».-,-: -. camm li@gcg
Subject: Anything you would add to these? .
Attachments: matndzmmpdf;mmduna\tpd

l’dllkotosetmemoutmlsp.m. Thx Sph
<<MiTattachment.pdi>> <<JSTORsttachment.pdf>>
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e PO Luvess

Sent: mnsday, ery 27, 2011 1:38 PM

I do have & class at that time, but can make it happen if we keep it velatively short (or if you have some
specifics, | can prep ahead of time) « thoughts??

PGP g
Please excuse typos sent via my portable.

| TEXTIE)
On Jan 27, 2011, at 1:19 PM, "Heymann, Stephen (USAMA)'M wrote:

cmdwedoimp.m.onmdwlmu?

o i
BOS) [ S.00v]

&nb Thursday, January 27, 2011 1:16 PM

Toy Heyms Snephen USAMA _D'GXD'G'@
: ~~[QI(_)XQII;r.m gidg )

1 am clear all Friday afternoon.

(0)(6),(b)(7XC)

U.S. Secret Service
Dostoa Fiefd Office
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Would it be possible to talk tomorrow, instead? stoursdndule?l'vejusthadmthhsﬂmlop
atthisend.

N : . (b} .
On Jan 27, 2011, at 6:56 AM, "Heymann, Stephen (USAMA)* m

wrote:

Same number. Don'tluwwhemt!m!utonegotbsthmeether but no
worries, Steve

2286




This is disconcerting - Steve, I didn't receive the below email from you
confirming the call time. Have you sent me any otfier emails, because I have
e oLl from you. (As I apparently may not get your reply, I'm also reachsble

bk
AL i)

o
N ._A_¢ l b

"IT Security Systems & services, Io&kT .

(6)(8).BX7HE) .
8),(b 3 :
PGP public key m'm B https it.

, : ITb)().(Wﬂ@ B
On Jan 26, 2011, at 4:48 (BOS) wrote:

Lat me know ¥ either 4pm on Thursday or 1pm on Friday Is 3 good time to have s
conference call. ) o

)E), 0

'U.S. Seoret Service
. Boston Pietd Office

2287



| [EEEO0
oums,zou,umvm."bm_ 1 Laosmom

Are you able to make the conference cal?

U.S. Secret Service
Boston Field Ofice

(bXB),®)(7)(C)

400 Wednesday it s, {tfit starts 10 run too long, we can always pick up on Thursday.)

. |anmmmmyammm.lmwdpoﬂhlymd&éﬂlesmm.M&-

M, Ylikeep you pasted on that,

2288




Thatbeingseld,mouldbe_availableafteﬂlpmonboﬂ\days.muldwemmﬂmm
- for a confetence call?

YL i

211l e-mail to/from this account is subject to

. official review and is for official use only.
Action may be taken in response to any
inappropriate use of the Secret Service's e-mail
system. This e-mail may contain information that
is privileged, law enforcement sensitive, or
subject to other disclosure limitations. Such
information is loaned to you and should not be
further disseminated without the permission of
the Secret Service. If you have received this e-
mail in error, do not keep, use, disclose, or

. copy it; notify the sender immediately and
delete it. .

A!lemanwlﬁmnthisammiasubjectwofﬁdqlmiewandisforoﬂiciuluuonly.Acﬂon
mybeuhminmpommmyinmpﬁmmoﬂhasmSuViee%emﬁlmn.M& '
mailmayeonuininfomuﬁonthatispﬁvileged,lawmformnmtsensiﬁve,orsubjeettoolhu
ﬁmimmswmnmﬁmislomwdmmmdshoﬂdmbeﬁmdhmﬁnm
without the permission of the Secret Service. If you have received this e-mail in error, do not
keep, use, disclose, ar copy it; notify the sender immediately and delete it.
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1am clear all Friday sftemoon.

ot |
Boston Field Office
{bX8),(b)7X(C) {(BX7XC) Liodos
mmynum MWW
day, January 27, 2011 1;34 PM ]
‘ aos) a0 Jamirtgapoknry

Wouldnbepoﬁhbpg!km. Instead? What's your schedule? 've just had something develop at this end.
Apologies. Steve

. N6).(B)M7XC) b)(B},
1 [mailn (C EDU)
Sent:  Joruary 27, 2011 1:07P0

%@m

6).(BX7XC, _
On Jan 27, 2011, at 6:56 AM, "Heymann, Stephen (USAMA)® j.80v> wrote:

.Same number. mwmmuphstmmbstinﬂneﬂm,butmm. Steve
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_[mai' 2 '.Enul
al BOS AT . -

msisdiwonunmg SMe,ldndu'tmﬂwbelowmlﬁommconﬁmﬂnsﬂwcali
time, Have you sent me any other emails, becange Lhs
may not get your teply, I'm also reachable aff " i

f've put 4pm Thursday on my calendar. Same number?

T i

- Ir Securityésystem.s % Dexvices, IseT

PGP public key In:'l bttp://pap.mit,edy

. e)o(b :
On Jan 26, 2011, at 4:48 PM] [BOS) wrote:

LetmemifeimerapmonmrsdworlpmonmdayisagoodﬁmwIu_weacoul‘erenoecall.

IEW

atallﬁ'omyou. (As I apparently

2291




U.3. Sesret Servioe X

Boston Field Office

K6).(oN/NC)
' On Jan 26, 2011, at 4:07 PM, _ [BOS) wrote:

Are you able to make the conference call?

rbiﬁs.zs)ﬂ)(c) |

U.S, Secvet Service

Boston Field Office

[FXG).(D)W)m

2292




Cc: Heymann, Stephen (USAMA)
e e, PO

| have commitments today and tomormow. | could possibly make the 3:00pm today. [o0 . | 'R keep you
L o -

That being said, { would be avallabie after 4 on both days. Could we make that work for a conference
call? : .

b)(©),
C)

All e-mail to/from this account is subject to official
review and is for official use only. Action may be taken
in response to any inappropriate uge of the Secret
Service's e-mail system. This e-mail may contain
information that is privileged, law enforcement
sensitive, or subject to other disclosure limitations.
Such information is loaned to you and should not be
further disseminated without the permission of the Secret
Service, If you have received this e-mail in error, do
not keep, use, disclose, or copy it; notify the sender
immediately and delete it. .

Al e-magil to/from this aocount is subject to official review and is for official use only. Action may be taken in
tesponse to any inappropriate use of the Secret Service’s 6-mail system. This ¢-mail may contain information
that is peivileged, law enfarcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Sexvice. if you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it. - ' ,
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Heymann, Stephen (USAMAYL " Jgovs

From:
Sent: wﬂ“ﬂ:n 11apM
o )(6),
Wm-mwoemﬁcwg

Ce
Subject: RE: Conf Call
X

Check, and delivery confirmed.

_

' - IGRW——l.(b)m 0 ' -
On Jan 27, 2011, at 6:56 AM, "Heymenn, Stephen (USAMA)" j-BOV> wrote:

- Same number. Don't know whare the last one got lost in the ether, but no worrles, Steve

L Hawmgamlm(m)

Thisisdiseoncutmg Swvgldim&mvcﬂwbdowmailﬁmnmmﬁmmmecaﬂ
time. Have you sent me any other emails, becauge [ ha noneata!lﬁomyon. {(As I apparently
may oot get your reply, I'im also reachable afP)(6).() bmail. o

I've put 4pm Thursday on my calendar. Same numbes?

2204




1 B

IT Security Systems & Services, IS&T

. IERW%L 1

PGP public key ID: i htip://pap.mit.edu

ﬁ?ﬁ).zs)ﬂ)(ci I _
On Jan 26, 2011, at 4:48 P ) wrote:

Let me know If either 4pm on Thursday or 1pm on Friday is a good time to have a conference call.

Wﬁ‘l

U.S. Secret Service

Boston Field Office

YE),
On Jan 26, 2011, at 4:07 P!

Ave you able to make the conference call?

(b)(6),(EX7XC)

US. Secret Servica

(BOS) wrote:

2295




I have commitments today snd tomorrow. | could possibly make the 3:00pm today. il keep you
posted on that, _

- Thatbeing said, ¢ would be available after 4pm on both days. Could we make that work for a conference
calf?

s (e)’
oo

"All e-mail to/from this account is suh:ect: to official
review and is for official use only. Action may be taken
in response to any :.nappropriate use of the Secret

- 2296



Service's e-mail system. This e-mail may contain
information that is privileged, law enforcement
sensitive, or subject to other disclosure limitations.
such information is loaned to you and should not be
further disgseminated without the permission of the Secret
Service. If you have received this e-mail in error, do
not keep, use, disclose, or copy it; notify the sender

- immediately and delete it. :

RIF

LY.t ]




(8),(b

From: EDU>

Sent: Thursday, January 27, 2011 1:07 PM

Teo: (USAMA)

Ca R J505: xamaf B Janbrcgepotcacry
Subject: Re: Conf Call

Check, and delivery confirmed,

(BM/]

- IISTW_"I( I |
On Jan 27, 2011, 8 6:56 AM, Heymann, Stephen (USAMA)" | o 80V wrote:

Same number. non‘tknmmmﬂn'ﬁstmgotbstlnﬂwm,bmmm Steve

Tiﬁshdisconmﬁng-Stwe,ldidnﬁoedvemebehwemﬂ&omyouwnﬁmﬁng&emﬂ

~ time. Have you sent me any other emails, becauge I hs 2 none at all from you. (As I apparently

may not get your reply, I'm also reachable a W gnail.oor
I've put 4pm Thussday on my calendar. Seme number?

Best,

2298




IT Security Systems & Services, IS&T
[EXELEN? Rg; | : ___
PGP public key ID: l http://pap.mit.edu

(BN, EXTHC)
On Jan 26, 2011, 8t 4:48 P ) wrote:

Let me know If either 4pm on Thursday or 1pm on Friday is a good time to have a conference call,

(bXB),

| | Y& EXINC) |
On Jan 26, 2011, at 4:07 P (BOS) wrote:

Are you able to make the conference cal?

rn‘—‘__xs).wxvxc) |

U.S. Secret Service

Bosicn Fiekl Office

IES(G).(b)(im I

gov]

From: Heymann, Staphen (USAMA) [mallnl JM
Sent: Tuesday, Jenuary 25, 2011 7:19 AM :

2299




Ihave commitments today and tomorrow. | could possibly make the 3:00pm today, [P

‘ oy it keep you

That being said, | would be avallable after 4pm on both days. Could we make that wark for a confarence
call? :

-

All e-mail to/from this account is subject to official
review and is for official use only. Action may be taken
in response to any inappropriate use of the Secret
Service's e-mail system. This e-mail may contain
information that is privileged, law enforcement
sensitive, or subject to other disclosure limitationms.
Such information is loaned to you and should not be
further disseminated without the permission of the Secret
Service. If you hav]e: recelved this e-mail in error, do
not keep, uge, disclose, or copy it; notify the sender
inmediately and delete it.
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{BX7XC)

From: Heymann, Stephen (USAMA)
Sent: T , January 27, 2011 656 AM
To: 8),(b)(7)

. Subject RE: Conf Call

L

BX0),. LX)

'lhisisdiseoncerﬁng-Sbeve,Ididn'tmeeivethcbelowanailﬁomwueonﬁmingthoullﬁm Have you sent
her-emais—pecause I have none at all from you, (As I apparently may not get your reply, I'm also

«
[ Al O
ERR R A TEE]

[ _ ®X8).GXTXC)

FGP public key ID:[FROMEXO | pevp.//pap pit edu

[-r—r—(bx O B
- On Jan 26, 2011, at 4:48 P’ . ) wrote:

W il either 4pm on Thursday or 1pm on Friday is a good time to have a conference call.

(®)8).(B)7)(C) '

'mmzs,zou.mmm't REVBKTRC Imos)wm

Are you able to make the conference call?
BYB).OXYC) |

U.8. Secret Service

2302




Boston Field Office _
(bX8)®XTXC)

.o

)E)(B)(7)

4:00 Wednesday It is. (if it starts to run too long, we can aiways pick up on Thursday.)
Oial: 87 .

7-876- :

I have commitments today and tomerrow. | could possibly make the 3:00pm today fEX T} Pltkeep you posted onthat.
That being s3id, | would be sveilable after 4pm on both days. Could we make that work for a conference call?

%ﬂ
KORDO D

a1l e-mail to/from this account is subject to official review and
igs for official use only. Action may be taken in response to any
inappropriate use of the Secret Service's e-mail system. This e-
mail may contain information that is privileged, law enforcewent
sensitive, or subject to other disclosure limitations. Such
{nformation is loaned to you and should not be further -
disseminated without the permission of the Secret Sexvice. If you

" have received this e-mail in error, do not keep, use, disclose, or
copy it; notify the eender immediately and delete ic.
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Frons o I O l,cam epol .

_ o ; . bridgepolice.org>
To: A _ .gov
Subj RECo ol (b)8)(B)THC)

®)8),EX7NC) l“""‘""

Thisisdisoonceru:ngfswve,Ididn‘tmeivethebeluwanailﬁmnyoneonﬁmingﬂnmuﬁm Have you sent
e any other emails, because [ have none at all from you, (As I spparently may not get your reply, I'm also

Mp\atmmrsdayonnlyoﬂendarfmmba?

|

(6),(BX(7XC

PGP public key 100000 | hen: //pap.mit. edy

S bX6).(b)
On Jan 26, 2011, at 4:48 PM, ) wrote:

er 4pm on Thursday or 1pm on Friday is a good time to have a confarence call. -

X i

R
Boston Field Office
{bX6).(bX7XC)

oumzs.zou,mmml ' BOS) wrote:

Are you able to make the conference ém

U.S. Secret Service

2304




To:
Subject: [BUEK] Re: Conf Call
Importance: _ Low

Tlnsisdisconeeaﬂng Steve, Ididn’tmvelhebelowemmlfromyouconﬁumngﬂtemllmne Have you sent
! apparently may not get your reply, Im also

-rwpmmmmuyon'myulaﬂm Same mumber?

56,6

mxecur ty 3? stems & Services, ISaT

{BX/NC)

PGP public key ID: l http://pap.mit edu

E?W.(b)(?)(c) '
On Jan 26, 2011, at 4:48 PM, BOS) wrote:

Letnuhwlfelﬂlermonmmdavorlpmcnmdwlsaaoodwneto%nwswnfemenﬂ.

. |3:§::.(b)(7 XC)

Boston Fieid Office
(b)(6),(bX7XC)

: ' IERERSW (. I
On Jan 26, 2011, at 4:07 ) wrote:

Are you ahls to meke the conference call?

U.8. Seoret Service
Boston Fleld Office

| (bX8).(X7XC)
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' : T“'(b)@.(b)ﬂ@ ' o '
Sont T . i’i?ﬂ 3 2011 119 N¥ [T -
TO% "‘1’,?:.‘llr,; :‘Y‘; ol " ‘L ; .‘_'.’—'ll“';'.’ Gt i 5
Subject: RE: Follow-up

.00 Wednesday itis. {If i starts 1o run too long, we can ahways pick up on Thursday.)

I(b)(s).(b)(ﬂﬂ I
Dia

{ have commitments todsy and tomorrow: | could possibly make the 3:00pm today. [PXS%. | 1l keep you posted on that.
at heing said, | would be mlléhhafuram'm hoﬂldavs.muldwemahethatworkforacnnferemul?

All e-mail to/from this account is subject to official review and
is for official use only. Action may be taken in response to any
jnappropriate use of the Secret Service's e-mail system. This e-
mail may contain information that is privileged, law enforcement
gensitive, or subject to other disclosure limitations. Such
information is loaned to you and should not be further
disseminated without the permission of the Secret Service. If you
have received this e-mail in error, do not keep, use. disclose, or
copy it; notify the sender immediately and delete it.
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PGP pwl '
I EXEIBNTNT) R
On Jan 24, 2011, at 6:25 ) wrote:

When would be a good time for you to have a conference call on Wednesday?

Also, If t works for you, § would fike to drop by your office sometime tomorrow t0 get a copy of the packet dats capture
and the video survelilance file. When would be a good time? ' '

U.S. Secret Service
Boston Field Office

b)(6 C

(0)(6),(BXTXC) b isdoloov]

Froms: Heymann, Stephen (USAMA) [ma
Sent: Monday. Jagiary 24, 2011 5145 PM._

GBI, 180S): ExtemaliBRELE) kamk
Subject: Follow-up guestions (b)8),(oX7)
SBXTIC)
— | | TEVEN BT
Canvoutwomnseaﬁmemwmemyw_hmweunmmthep!mwl ) both with some

fallow-up questions and to confirm our uaderstanding of some facts? He will want to be on a speakerphone
so he can access the network logs white we talk. My schedule is flexible all day, but all things being equal, the
morning would work better for me. Also, our conference Bine is booked all week, can you arrange oné from

there?

Steve

All e-mail to/from this account is subject to official review and
is for official use only. Action may be taken in response to any
inappropriate use of the Secret Service's e-mail system. This e-
mail may contain information that is privileged, law enforcement.
sensitive, or subject to other disclosure limitations. Suck . ~
information is loaned to you and should not be further
disseminated without the permigsion of the Secret Service. If you
have received this e-mail in error, do not keep, use, disclose, or
copy it; notify the sender immediately and delete it.
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(B)6).(EXTHC

gnd | are meeting CFD Captain [BIELEXN Jat 10:00am on Friday.

I'fl be donning CFD paraphilia and doing 2 fire prevention inspection of 950 Mass Ave to gather information faiau
affidavit we’re writing.

Thanks for the hookup.
R/S

el
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E ' kcmbrldgepdice.orp
anud 1319PM :
ITBS(E).Exnf%g jﬁ
Accepted: Racon

P

2310




Steve |per

EQUSA
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_ .

Eeeme )

From: mbridgepalice.ong>
Sent: DI0R 0 I—

To: J 5}

Subject: RE: Just got out

Long but done with

Sent from Binckberry

How did it go?

All e-mail to/from this aceount is subject to official review and is for official use only. Action may bs taken in
response fo wmmmmdmsm.mmmmmm\mmmm

' thutisprivileged,hwmfomnentsmsiﬁve,msubjectboﬁerdisdowréﬁmimﬁon&Suchhrfotmaﬁonis
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received dﬁsmﬁlmm,domkeep,mdimmaampyicmdfymemhnmdimwmadm
it, ’
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How did it go?

: ridgepolice.org>

2011523 PM
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M W‘m .

Sent: pscia, Janyery 25, 2011 4:32 PM
To:
e CIOYOTY N

) &m .'“. @ INTLOR .

I\ .
' m

Please find the information requested below...

[otfice of Generel Counsel

2314




(b)(8),(0X7HC

.

Are we calling you or ane you calling us?

|(b)(ﬁ).(b5(7)(c) |

Sent from Blackberry

2 25 12:47:47 2011
Subject: RE: Conference Call

- 3:00 works for me, as well. Thank you for setting up the cail. Steve

(AOLEND. | IME’“’"%M

Sent: TueaiL Bty 25, 2011 12.55 B0
- 'O‘U!'JMI@. usss.dhs.gov'
Cc: Heymann, Stephen (USAMA)
Subject: Re: Conference Caf

I changed my other meeting. 3pm works for me

E::E}.(:)(”)(C: |

Boston Fieid Offio

(bXB),®)7) )
c .
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; (c ' ) )(1

__ ithaka.org]
Wﬁm 12:07 PM
To3(bXe6), C

. Subject:

8l

Wehmmdformmméﬁomwmandltbolsasmmumd be optimal for us today. Is that
reasonable on your side? 'l send a meeting invite and a conference line once you have confirmed.

gast,

rb)(ai.(b)ﬂ (v

_ ISTOR [ Portico
FFWF'I..',M,,,

All e-mail to/from this account ia subject to official review and is for official use only. Action may be taken in
response t0 any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service, If you have
received this o-mail in ecror, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it . ! ‘

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's o-moail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is -
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in ervor, do not keep, use, disclose, or copy it; notify the sender immedijately and delete

it. . '
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Sont: Tussday January 25, 2011 1248 W
! (3 Mfy >
To: (BXENEXTNC) ko)
w (]
Subject: RE: Conference Call

3:00 works for me, as well. Thank you for setting up the call. Steve

6),
X )(7)(0) ),®)(7X e~ oml
m

oy 26, 2011
N, ‘ BXOENTNC) |

m Re: Cawaenneml
Works for me too,
—F‘biimrj- B), )7 XC)

{ changed my other meeting. 3pm works for me

e | '

U.S. Secvet Service

L : {b)(6).6X7HCY

thuwarmaed forremwfromwsldeandlt mmmwumuld be optimal for us today. s that
reasonable on your side? {1k send a meeting invite and a conference line once you have confirmed.

Best,

JSTOR | Portico

I—Wi_Im(b)(e).(b)m xa.0rg
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(B)(6),(b)X7XC)

From: . . _ Heymenn, Staphen (USAMA)
Sent: ' _ , 2011 12:46 PM
To: h

We have arranged! for resources from our side and it looks as though 3-& would be optimal for us today. Is thet
reasonable on your side? 'l send a meeting invite and a conference fine once you have confirmed.

" Best,

prsm—

~ JSTOR | Portico

I(b)(ﬁ).(b)m(c) Itmum

All e-tuail toffeorn this account is subject to official review and is for official use only. Action may be taken in
mpmmmwhmpﬁemofﬁe%%da&mﬂwﬂm%e—mﬂwm&hhﬁmﬁm
m&wﬂthmmmm&anﬂmmmeMk

loaned to you and should not be finther disseminated without the permission of the Secvet Service. If you have

mﬁvedtﬁs&mnﬂmm,domkeep,mwmwwpyitmﬁfyﬂnmwmddm
it . : | _ ,
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v! " (b -(b)a)(c)
;ii ?”i g (BOS) [maittn 1
. _:{::il',i; SEITUS Ej 2011 12:33

| changed my other meeting. 3pm works for me

5. et S D8
19 O .

Wehav'ammformmm'omma_wumusmmn_umuammmawmw.nm
mmonmﬂe?mnMoWMWammmmnmommmmnﬂm

Best, .
 [PXEEBRIE)
JSTOR | Portico '

EOE | pnorg

recived i o-mail in v, do not keep, use, discose, orcopy f oty th sender immedintely and delet
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Froms: ~ |BX6),

Sent: 25,2011 1230 PM
To: 6),(b)( '

Subject: Re:

lmmmmmwumumawm

[505) JOTOERIREY Joae o

:10 2011

We have amranged for resources from our side and it looks as though 3-4 would be optimsl for us today. Is that

reasonable on your side? I'll send a meeting invite and a conference mmmhavqcuwmd.

Best, |
[BX8),BX7HCY '

ISTOR ] Portico

All e-mai to/from this account is subject to official review and is for official use only. Action may be taken in
mmmwwawmsmmmmmmmmw
that is privileged, law enforoement sensitive, or subject to other disclosure limitations. Such informeation is

Joaned fo yon and should not be further disseminated without the permission of the Sesret Service. If youhave

received this e-mail in ervor, do riot keep, use, disclose, or copy it; notify the sender immediately and delete
it. ' o
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Jamsary 25, 2011 12:22 PM

) Ebﬁel(bin(ci I
From: Heymann, Stephen (USAMA) >
Sent: T% ry

To:
Subject: RE: Conference Call

Can you move your pick up time earier. I'm tight at this end, if we don’t start till 3:30.

GIO DY), (BXTXC
s BYE).BXINC) |

| have 8 meeting at 3pm at MIT to pick up someﬁlabutlshouldbeableto]olnawnfemﬁoeullawtkneaﬁerazao

[ (b)E).BXTXCY

We have arranged for resources from our side and it looks as though 34 would heopthmibrmwday.»lsﬂsat
msombbonyourside?rlsandameetmmwawnfemmelmommmoonﬁ'med.

Best,

I(b)(s).(b)(n(c)

~ JSTOR § Portico

(0)©),(o)(7)C)
e

All e-mail to/from this account is subject to official review and is for official use cnly. Action may be taken in
respomse to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain informstion
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is

" loaned to you and should not be furthier disseminated without the permission of the Secret Service. If you have

received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it
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FE 8),(B)X7)(C I
s ) ithakn.org>

2011
-I'WMMWFM BXTYC) i
(EXE)B
’

‘We have armanged for resources from our side and R looks as though 3-4 would be optimal for us today, s that
reasonable on your side? 'l send a meeting invite and a conference line once you have confirmed.

Best,
b)(6),(®)}7)C)

IZEW_I“,. XMCT hnakaorg

R2E7 |

2323




| have commiltments today and tomorrow. | could possibly make the 3:00pm tndav 'l keep you posted on that.
. ‘Fhatbemgald,lwqukl hem?ablufﬁerdpmonboﬁ days. Could we meke that work for a conference cali?

(b)(8),(b
(C)
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' lhwcmmmntstodayandmm.lw pwblymalmhesmpmmdw. il keep you posted on that.
- That being said, | would be available after 4pm on both days. muld,w_emakethatwrkioramnfemcaﬂ?

(b)6),(®) '
|
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W‘i ©
Caamtwoamnieatimeon\ﬂednesday when we can get on the phone withBRELEITIC)_], both with some
follow-up questions and to confirm our understanding of some facts? He will want to be on a speakerphone
50 he can access the network logs while we talk. My schedule is flexible all day, but all things being equal, the

mormiag would work better for me. Abu,wrwnfmmlmebbmkedallweek,mwumoneﬁom
' ﬁlere?

Steve

All e-mail to/from this account is subject to official review and
is for official use only. Action wmay be taken in response to any

~ inappropriate use of the Secret Service's e-mail system. This e-
mail may contain information that is privileged, law enforcement
gensitive, or subject to other disclosure limitations. Such
information is loaned to you and should not be further
disgeminated without the permission of the Secret Service. If you
have received this e-mail in error, do not keep, use, disclose, or
copy it; notify the sender immediately and delete it. :
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|mcc)' i"‘w |
Can you two arrange a time on Wednesday when we can get on the phone withPXEIOXIT _ ,
follow-up questions.and to confirm our understanding of some facts? He will want to be on a speakerphone
5o he can access the network logs while we talk. My schedule is fexible all day, but all things being equal, the
morning would work better for me. Also, our conference line Is booked all week, can you arcange one from -
there? - s ; S

!

Steve
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RE: 75510 Opening Report - Aaton Swartz (102-775-60071-5)

pI

Wow! = from sthics.harvand.edu — pretly high-profils defendant. mmmmmwﬁmm. Sirprised this didn't
make it into the news. Also weird that he couldn't just afford & buy articles, or have a JSTOR account at Harvard...! -

.
Aaron-Swarz

Asvon Swariz is a writer, hackar, and activist. He co-suthored the RSS 1.0 specification, helpad develop standards for the
Samantic Web, and designed the metadata system for Crestive Commona. He co-founded ReddR.com, an oniine news
startup aoquired by Condé Nast, and architecied OpenLibrary.org. His wilting has appearad in a variety of magazines and
mmmmmwmmmmm.nmmmmmwmmmwuw»m
amwmwmmmumwm.mwmmmm
WbmudmoWMmmmamhmmmm.dmm

No. Never a student or associated with MIT, .He is a lab feflow of Harvand’s Safra Center for Ethics. His father is listed as
' anassodateof'mbutwemsﬂllmemhuﬂ\edmilsafﬂm

"]W‘_m_m_'_kam

s Ty MY & ,20114:11?"
pq(L)B).OX/HC)  [BOS)
sening Report - Aaron Swariz (102-775-60071-5)

BY@), o [eXen®
cm)( Y©),® anwmap}r_ﬂ—m
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{CD) -
mmmswownmnem-msmum-mm-s)

Sent: Fridsy, January 21, 2011 2:59 PM

To: CID

Ces ISD; BOS

Subject: 775.510 Opening Report - Aaron Swartz (102-775-60071-5)

U.S. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD OFPICE ' FIlLE: 102-775-60071-8 '
TO: CRIMINAL INVESTIGATIVE DIVISION - X-REF: N/A

INFO: INVESTIGATIVE .SUPPORT DIVISION SEIZURE#: N/A
SUBJECT:  OPENING REPORT

CASE TITLE: AARON SWARTZ
CASE TYPE: 775.510
SBCONDARY TYFES: 848.191, 848,304, 848.930

CONTROLLING OFFICE: BOSTON FIELD OFFI ,
REPORT MADE BY: sn! K __bxe)oxxel]
; 01/07/11 -

PREVIOUS REPORT: N/A
REPORTING PERIOD:  01/04/11 - 01/21/11
STATUS: | CONTINUED

SYNOPSIS:

On 01/04/11, MIT police requested .asgistance from members of the XNew
Bngland Electronic Crime Task Foree regarding an investigation into a
computer that was found in a locked closet at MIT and was comnected to the
MIT Network without authorization. Further investigation revealed that a
subject later identified as Aaron Swartz, intruded into the MIT network
without authorization by making entry into a locked closet containing
networking componente for MIT networks, connecting a computer to the MIT
network, and downloading documents from JSTOR. -

On 01/06/11, Aaron Swartz was arrested by MIT Police and agents of the New
England Electromic Crimes Task Force and charged with violation of '
¥assachusetts General Law (MGL) for breaking and entering. The
investigation of Swartz’'s unauthorized intrusion into the MIT network and
the theft of documents from JSTOR continue. -

Case continued in Boston.
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DETAILS OF INVESTIGATION:

. ' EW,(bxn(C) '
On 01/04/11, Detective of the Cauﬂaridge. m Police

Department and a membex 4nd Blectronic Crimes Task Force,
received a call from{"\® - IMIT.EDU) of the
Massachusetts Institute of Technology (MIT) Police Department, informing
him that an wnauthorized computer had been found in a wire closet on MIT
grounds and that Network Traffic suggested that the computer was being
used to download axpenei.ve technical journals without authorization. The
computer was found in a wire closet in the basement of Building 16, the
Dorrance Building (77 Massachusetts Avenue, Cambridge, MA) which houses

the MIT Biological Engineering Department.

I?Bﬁﬁ‘_e).(b)a ' )0 |
Continuing on 01/04/11, Detectivel(7XC) and ner.ect.s.ve

of the HIT
TSecurity Analyst, and[®

for

Network and IHWEW basement of building
16. Criminaliat(®X®).® B).b)(7)( from the Cambridge Police

Department processed the scene for fingerprinta. The netbook found
connected to the pwitch in the wire closet in the basement of building 16
was an Acer Aspire One with a serial numbex

LUSAX0D00100110081601. Network traffic indicated that the netbook was
using two IP addresses [E)B).OXNC) ]and [BNBLEX7RC] | which are both IP
addresses belonging to MIT. Use of NMap showed that the netbook had port
22 and 8092 open. Port 22 is the default port for SSH (Secure Shell
network protocol) and poxt 8092 is often associated with TCP {Transmisaion
- Control Protocol) traffic. A surveillance camera wag placed in the wize
cloaet to record anyone retuming fcr the nethook.

Continuing on 01/04/11, at appmimately 1526, the surveillance caméra
recorded a white male, later identified as Aavon Swartz (DOB 11/08/86),
enter the wire closet. Based on the surveillance video, Swaxtz appeared
to replace the external hard drive with a new one and take the old haxd
drive with him.

Furthexr on 01/04/11, -\ns able to provide. 83- with the

following timeline regarding this investigation:

on os/zs/:m,lF X ” k 1[
received an email from[b (7)(C)
ha cted trom

stating that excessive downloading of journals.

MIT, and that all of MIT access to JSTOR would be blocked JSTOR
converts printed scholarly journals into electronic form and stores
them in a central archive that can be accesged by libraries and
institutions such as MIT.

On 09/27/1Q.the

email from : ’ Scholarly
Publishing and I.icensing, regarding excessive downloading from two IP
addresses|b)6).ON’XC)  Jnd 18.55.6.215. JSTOR restored NIT access but

blocked access to
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IEE (@.0XTHC) In:lt edu) F YEHERTIC) JSecur.{ty
Analyst, discovered network registration for “Gary Host’ with email
address ghostémailinator.com, a MAC address of 00235a735£fb and

computer name “ghost-macbhook” registered on the network an
09/24/10. disabled the computer registration.

On_10/09/10, Iﬁm BX7XC) I from JSTOR Operations Staff, miled { ”

1L1braries, to inform her that MIT's
access to JSTOR had been cut off again due to excessive downloading.

On 10/12/10, the MIT Network and Information Security Team received an
-email £rom{(bK6).GX/NC) |stating that JSTOR informed her ;ﬁt excepsive
downloading came from IP addres {bX8),(bX7XC)

6),(b

on 10/13/10.traced the second occurrence of excessive

unauthorized downloading to a computer registered on the network as

*Grace Host” with an email of ghost42émailinator. ;: i, B v; address of

0017£22ch074 and computer name of “ghost-laptop”.

the host registrations identified as bogus. [EX6)b)
[BXE.LEXN(C) JSecurity and Support Services for MIT, notified|(bX (6),(b)(7XC) |
ana|(b)(6),(bY7XC | Operations and Infrastructure,
that information indicated that the same unknown person appears to be
using MIT guest registration from a wired comnection in building 1§.

On 11/29/10, the MIT Network and Information Security Team was
notified by the MIT branch of the Institute of Electrical and
' BElectronic Engineers that journal spidering has occurred on their site
and it wvas tracked to the Student Informatiom Processing Board XVM
cluster, a group .of computers that are shared and that anyone in the.
MIT conmunity can use to host a Virtual Machine. :

(0)(8).M)7)
3/11. received an email £m£orwardad from

HE). (BX7X informing him t:hat thnt. the excessive downloading of journals
had begun again.

on 01/o¢/11, %FW&@M@ Network
rations, and|®X0) jpit . edu)[EX8).EITKC) |
E@ONC Ik

. for Network and Infrastructure Services for MIT, asking them
to further pinpoin ation of the computer downloading the
.- Jjournals. At oaoanlocated a computer hidden by a box -
‘connected to a switch in a wire closet in the basement of building _
16. puter was also connected to an external hard :
established a packet capture of the same switch the
computer was found attached to.

(BX6).(b)}7) . ‘
algo provided with a copy of historical network flow
data concerning IP addresses|b)C) C) and |(bX6).(b from 12/14/10 to

01/04/11 and DHCP log information for computers registered as ghost- . 1
macbook and ghost-laptop. -

E@ Zf) yorouen N o -
X©) | contacted § (CID} at the CERT Coordination Center at

the §of.tuan Engineering Institute at Carnegie Mellon Univexsity. SAlBXNE).EX
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gzg?ided sn with instructions to upload the data to the CERT drop

Oon 01/06/11, at approximtely 1232, video surveillance showed the
individual later identified as Swartz return t:o e wire cloget and remove

and stated that he had located the suspect 1ater identified as !wartz
riding his bicycle on Massachusetts Avenue near the ir
Street in Cambridge, Massachusetty (QIQXDIQIQ_ An
responded to Lee Street to asgist|PAY(®

attempted to intexview W
and ran down Lee Street. [©

gsuspect and he was subsequently placed undex arrest. A search of the
backpack the suspect was wearing revealed a U.3. passport in the name of
Aaron Swartz and one (1) USB Thumb Drive. No computer was found in the
backpack. Swartz was transported by Cambridge Police to Cambridge Police
headquarters and subsequently charged with violat.ion of Massachusetts
General Law (NMGL) for Breaking and Bntenng ,

Also on 01/06/11, checked the DHCP logs for computer regist.rationa
containing the word *ghost”. Ghost-laptop was identified as still being

active on the MIT network using the same MAC address as used on 01/04/11
: [D)E). 15517%5 hnit.edu) an

® traced ghost-laptop on the network to building W20
on the M wzo is the Stratton Student :
Centex. [PXO (6X6).0)( Jtraveled to the Stratton Student

Center and determined that the network drop location ghoat-laptop

connected to was the Wmm‘l Processing Board office, room
557. [RXBLOIN(]contactedj)O)EX7NC) to inform him that they had traced
the netbook to a room in the student center. Shme_tand |
at the student center and found the Acer Aspire netbook and
external hard drive unattended, under a table, hos ad on and comnected to
the MIT network by a cable. Using gloves, SA [BX6).0)7)|examined the
netbook, The netbook appeared to be frozen halfway in the shutdown state
and all attempts to access a termina)l on the machine were
“unsuccessful. It was determined it would not be possible to conduct live
. foremsics or capture a snapshot of the memory of the computer in its
current state. The laptop was placed in an evidence bag and turned over
to MIT Polic:e to be inventoried into evidence.
WBX(7) (b)(0),(bX7)(C _
Continuing on 01/06/11, SA[C) and traveled to
Cambridge Police H adquarters to interview Swartz. At Cambridge

reprasented Swartz and that his client would not make a statement. Swartz
was not cooperative with investigators. Swartz initially refused to
_provide his name, date of birth and other biographical information.

I EITGS BT I?FW).(b ()
- On 01/10111, 8A AUSA Heymann and N from JSTOR

conducted a conference call to discuss the theft of material fm Js'roa
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| ‘ EYOVER feveveRrT) | 1
on 01/14/11, sn Detective| ___Iand

AUSA Heymann met at the MIT office of General Counsel with
counsel for MIT. _ 8).(bX7HC

JUDICIAL ACTION: |
- On 01/06/11, Aaron Swartz was arrested by MIT Police Depu"tment and
charged with violation of Massachusetts General Law (MGL) Chapter 256.
Section 19, Breaking and Entering.

on 01/06/11, SA contacted AUSA Steven Heymann, District of
Massachusetts, to brief him on the above investigation.

on 01/07/11, Aaron Swartz was arraigned in Cambridge, MA District Court
for violation of MGL Chapter 266, Section 18, Breaking and Emtering. The
- case was asgigned docket number 1152CR0073. _

SUSPBCTS / DEFENDANTS: '

SWARTZ, Aaron H. - SUSPECT

AKA: R/A

RACE: White

SEX: Male

DOB: 11/0

88N:

FBI: 675304KD0
8ID: MA10556559 -
HT: 5’- 06”7 '
WT: 120 1bs.
EYES: Brown

HAIR . Brown
1599; . Yes

1599A: -

FHOTO: Yes

PRINTS: Yes :
POB: Chicago, IL
DL/STATE:

ADDRESS :

EMAIL:

- DATABASE CHECKS: 01/07/11

. BXAMS CONDUCTED:

ECSAP: - Pending
POLY: N/A
¥8D: N/A

" DATABASE SEARCHES CONDUCTED:

MeT / oIt 01/07/11
NCIC/NLETS:  01/07/11
m/ CFT: 01/ 07/ 11
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TOCAL LB: 01/07/11

EVIDENCE / CONTRABAND / PERSORAL PROPERTY:

'aAll evidence in this case is currently being. held at MIT Police
Headquartexs.

" DISPOSITION: |
Case continued pending further investigation and judicial action.

vssSg / BOSTON ' |151151:mz! ) / RICCIARDI
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" Mo, Never a student or associated with MIT. e is a lab feflow of Harverd's Safs Canter for Ethics. His father s isted as

an assocate of MIT but we are stifl researching the details of that.

6),(b) N6).(b ©)
o) 0 )
mm- 775.510 Opening Report - Aaton Swartz (102-775-60071-5)
m
H{D)N7HC)
_ Boston Field Offieo
) X C
e .

Sent; Friday, Jommey 21, 2011 2:59 PM
TYo: ad _
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Cct ISD; BOS
- Subjject: 775,510 Opening Report - Aaron Swartz (102-775-60071-S)

U.S. SECRET SERVICE IRVESTIGATIVE REPORT

FROM: BOSTON FIELD QFFICE FILE: 102-775-60071-S
T0: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A

INFO: ' IRVESTIGATIVE SUPPORT DIVISION SEIZURE: N/A
SUBJECT: OPENING REPORT.

. CASE TITLE: AARON SWARTZ

CASE TYPE: 775.510
SECONDARY  TYPES: 848.191, 848,304, 848.3%30

CONTROLLING OFFICE: m?m_nm
REPORT MADE BY: SA ©X8). o))

DATE CASE OPENRED: 01/07/11

PREVIOUS REPORT: N/A .
REPORTING PERIOD:  01/04/11 - 01/21/11
STATUS : . CONTINUED -
SYNOPS1S: |

on 01/04/11, MIT police requested assistance from members of the New
England Electronic Crime Task Porce regarding an investigation into a
computer that was found in a locked closet at MIT and was comnected to the
MIT Network without authorization. Purther investigation revealed that a -
subject later identified as Aaron Swartz, intruded into the MIT network
without authorization by making entry into a locked closet containing
networking components for MIT networks, comnecting a computer to the MIT
network, and downloading documents from JSTOR.

on 01/06/11, Aaron Swartz was arrested by MIT Folice and agents of the New
 England Blectronic Crimes Task Force and chaxged with violation of

‘Magsachusetts General Law (NGL) for breaking and entering. The =
investigation of Swartz’s unauthorized intrusion into the MIT network and

the theft of documents from JSTOR continue.
-'Case ‘continued in Boston.

DETATILS OF INVESTIGATION:

b)6), b' C i
on 01/04/11, Detecl:ivel X Iof the Cambridge, MA Police
Department and a memper ¢ he New sngiland onic Crimes Task Force,

received a call from[®XE)BH7XC) ~ |MIT.EDU) of the
Massachusetts Institute of Technology (MIT) Police Department, informing
him that an unauthorized computer had been found in a wire closset on MIT
grounds and that Network Traffic suggested that the computer wase being
used to download expensive technical journals without authorization. The
computer was found in a wire closet in the basement of Building 16, the
Porrance Building (77 Massachusetts Avenue, Cambridge, MA) which houses

the MIT Biological Engineering Department. ‘
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fb)(s).(bmﬁi , w h
01/04/11, 8A Detective | and Datective

of the Boston Police Department avaled

withi(bX of the MIT Polige ' '

(0)(6),(BX7) Security Analyst, andj(b)e), for
Network and Infrastructure Services for MIT, in he bagemant of building
16. CriminalistfD)ELENNC) ] B0 rom the Cambridge Police

Department processed the scene for fingerprints. The netbook found
connected to the gwitch in the wire closet in the basemsnt of building 16
Was an Rcer Aspire One with & serial number

LUSAX0D001001100E1601. fic indicated that the hethook was
using two IP addresses ' and which are both IP
addresses belonging to MIT. Use of NMap that the netbook had port

22 and 8052 open. Port 22 is the default port for gsH {8ecure Shell
network protocol) and port 8092 is often associated with TCP (Transmission
Control Protocol) traffic. A surveillance camera was placed in the wire
closet to record anyome returning for the netbook. :

Continuing on 01/04/11, at approximately 1526, the surveillance camera
recorded a white male, later identified as Aaron Swartz (DOB 11/08/86), .
enter the wire closet. Based on the surveillance video, Swartz appeared
to replace the external hard drive with a new one and take the old hard
drive with him,

Purther on 01/04/11, was able to provide sam:h the

following timeline regarding this investigation:

V) EXTN

n 08/26/10,
rveceived an e L -

stating that excessive oading of journals had been detected from
MIT, and that all of MIT access to JSTOR would be hlocked. JSTOR
converts printed scholarly journals into electronic form and stores
them in a central archive that can be accessed by libraries and
institutions such as MIT. o ;

on 09/2'?/10 the MIT Network and Information > Team received an
email from I(b)(ﬁ).(bZ?Rﬁ) _ igf ‘Scholarly
Publishing censing, regarding excessive downloading fxom two IP

addresses [D)6).EX/NC) hnd 18.55.6.215. JSTOR restored MIT access but

blocked accesg to the i s
[®&.X7N(C) bni & edu), ; Security

Analyst, discovered network registraticn for “Gary Host” with email
address ghostémailinator.com, a MAC address of 00235a735ffb and
computer name “ghost-machbook” registered on the network on
09/24/10. disabled the computer registration,

FBT_'G ®e | ' (o)
On 10/09/10, © from Operations staff, amailed

(bX6).(b)(7)(C) _ to inform hex that MIT’s
access to had been cut off again due to excessive downloading.
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o rvwbxe).(b
responded to Lee Street to assis

attempted to interview sSwartz, however Swartzs j of his bicycle
and ran down Lee Street. [B)BLOBN/NC) land sA detained the

suspect and he was subseguently placed under arrest. A search of the
backpack the suspect was wearing revealed a U.3. passport in the name of
- Aaron Swartz and one (1) USB Thumb Drive. No computer was found in the
backpack. Swartz was transported by Cambridge Police to Cambridge Police
headquarters and subsequently charged with violation of Massachusetts
General Law {MGL) for Breaking and Entering.

Also on 01/06/11, checked the DHCP logs for computer registrations
containing the word “ghoat”. Ghost-laptop was identified as still being

active on the MIT network ugin ame M reds ag uged on 01/04/11
(©)(E).EX7NC) mit.edu) an
Fﬁm@ﬁﬁ | | traced ghost-laptop on the network to building W20

on the 5% lding w20 is the Stratton Student
Centexr. [(®)8).(B)N7)C) and|®)0).0)/| traveled to the Stratton Student

Center and determined that the network drop location ghost-~laptop
connected to was the Student ormation Processing Board office, room
557. [(L)B),(®X7) |cantacted [(BXE).ON/NC) to inform him that they had traced
the netbook to a room in the student center. SAJEXE),B)7N]met|b)E)ON) | and
at the student center and found the Acer Aspire netboo:.
external hard drive unattended, under a table, powered
the MIT network by a cable, Using gloves, Sa[bX6).0)7) |
netbook. The netbook appeared to be £rozen halfway in the shutdown state
and all attempts to access a terminal on the machine were
unsuccessful. It was determined it would not be possible to conduct live
forensics or capture a snmapshot of the memory of the computer in its
current state. The laptop was placed in an evidence bag. and turned over
to MIT Police to be inventoried into evidence. '

Contimuing on 01/06/11, sam" ngs ang [PO-BINC) traveled to !

Cambridge Police Headquarters to interview Swartgz. At Cambridge : P
Headquarters, SA[R)E).CK)) [met Philip @ Cormier [BIELEXINC) | ‘i
(b)), (bXTHC) foodcormier.com). Cormier informed SA[BYBLDN7(Ithat hs -
represented Swartz and that his client would not make a statement. Swarts 1.
wWas not cooperative with investigators. Swartz initially refused to
provide his name, date of birth and other biographical information.

b, X
(b)(6),(b)7) and X

On 01/10/11, saH AUSA H from JSTOR

conducted a conference call to discuss the theft of material from JSTOR.

. OX7)C
| EEOEN] petective m@m | "
AUSA Heymwann met at the MIT office © a el w :

On 01/14/11, SA
counsel for MIT. B)(6),(bX7NC)

JUDICIAL ACTION:

On 01/06/11, Aaron Swartz was arrested by MIT Police Department and
charged with viclation of Massachusetts General Law (MGL) Chapter 266,

Section 18, Breaking and Entering.,
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on 01/06/11, SA W contacted AUSA si:even Heymann, District of
Massachusetts, to brief him on the above investigation.

On 01/07/11, Aaron Swartz was arraigned in Cawmbridge, MA District Court
for violation of MGL Chapter 266, Section 18, Breaking and Entering. The
case was assigned docket number 1152CR0073.

SUSPECTS / DEFENDANTS:

SWARTZ, Aaron H. - SUSPECT

AKA: N/A

RACR: White

SBX: Male

DOB: 11/08/1986
s, OO i
FBI: 675304KDO
SID: MAL108556559
HT: 5’« 06"
WT: 120 1bs.

- BYES3 Brown

HATR Brown

1599; Yes

1599a: No

PHOTO: Yes

PRINTS: Yes

POB: Chicago, IL
DL/STATE: :
ADDRESS:

. BMAIL:

DATABASE CHECKS: 01/07/11

RXAMS CONDUCTED:

-~

ECSAP: Pending
POLY: N/A _
F8D: N/A

DATABASE SEARCHES CONDUCTED:

MCI / CI: - 01/07/11
NCIC/NLETS: 01/07/112
CC8/CFT: 01/07/11
IOCAL LE: 01/07/11

EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

All evidence in this case is currently being held at MIT Police
Headquarters.

DISPOSITION:

Case continued pending further investigation and judicial action.
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| [oXeE IEERBT.IEWES
o ‘ [CID)(C) [CD)
mfw. 775,510 Opening Report - Asron Swartz (102-775-60071-5) |
M
[(b)(a:).(byz
U.S, Secret ‘
* Boston Field Office
[ oo.6me]

Froms BOS
Sentz Friday, January 21, 2011 2:59 PM

To: CI0

Ce: ISD; BOS

- Subjeck: 775.510 Opening Report - Asron Swartz (102-775-60071-5)

U.S. ‘SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD OFFICE  PILE: 102-775-600T1-§
T0: CRININAL INVESTIGATIVE DIVISION X-REF: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION  SEIZURB#: N/A

SUBJECT: OPENING REPORT

CASE TITLE: AARON SWARTZ

CASE TYPE: 775.510

SECONDARY TYPBS: 848,191, 848,304, 848,930

CONTROLLING OFFICB: powcz . |
REPORT MADE BY: 8A {EX8).XTHON

' DATB CASE OPENED:  01/07/11

_PREVIOUS REPORT:  N/A

REPORTING PERIOD:  01/04/11 - o1/31/11
STATUS: | CONTINUED

SYNOPSIS:
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On 01/04/11, MIT police requested assistance from members of the New -
England Electronic Crime Task Force yegarding an investigation into a
computer that was found in a locked closet at MIT and was comnected to the
NIT Network without authorization. Purther investigation revealed that a
subject later identified as Aaron Swartz, intruded into the MIT network
without authorization by making entxy into a locked closet containing
networking components for MIT networks, connecting a ccmputer to the MIT
network, and downloading documents from JSTOR,

-on 01/06/11, Aaron Swartz was arrested by MIT Police and agents of the New
EBugland Elsctronic Crimes Task Force and charged with violation of
Massachusetts General Law (MGL) for breaking and entering. The
investigation of Swartz’s unauthorized intrusion into the MIT network and
the theft of documents from JSTOR continue.

- Case continued in Boston.

'DETAILS OF INVESTIGATION:

(bX6),
On 01/04/11, Datective of the Cambridge, MA Police
Department and a member of the New Enal: Blactxonic Crimes Task Force,

D}(6),(0) ' MIT.EDU) of the

Massachusetts Institute of Technology (MIT) Police Department, informing
him that an unaithorized computer had been found in a wire closet on MIT
grounds and that Network Traffic suggested that the computer was being
used to download expensive technical journals without authorization. The
computer was found in a wire closet in the basement of Building 16, the
Doxrrance Building (77 Massachusetts Avenue, Cambridse. MA) which houses
the MIT B:I.olog:i.cal Engineering Department.

Lontlnuing op 01/04/11, I ' Datective-and Detect:ive
EIOLOKTNC) o the Boston Police Departwer ; ;

Y (bXE),X7)C) palice JO) (° : |
{bXE C ~_JBecurity Analyst, andfoXt [for
uatwork and Inf ices for MIT in the basement of building
16, eriminalistig% w’ﬁ i i [BELBXTICY Jezom the Cambridge Police
_Department processed the scene for fingerprints. The netbook found -
cannacted to the switch in the wire closet in the basement of building 16
was an Acex Aepire One with a serial number

_IWODOOIOOIIOOE].GOI t the netboolt was
using two IP addresges (b)(6),(b)(7)(C) HB)EXN7XC) vhich are both IP

addressesg belonging to MIT. Use of Map showed that the netbook had port
22 and 8092 open. Port 22 is the default port for SSH (Secure Shell
network protocol) and port 6092 is often associated with TCP (Transmission
Control Protocel) traffic. A purveillance camera was placed in t.he wire

- closet to record anyone returning for the netbook. :

Oontinuing on 01/04/11, at approximately 1526, the surve:l.ua.nce camera
recorded a white male, later identified as Aaron Swartz (DOB 11/08/86),

enter the wire cloget. Based on the survei_llance video, Swartz appeared
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to replave the external hard drive with a new ope and take the old hard

drive with him,
Purther on 01/04/11,)) was able to provide sa-with the
following timeline regarding this investigation:

6),(bX7)
on 08/26/10,
. received an email from [PX6) |

‘stating that excessive downloading of journals had baen detected fxom

. MIT, and that all of MIT access to JSTOR would be blocked. JSTOR
converts printed scholarly journals into electromnic form and stores .
them in . a central archive that can be accessed by libraries and
institutions such as MIT.

on 09/27/10, the MIT Network and Information Security Team received an
email fmm@msf(ﬂ(c) . ]of Scholarly
Publishing and Licensing, regarding excessive downloading from two IP

addresses|b)6).(b)(/XC)  jand 18. 55 6. 215. JSTOR restored MIT access but
blocked access to the idgp , addregsas, [BE).BXNEC) ]

mit . ed\l) P s
AP , discovered network registrat:ion for “Gary Host®” with email
address ghoswmailinar.or.com, a MAC address of 00235a735£fb and

computer namne ost -machook® registered on the network on
09/24/10 @IQXQIEQ] disabled the computer registration.

A | from JSTOR Operations Staff, emai.led-
' ]to inform her that MIT's '

access to JSTOR had been cut oft again due to excessive downloading

on 10/12/14 he MIT Network and Information sgcurity Team received an
email from, b)(6).(b) st:a:ing Wgz_m&ﬁmd her that excessive
downloading Yom IP address [©)/©).(X)C) '
On 10/13/10, traced the second occurrence of excessive

unauthorized downleading to a computer registered on the network as
*Grace Host” with an email of ghost42émailinator.com, a MAC-address of
0017£22cb074 and computer name of rghost-lap 1.-_- (b)(6).®)7)C) |digabled

that information indicated that the same unknown person appears to be
using MIT guest registration from a wired conpection in building 16.

on 11/29/10, the MIT Network and Information Security Team was
notified by the MIT branch of the Institute of Electrical and
Electronic Engineers that journal spidering has occurred on their site
and it was tracked to the Student Information Processing Boaxd XVM
cluster, a group of computers that are shared and that anycne in the
MIT community can use to host a Virtual Machine,
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(bX6),(b) Q.C o '
on 01/03/11, E’X © | received an emall from forwarded from
Y informing him that that the excessive downloading of journals

had begun again.

on 01/04/11, I(C) emailedl 3 Network

tions, and [(BYB).BITIC) ' pit.edu)| ébée).gl_:mgcﬂ
RFRES.ZBW% Network and Infrastructure Services for MIT, asking m

to further pinpoin ation of the computer downloading the
journals. At ososwlocated a computer hidden by a box
connected to a switch in a wire closet in the basement of building
16, The computer was also connected to an external hard

drive. eet:abl:lshed a packet capture of the same switch the
computer was found atta '

DYEEKT) oX

alpo provided 8& w:tth a copy WTI network £low
data concerning IP addresses [(PX6).® from 12/14/10 to
01/04/11 and DHCP log information for computers registersd as ghost-
macbock and ghost-laptop.

(b 6),(bX7)
,8A[C contacted SA _ (CID) at the CERT Coordination Center at
VAT gering Institute at Carnegie Mellon University. Sa[BX8L(]

provided sa[BEBXN | with instructions to upload the data to the CERT drop
box.

Oon 01/06/11, at approximately 1232, video surveillance showed the
individual later identified as Smrtz return to the wire c¢loset and remove
the netbook and external hard ¢ atex, JOXGLONNC) - [of the
MIT Police Department called [(®)}O).(® of the MIT Police Department
and stated that he had located the suspect later identified as Swartz

riding his bicycle on Magsachusetts Ave Lk ntersection with Lee.
" 8treet in-Cambridge, Massachusetts. and SA _G'GXGW

responded to Lee Street to assist

attempted to intarview Swartz, however smez 3 off of his bicycle
and ran down Lee Street . [BX6)OX7XC) | and sA dstained the
suspect and he wasg subsequmtly placed under arrest. A search of the
backpack the suspect was wearing revealed a U.S8. passport in the name of
Aaron Swartz and one (1) USB Thumb Drive. No computer was found in the
backpack. Swarts was transported by Cambridge Police to Cambridge Police

‘headquarters and subsequently charged with violation of Massachusetts
General Law (MGL) for Breaking and Entering.

Also on 01/ 06/11,-checked the DHCP logs for computer regisl:ra.tions
containing the word “ghost”, Ghost-laptop was identified as still being

active on the MIT network us the same MAC address as used on 01/04/11
to download journals. [(T))(G).(b)(T)(C) bnit.edu) an

traced ghost-laptop on the network to building W20
on the 5 lding W20 is the Stratton Student

Center. i(bi(g).(bgm(ﬁi andraveled to the Stratton Student
Center and determined that the network drop lacation ghost-laptop
connected to was the St dent L n Processing Board office, room

% |to inforn hia had triced
fent center. amﬁm%ﬂmm
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W at the student center and found the Acer Aspire nethook and
external hard drive unattended, under a table, powered on and comnected to
the MIT network by a cable. Using gloves, BA BX6).®) | examined the
netbook. The netbook appeared to be frozen halfway in the shutdown state
and all attempts to access a terminal on the machine were
unsuccessful, It was detexrmined it would not be possible to conduct live
forensics or capture a smapshot of the memory of the computer in its
current state. The laptop was placed in an evidence bag and turned over
to MIT Police to be inventoried imto
(BX X6),(bX7)C)

Continuing on 01/06/11, SA[C) traveled to
Cambridge Police Headgquarters to interview
Hea%u_artera, sa [bX6).0OXN7) Jet Philip G Cormier
) ormier.com). <Cormier informed SA
represented Swartz and that his client would not a & statemwent. Swartz
was not cooperative with investigators. Swartz initially refused to
provide his name, date of birth and other biographical information.

)(6).(b)(7) {(BXTXC
On 01/10/11, SA|C AUSA Heymann and from JSTOR
conducted a conference call to discuas the theft of material from JSTOR.

E)(Gf.(b)m I(ERE} BXTNC) |

‘on 01/14/11, SA[C) Detective and

. AUSA Heymann met at the MIT office of General Counsel with |
counsel for MIT. _ 6 ) |

JUDICIAL ACTION:

Oon 01/06/11, Aaron Swartz was arrested by MIT Police Department ‘and
charged with violation of Massachusetts General Law (m) Chnpter 266,
Section 18, B and Bntering. ) ;

on 01/06/11, SA (7%C) | contacted AUSA Steven Heymann, District of
Massachusetts, to brief him on the above investigation.

Oon 01/07/11, Aaron Swartz wase arraigned in Cambxridge, MA District Court
- for viclation of MGL Chapter 266, Section 18, Breaking and Entering. The
cage was assigned docket number 1152CR0073.

SUSPECTS / DEFENMDANTS:

SWARTZ, Aaron H. - SUSPRCT

- AKA: N/A
RACE: White
8EX: : Male :

. OBt 11/08/1986
88N: DIO).OKNC) ]
FBI: 675304KD0
81D: MA10556559
BT: . 57~ 06*
we: 120 1bs.
-BYES: Brown

HAIR Brown
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1599: Yes

1599A;: Ro

PHOTO: Yes

PRINTS: Yes

POB: Chicago, IL
' DL/STATE:

ADDRESS :

EMAIL:

DATABASE CHECKS: 01/07/11
EXANS CONDUCTED:

ECSAP: | Pending'
POLY: N/A
FSD: R/A

- DATABASE SEARCHES CONDUCTED:

MCI / CI: 01/07/11
RCIC/NLETS: 01/07/11
CCS/CPFT: 01/07/11
LOCAL LR: 01/07/11

EVIDENCE / CONTRABAND / PERSOMAL FROPERTY:

All evidence in this case is currently being held at MIT Police
Headquarters. _

~ DISPOSITION: | ‘
Cage continued pending further investigation and ju&ic:lal action.

vUsss / BOSTON W / RICCIARDI

2348




" (B)(6),(b)(7)C) 808)

Ta: . ! b
Subject: PW.: 775.510 Opening Report - Asron Swartz (102-775-60071-3)

m

Eg?.f)ﬂ)(c) |
US. Secret

Offico
(b)(6),(bX7)
& :

Sent: Friday, Januvary 21, 2011 2:59 PM

To: CID :

Cc: ISD; BOS

Subject: 775.510 Opening Report - Aaron Swartz (102-775-60071-5)

U.8. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD OFFICE PILE: 102-775-60071-8
70: CRIMINAL INVBSTIGATIVE DIVISION X-REF: N/A
INFO: = INVESTIGATIVE SUPPORT DIVISION SEIZUREH: N/A

SUBJECT: OPENING REPORT

CASB TITLE: AARON SWARTZ

CASE TYPE: - 775.510°

SECONDARY TYPES: 848.191, 848,304, 848.930 :
CONTROLLING OFFICE: :‘ij FIELD OFFICE

REPORT MADE BY: _ (bX6).bXTNC)

DATE CASE OPENED:  01/07/11

PREVIOUS REPORT: = N/A :
REPORTING PERIOD:  01/04/11 - 01/21/11

- 8TATUS: CONTINUED -

_ BYNOPSIS: |
On 01/04/11, MIT police requested assist:anoe from members of the New'

England Blectronic Crime Task Force regarding an investigation into a
computer that was found in a locked closet at MIT and was connected to the

_ MIT Network without authorization. Further investigation revealed that a

subject later identified as Aaron Swartz, intruded into the MIT network
without authorization by making entry into & locked closet containing
networking components for MIT networks, connecting a computer to the MIT
network, and downloading documents from JSTOR. '
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On 01/06/11, Aaron Swartz was arrested by MIT Police and agents of the New
Bngland Blectronic Crimes Task Force and charged with violation of
Massachusetts General Law (MGL) for breaking and entering. The
investigation of Swartz’s unauthorized intrusion into the MIT network and
the theft of documents from JSTOR continue.

" Ccase continued in Boston.

DETAILS OF TNVESTIGATION: | -
| FT—'(G).@)WC)
on 01/04/11, Detective . of the Cambridge, MA Police

Department and a member of the Mew E Crimes Task Force,
received a call from [(b)6).(bX MIT.EDU) of the
Massachusetts Institute of Technology (MIT) Police Department, informing
him that an unauthorized computer had been found in a wire clésat on MIT
grounds and that Network Traffic suggested that the computer was being
used to download expensive techmnical journals without authorization. The
computer was found in a wire closet in the basement of Building 16, the
Dorrance Building (77 Massachusetts Avenue, Caubridge, MA) which houses
the MIT Biolog:l.cal Engineering Department.

\(bXTHC) X '
Detective(C) _ Detective

DE _Lthne B PO 10?
{EKQKQMQ— of the MIT Pol ;
Jecurity Analyst, " for
- d Infrastructure Services f£o n basement of building
16. CriminalistEXO.BXNC)  knd |xom the Cambridge Police

- Department processed the scene for fingexprinte. The netbook found
connected to the switch in the wire closet in the basement of building 16
was an Acer Aspire One with a serial number
LUSAXOD001001100E1601. k_bng;m%_:nfﬁc indicated that the netbook was
using two IP addresses [PX6).(b)7XC) (B)XB).ONNC) | which are both IP
addresses belonging to MIT. Use of NMap showed that the netbook had port
22 and 8092 open.’ Port 22 is the default port for SSH (Secure Shell
network protocol) and port 8092 is often associated with TCP {Transmisseion
Control Protocol) traffic. A surveillance camera was placed in the wire
closet to record anyone returning for the netbook.

Continuing on 01/04/11, at approximately 1526, the surveillance camera
recorded a white male, later identified as Aaron Swartz (DOB 11/08/86),
enter the wire closet. Based on the surveillance video, Swartz appeared
to replace the external hard drive with a new one and take the old hard
drive with him.

Purther on 01/04/11, waa able to provide 8A "’"8’"" with the
following timeline regarding this investigation: - ‘

On 09/26/10, ONTXC) .
received an email From |
stating that excessive of journals had been detected from
MIT, and that all of MIT access to JSTOR would be blocked. JSTOR
converts printed scholarly journals into electronic form and stores
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them in a central archive that can be accessed by libraries and
institutions such as MIT.

. On 09/27/10, the MIT Network and Information Security Team received an
-email from X —JScholarly
‘Publishing and Licensing, regarding excesgive downloading from two IP
addresses |[b)Y6.BI7XC) Jand 18.55.6.215. JSTOR restored MIT access but
blocked access to the identified IP addresses. W{OXTNC

X C) _mit.edu) fPANO : ____Isecurity
Analyst, discovered network registration for “Gary Host* with email
‘address ghostémailinator.com, a MAC address of 00235a735£fb and -
computer name “ghost-macbook” registexed on the natwork on
09/24/10.[(bX6),(b)(/) [disabled the computer registratiocn.

8 y B b PbY 7
- On 10/09/10 OIELORTNC) from JSTOR Operations Staff, miled

X ; ] to inform her that MIT‘s
‘access to JETOR had been cut off again due to excessive downloading.

On 10/12/10, the MIT Network and Information Security Team received an
email from[®EX6.EXNO) |stating that JSTOR %d her that excessive
) downloading came from IP address {bXS). bU7HC) '

on 10/13/10,traced the second occurrence of excessive

unauthorized downloading to a computer registered on the network as
"Grace Host” with an email of ghost42@mailinator.com, a MAC address of
0017£22cb074 and computer name of *ghost-laptop”. [BXSLEX7) [disabled
ithe host registrations idemtified as bogus. : b)X7)(C)] <
Security and Support Services for MIT, no A BYG).BYINC) |

- and {OX7XC) paxr Operations and Inftmctum.
that ormation indica the same unknown person appears to he
using MIT guest registration from a wired comnection in building 16.

B

On 11/29/10, the NIT Natwork and Information Security Team was
notified by the MIT branch of the Institute of Electrical and
Electronic Bngineers that journal spidering has occurred on their site
and it was tracked to the Student Information Processing Board Xvi

_ cluster, a group of computers that are shared and that anyone in the
MIT community can use to host a Virtual Machine. ~ - -

| Oon 01103/11, received an email tr@ foxwarded from

informing him that that the excessive downloading of journals

work

ations, and b)6 i . ‘mit.edu) 8) (bX7XC
RBREWIH%; Metwork and Infrastructure Servicea for MIT, -
to further pinpoint the location of the computer downloading the o

journals. At 0808,[B}E)E)7] located a computer hidden by a box
connected to a switch in a wire closet in the basement of building

. 16, The computer was also commected to an externmal hard
. drive. establishad a packet capture of the same switch the
computex was found attached to. '

v

2351




YEHORT) :
algo provided sa[©) wi copy network flow
data concerning IP addresses|BXo) ) | and [OXOLOKIXC)  evom 12/14/10 to
01/04/11 and DHCP log informatlon for computers registered as ghost-
macbock and ghost-laptop. '

(bX8),()(7) (b)(8),(B)7)(C '
SAcontacted SA (CID) at the CERT Coordination Cent

the Software Bngineering Institute at Carnegie Mellon University. 8a
provided Sa!(b)e),b)7) |with instructions to upload the data to the CERT drop
box. (4 _ :

Oon 01/06/11, at approximately 1232, video surveillance showed the
individual later identified as Swarts return to the wire cloget and remove
the netbook and external hard drive. Later, W{B)X7XC) of the
MIT Police Department called W‘-”ﬂt‘ MIT Police Department
and stated that he had located the suspect later identified as Swartz
riding his bicycle on Massachusetts Avenue near the intersec
Street in Cambridge, Massachusetts. [B)GLEX/IC) and 83
responded to Lee Street to assist ' :
attempted to interview Swartz, however Swartz i -of hig bicycle
‘and ran down Lee Street. [BI6LOXTXC)  |ana detained the
‘Suspect and he was subseqUently placed under arrest. A search of the
backpack the suspect was wearing revealed a U.S8. passport in the name of
Aaron gwartz and one (1) USB Thumb Drive. No computer was found in the
backpack. Swartz was transported by Cambridge Police to Cambridge Police
headgquarters and subsequently charged with violation of Massachusetts
General Law (MGL) for Breaking and BEntering.

: (b)(C
Also on 01/06/11, checked the DHCP logs for computer registrations

as still being
ged on 01/04/11

containing the word “ghost. Ghost-laptop wag identified
‘active on the MIT netv Lif Ueing Che same MAC add B_AE

to download 16. nit.edu) an
X8), traced ghost-laptop on the network to building w20
on the §& 1ding W20 is the Stratton Student

Center. h andb)6),®X7) |traveled to the Stratton Student

Center and determined that the network drop location ghost-laptop
commected to was the St 1 Processing Board office, room

587, [B)6).EX7) |contacted ) to info t they had traced
the netbook to a room in the student center. Sa net and

(LIE)LOKNC) | at the student center and found the Acer Aspire netbook and
-external hard drive unattended, under a table, powered on and conmected to -

the NIT netwozrk by a cable. Using gloves, 8A[b)E).EN7) |examined the
netbook. The netbook appeared to be frogzen half

and all attempts to access a texminal on the wmachine were _
unsuccessful. It was determined it would not be poseible to conduct live
forenasics or capture a snapshot of the memory of the computer in its

\current state. The laptop was placed in an evidence bag and turned over

to NIT Police to be inventoried into evidence.

(31(:
Continuing on 01/06/11, sAkcy . Jane traveled to

Cambridge Police Headguarters to interview 9-;;&8. At Cambridge
met E@.ﬂ?’m {bX6}, (BX7NC)

Headquarters, SA
T wxenexn
(C) 2352

8)(b

fway in the shutdown state )

C




I?"’za;'(b)ﬁ 510)‘ loodcomier. com) .

reprosented Swartz and that

© Wag not cooperative with investigators.
provide his name, date of birth and aother

AUSA Heymann and '

N X
On 01/10/11, 8a KO

conductad & conference call to discuss the theft of

on 01/14/11, salc MEX

AUSA Heymann met at the MIT
counsel for MIT.

JUDICTAL ACTION:

On 01/06/11, Aaron Swartz was arrested
charged with viclation of Maspachusetts

Detective

informed t:hat he

8 client would not

make a statement. Swartz
Swartz initially refuped to
biographical Ainformation,

from JSTOR -
material from JSTOR.
C) -
and
office of General Counsel with| )8 ®)7XC)]

Section 18, Breaking and Entering.

On 01/06/11, sa contac

ted AUSA Steven Heymann, District of
Massachusstta, to brief him on the above investigation.

by MIT Police Department and
General Law (MGL) Chapter 266,

On 01/07/11, Aaron Swartz was arraigned in Cambridge, MA District Court

for vioclation of MQL Chapte

r 266, Section

case was assigned docket number 1152CR0073,

SUSPECTS / DEFENDANTS:

SWARTZ, Aaron H, -~ SUSPECT

AKA: N/A
RACE: White
SEX: Male
DOB: 11/08/1986
88N:
FBI: 675304KD0
8ID: MA10556559
HT: 5'« 06~
WT: 120 lbs.
EYES; Browm
HAIR Brown

- 1599: Yen
1599A: No
PHOTO:; Yes
PRINTS: Yea
POB: Chicago, IL
DL/STATE:
ADDRESS:
EMAIL: '

DATABASE CHECKS: 01/07/11
EXAMS CONDUCTED:

ECSAP:;

Pending

18, Breaking and Entering. The
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POLY: N/A
FSD:

N/A

DATABASE SEARCHES CONDUCTED: |

MCI / CI:
NCIC/NLETS:
CC8/CPT:
TOCAL LE:

01/07/11
01/07/11
01/07/11
01/07/11

mvﬂcs/mmm/paasommpm:

All evidence in thig case

- Headquarters.,
DISPOSITION:

is currently being held at MIT Police

Case continued pending further investigation and judicial action.

USSS / BOSTON

W

/ RICCIARDI
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From | Y& EX7XC) bridgePoliceOng>

’ m rﬁdm, .‘._.x 4 R
T . Extemal| P10 0} Jeambridgepolice.ong | COPRIC)  Jaos)

Subject: R&megmp!sofhphp found in MIT on 01-04-11

rllmadlﬂ(uwvbrwtmoman pldtltupandsenditm ltMllbecerﬁﬂedasalleImey
ﬂllsofl!eewmlth!sﬂle# _

(bX6), '

(b)6),®)X7XC '
Cambridge Police Department
125 Sixth Street

| %% , MA 02142
WE B.BNTNC)

{b)(6).bXTXC)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Servioe's e-mail system. This e-mail may contain information
that is privileged, law enforcement senaitive, ar subject to other disclosure limitations. Such information is

- loaned to you and should not be further disseminated without the permission of the Secret Sexvice. If you have
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gecivedﬁise-mail'hm,

domkew.mdﬁdos,awwmmﬁbﬂpmduhm&m



| W)X | .
From: : .
3'“? . - NS08 L;:1 £ ol ::”

(B0S) it S
20, 2011 5:16 PM

Subject: Photbgraghs of laptop found in MIT- on 01-04-11
.wouuninmmbformmmmmesofﬂwphmmumofmmmmun15,meommmmof
Mrron including the photographs of the computer found? ;

U.S, Secret Service
Baston Field Offics

)6).(bX7XC)
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.........

WOuldltbemslbleformetogetmﬁmofmmph:uhnofSwarlz'shpbpwhmmhmitawtesmtton
Center? _

I_ﬁ_gm. ( |
US.

(b)(©),(bX7XC)

enforoement sensitive, or subject to other disclogure limitations, Swch informations
Mwmmwm&mwmwmﬂﬁemmﬁmm
;eemedﬂﬁsbmﬂhm,domhep,m.dimlmmmwlnmﬁfymmmmmm
t. ' ’ .
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b . ’ '
Heft a few messages with A smmkﬁomtbnlsonmemhedmmr.

“trr Drrens gne Xs). c) . = : OO AR A A s A it ¢

Thursday, meyzn 2011 7:02

1 AM
‘l‘oe*all
mmmhmwmt.doc
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_ Wbydon‘tvoutwowemacanﬁ'omthelabagun. 2:00?

XN Iﬁm‘amm '
January 19, ol

Tor Heymann, Stephen (USAMAYB)E) Ci(7 BOS)
RE: Updates '

From
Sent:

Subject:

Eusyaﬁeumnmrnrmbefm&wpm

2360




.. veceived this email in error,
it :

do not keep, use, disclose, or copy i; notify the sender lnmediataly and deiete




Would it be better to talk again this afternoon or tomorrow moming on our respective foliow-ups?
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From: | i i ' Icnuﬂnigy;xﬂcnxug>

Sent: Wednesday, January 19, 203

To; Heymann, Stephen (USAMA (BOS)
Subject: RE: Updates (b)(a).(b)(7)(c)_

Eerly afternoon works for me, before 3:00pm

muevmmsmmmmmi lmml | )

Would it be better to talk again this sfternoon ortomorm.momm onour te'spectlvéfollowuw?
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Would it be better to talk again this aftemoon or tomarrow moming on our respective fdﬂow-ups?
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' BIBX7X
Heymann, Stephen (usam>

Janwary 19, 2011 857 AM

Telephone Record Subpoena

} /

| Steve

- |per EQUSA
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iper EOUSA |
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I am free any time except 11:00-12:00. Steve
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h From: o cambiidgepolice.crg> .

Sent: . Tuesday, Januaty 18, 2011 8:01
To: ‘ Heymann, Staphen 6),

. Subject: RE: When can I get the two of you on the phone this am.?
OnmyceﬂpOrinahoma_twohouandlmubahtnememn.
— )(b)7NC
Humm,(USMA) pusdoj gov)

EIELENDG)  [Bos)] .
Subject: When can I get the tWo

~ 1am free any time except 11:00-12:00. Steve
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Frome
Sent:
To: b)(6).

Subject:

{ am free any time except 11:00-12:00. Steve
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From: , "!!H Imr.sw» _

, 2011 6:08 P
; BOS) :
Re: Aaron Swartz and the stolen laptop

(C)

Idodtinksomeofﬁleinfmmtionﬂutwi}lbedisamdwmldhdpﬁnmow
AIOIA

idon't think there was any mn. | think the AUSA wanted to have a maeting on just the technical
computer network part of the case. 1 am sure he will want to talk to evaryone eventually,

l_—‘(b)(e).(bxr)(C) |

1.8, Secret Service

[mailtol(7)(C)
13, 2011 5:47 PM
N

I(!)Ik;‘tlﬁZ:MId_bc('01:givemyt;(:lla(:nll. gz Jany reason MIT Police were not invited to the

| EE) e
OnlJan 13,2011,at 5:11 PM, " sss.dhs. oo
wrote: o
b)(§ 'bXGL
AUSA Heymann, Dnd myssif are MMN om ISBY

. tomorrow, 1/14/11 at 1100 at the Office of the General Counsel conference room, [(b)
and | could probably meet with you right after that meeting. | am not sure how long the
first meeting witl take but 1 think we could plan on meeting you around 1300.

[EW—( BNe |

U.S, Secret Service
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IEIC)
AlLD isworkingtoreinterviewtbempmﬁngpmy,lwillcheekon
xt.amsinthoAM mmwhomswminﬂle.mfdmmiscomingtq

1 will call Middlegex i
On Jan 13,2011,&1:3:36?&4.'??# HEXTHC Lumpm:
Notsme,iainﬁ)twndingthismaﬂ 0K8) Jand
running the invest,
, .

| Seat fiom my HTC o the Now Network from Sprind

— Daie: Tho, Jau 13, 2011 3:3]
C*'-'ect{IQnutlm!i‘ Rty and th

Any luck re-laterviewing the victim for the sesisl number?

[Eﬂ_s).(bxvxd 1.

U8, Seccet Smevice
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Jenwary 13, 2011 327 PM
S 1S o
iow the selal number of the stolen laptap yet?

mmommmmmkw

taass (b) () b b
OO EXTCIPAr oot e 2 P g
Sent: Thursday, Januaty 13, 2011 2:12 PM
Tot Heymann, Stephen (USAMA)
Subject: RE: Do we know the seial number of the stolen laptop yet?

1 have not heard fro
,h B).OXTNC)Per )
USSS
u,&mm
" Boston Field Office
6),bX7}C),Per - |
I&(Sé(b)( XC),Per :
_ | .
en (USAMA)
pusdo].gov]
, 2011 1:55 PM
= L % .
@i the selal number of the stolen iaptop yet?

Does it mesh with the one used by Swartz?

,' All e-mail to/from this acoount is subject to official review and is
for officiel use only. Action may be taken in response to any
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Wm«uwmmmmm
mayooniaininfo:maﬁonﬂntisprivﬁeged,lawenfomm
sensitive, or subject to other disclosure limitations, Such
infomaﬁonislomdwmmdslm!dnotbefwm-

: dissemimﬁedwlﬂmmthepumiaﬁonofﬁmSmS&vimlfm
hvemeivedﬁﬁse-mailinm,domkeep,we,disqloae,or
vopy it; notify the sender immediately and delete it :




From: _
Sant: B , 2011 557 PM
To: d :

Subject: Out of Office AutoReply: CCFinder

lvdﬂbemdﬂwﬁﬁrnﬂ%ﬁth@%ﬂ&!%ﬁmm access to voicemeil/email. Piease direct CERT

r [E)E).EXTHE) Jrsss.chs.gov) during this time.

inquiries to ATSAIC {(B)
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['n%.!ﬁ?’!(ci I
from: , MIT.EDU> _ o
Sent:

547 PM
To: {DI7XC) ou
Subject: ‘ Re: Aaron Swartz and the stolen laptop

Ok, 1300 should be ok give my
On Jan 13, 2011, at 5:11 PM]

(b)(6),
'~ AUSA Heymann, DET|(b)(7)(C land myself are meeting

__pnd IS&T tomorrow,
1/24/11 at 1100 at the Office of the Generat Counsel room, | could probably meet
with you right after that meeting, 1.am not sure how long the first meeting will take but | think we could
plan on meeting you around 1300, :
(b)(8).(b)X7)(C)
U.S. Secret Service

Lﬂ . ' h
{madto ( D] : _

nuaty 13, 201 PiM
b){(8

would fike to set a meeting with you, Sgt[X6). _ ndil
call Middlesex ADA to get a time when we cans hav

- On Jan 13, 2011, at 3:36 PM, [BXOWBTXC) LM wrote:
- BIEXE) - |
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Notsm,szorwmdmgth:sunml ﬁ hey are running the invest.
3 | |
Sent from my HTC on the Now Network from Speint!

e Renly messane [EREERTIO)

'Daenm.lanxs 2011 331 pm

&mﬁ : Asron Swartz and the stolen faptop
To: (C)

Any huck re-Interviewing the victim for the sedal number?

[b)(ﬁ),zsizmﬁ | .

U.S. Secret Service

Boston Field Office

[EEETT | e

.Can vouo@oudrhaemhﬁm, whomever is appropriste

(b)®), ' ' .
[maiko: hs.gov]
&mmmw Janmzs,mu:az

To: Heyimann, Stephen (USAMA)

.WRE. Do we know the setal mw«mmmm

(bXB), (
Fhave not heard

U.S. Secrer Service
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Boston Field Office

- ﬁ??iﬁs,b C =
Fram: Heymann, Staphen (USAMA) [ . o bstoj.gon)
Sent: Thursday, January 13, 2011 1:55 PM
. Subject: Do we know the selal number of the stolen laptop yet?

Does it mesh with the one used by Swartz?

All e-mail to/from this account is subject to afficial review and is for official use
only. Action may be taken in response to any inappropeiate use of the Secret
ice’s e-mail system. This e-mail may contain information that is privileged,
law enfircement sensitive, or subject to other disclosure Emitations, Such
hfomaﬁonisbanedmyoumdaholﬂdnotbefmthwdiqsminmdwmme
pemisdonofﬂnwmlfyouhmmivedthise-mﬁ!hm.donm
keep, use, disclose, or copy it; notify the sender immediately and delete it,
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per

[

Re: Aaron Swertz and the stolen laptop

- [o, |
All, Det. {b)7)X isworkimmmﬁm'viewme'mpmﬁngm,lwinchackmmimhcm The student
who saw Swartz mﬂmstwuumisminseoviewaphotoamymﬁmom.ﬂwmnoeis

Middlesex ADA to get a time whan we can have s oi Siywn %

 Sent from my HTC on the Now Network from Sprin

: 'F_-'(W)@ | .
m

Any hckre-lntewlgmwvlctlm fnrtﬁeserhl number?
Ve, _ e .

- U8 Secret Service
Boston Fleld Office

- | (BX8).(bX7)C) [BXE),(BX7)C) .
| e I - 6), ( 0.0V
. Froms: Heymann, Stepher "m“)[m }

e I Oy, JEMTERY ) 13, 2011 3:27 m
HOXO).BI7NC) _ IBoS
Subdect: RE: Do we know the seiel number of the stolen aptop yet?

- Danmbaséwlth him, whomevar is appropriate .
S (-3 ¥ 3T (o) i )(8).(BX
- From [ma 5.907]
" Sent: y, January 13, 2011 2:12 PM

rummmm)
mkstpomhmﬂnw!mwdﬂummm
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PR .2
e |

US. Secret Servics

Boston Field Office

(BXENEXTC) | .
) X6),(D)(7)(C)

From: Heymann, Stephen (USAMA) [nullq . pusdof.gov]

Sent: Bnuary 13, 2011 1:55 PM

Te

ursday, Janug
‘ ,(ba)(C) . OIS

)
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Heymann, Stephen tUM ' govs

RE: Do we know the selal number of the stofen laptop yet?

Per EOUSA

(bX5).B)7)C)

(bX6),{b)7)(C)

BOS) [ usss.dhs.govl
_ 3y, January 13, 2011 2:12 PM
Ton Heymann, Stephen (USAMA) .
Subject: RE: Do we know the selal number of the stolen taptop yet?
" )have not hesrd from Captai
[EEEXTRT |
U.S, Seczet Servive
u .
I(bx'e).(b)m(C)' | B 5 '
From: Heymann, Stephen (USAMA) [maite] Jusdoj gov)
hursda y 13, 2011 1:55 PM
Sulijact: Do we kncw the sell mumber of the sinien lapiop yel?

- Does it mesh with the one used by Swartz?

All e-mait to/from this account is subject to official review and is for official use only. Action may be taken in
response (0 any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information -
that is privileged, hwenfomunmwmiﬁve,waabjeamo&mdisclommliqﬁuim Such information is
lmmmmmmwbemmmmmmmofmmm ¥ you have
mﬁvedﬁkmdlhm,domtbep,uw,diwhm,wwpyh;mﬁﬁﬁemﬂwimeﬁﬁdym&m

it. _ :
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W(bX7) _
'"'"rsdw January 13, 2011 3:36 PM

QU — oSy BRELEXTRCT =

Rez Aaron Swartz and the stolen laptop

. 331 pm
Aaron Swanz andﬂne stolen laptop
To: ) odu>
Any luck re-interviewing the victim for the serfal sumber?
X8), 1

mmbomlauwmessalnmbcafmemmm
c"'”""."““""*"’"""’"o kaappmprm

Tor oY 201&2'12?"
| wwmmmms’u nmdﬂnsummm

{ have not heard from Captainkby7yicy et
BXE)

U.S, Secret Servive
. m -
' (®XB),(bX7XC) i
{(DXTHC
ﬂm Heymann, {USAMA) [l'ﬂﬁ!j BX7C) Wl

13,”11 llssm
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* Does 1t mesh with the one used by Swartz?

Al o-mail to/from this account is subject to official review and is for official use only. Action may be taken in
respanse 0 any inappropeiate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned o you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in efror, do not keop, use, disclose, or copy it; notify the sender immediately and delete

it. . \ _




WGBMA)
Subject: RE: Do we know the selal number of the stolen faptop yet?
t have not heard from

Senly Thyrada: Iaois 1,2011)1:[5591\1 ikt o]

Does It mesh with the one used by Swartz?

Aﬂ&mﬂWﬁomthismmtiswbjﬂhoﬂiﬁdnﬁmmdisfwoﬁcidmmbnAcﬁonmwbetakmin
memmwdﬁewm'smmWM&wmmM
mwmmmmmmmvgmmmmmmmm Such information is
wwmmeumwﬁm&Mothmmﬁmm
received this e-mail in error, do not kecp, use, disclose, or copy it; notify the sender immediately and delete

it.
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3’

Heymann, Stephen (USAMA) | jgov>

RO MALL LR, 2311 135 P

Do we know the seial number of the stolen laptop yet?

§a§;

Does it mesh with the one used by Swartz?

2385



From: Hemmswphmwmlzm WERTHO lasdomw
. St

13, 2011 11:24
A s 0
Subject: Twill meet you two &t MIT -

You both iere oc'd with directions yesterday, right?

2386




' 'T)(e).(bm

(B)(5).(bX7XC)

Per EOUSA

2389




“.

Fom: Heymann, Stephen (USAMATL O ORO)— ogioscors

Sent: ' 2011 £1:04 AM
To: anomxbm 5
Subject: Stolen Laptop Report

Dowuhveaeopyofﬂtepolbemmmﬁevmmuulampmm,wdoweneedtomﬁm
return on that one? .

2390




Per EOUSA

* Friday does work for us, although it might be easier to start at 11:00 {our confarence room is booked from 9:30 ta
11:00). Hopefullythat's okay. :

wmmbcmlnmmm-arb. To get here, walk
Avenue. Youwﬂlemahmebbby(kmn_asmbbnlaMmalmc

called Xifian Court). Mnnwu’relnlobbymmwtbem”hvatommmhﬂthmwnﬁm
thlmyoumayseeas@nthatsays%hhyza'manam but you're in Lobby 10 at that point). Take elther of the
elevators to the third floor, When you exit the efevators, immediately tum left and you will see a sign for the Office of
the General Counsel. Follow ulehallmyunﬁlyoumammusbxforﬂteentvanmmtheoml:fwesener'al
Counsel, ' .

rmlnmeeﬁmme_buﬂwftway,sqlwnlbemewhtkamble.bu;manmofdmmmmmldmlh
tomorrow, - _ L

"G

ATEa

2391 |




..ﬁng;,g;

AT.EDU3P)E).(ON7XC

RS

«dhs.gov> EXS.®TC) | .
s Heymanh, E&?m (USAMA) '

-.Yi '.

A

EXOOXNC) ]

Fridey does work for us, aithough it might be easier to start at 11:00 {our conference room is booked from 9:30to
11:00). Hopefully that’s okay. ) : : _

1 have been in contact with the folks in IS&T and they came up with a slightl

probably want to speak with, They suggested{®XB)B)THC) —  Jand|O)C

would likely be able to provide the same information thatf(X6).(0)(7)(C)|and(PX6),(b

[BELENTIC pdvised me that he probably can't provide much information beyond what you could get fro
you still want to speak to everyone, 'm sure we can make & work, but | just want to be sure

s possible. Let me know your thoughts, - _

We can hold the meeting In the Office of General Counse} conference room, located in room 10-370. To get here, walk
through the main entrance of 77 Massachusetts Avenue. You will enter a large lobby (known as Lobby 7) and see a fong -
corridor directly in front of you {known as the Infinite Corridor). Fofiow the infinite Corvidor untit you enter another .
large open lobby, knawn as Lobby 10 (you will see a large set of doors on the right that look out onto 3 large quad facing
the Back Bay, called Killian Court). When you're in Lobby 10, there will be two elevators on your left (to further confuse
things, you may see a sign that says *Lobby 137 with an arrow, but you're in Lobby 10 et that paint). Take either of the
elevators to the third floor. When you exit the elevators, immediately tum left and you will see 3 sign for the Office of
the General Counsel. Follow the hallway unti! you see another sign for the entrance to the Office of the General

2393



¥m In meetings the bulk of today, so | will be somewhat Inaccessibie, but we can coordinate any additional details
tomorrow. ‘

(BX6),®)(7)C)

Office of the General Counsel

Massachusetts institute of Technology

77 Massachusetts Avenue, Bullding 10-370

Cambridge, MA 02139
MWBX7XC)

:[EOGRNC) ]

mmﬂmmuummmummammummmmmmmmmmmwmmum
applicabia law. These materlals are intended only for the use of the intendud recipient, Dalivery of this message to any person other than the
intended recipient shall not compromise or waive such msmlw,memfmmmuuaﬂhmmm

m:’mmw&usm e RGN ey

@n MI 10, 2011 4:30 PM
‘Tog(®)(6),(BX7)C) B} (OXTNC]

SubJect: Confimiing Tnterviess

If you can make it work from your end, let’s do the interviews on Friday beginning at 10:00 a.m. | anticipate

| [EIETERTICT | and [EREHERTICT Jjoining me. Tent s we would ftke to speak with the following five people in

[P

the order listed (as well as anyone else you may think useful or appropriate),

Per EOUSA

. Thank you, Steve
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All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
meywmmmdhwsm's&wqmewmymmm

wwmmwmumwmmmﬁm«wmm I you have
W%wﬂﬂhm.hmhmmdﬂmawmmﬁﬁﬂwmwmmm

RILF

e it bt



(bX8),(bX7XC

Fronc ' ' l-laymm\,Stepfm(USAM usdojgov>
Sent: Tuesdy, Jomuay 11, 20119405 3 . .
Toe B )
Whatisthe name of the task force? |

From

e 1

[

m"""'?s'.'umm

The same address as me should work

I.Mumr
(BXB),(bXTHC) Y3, —
_mmeymmwm(usmmmmf . Joecoj gov)
g Timsciay. Januar n,zonmom
Audelwam
Whnmaﬂimaddressdmldlmfor DXTX
m_') - |

Police Department
tmmmtellmmmmofthemhmts)
(your office address)

EXNer | ' (BXE).(
_ BOS) {
:Eu Tuesday, January 11, m)x 7:43
Sulject; RE; Aaron Schwartz

usss case number Is 102-775-60071-5

_ (b)(ﬁ).(b)(n(c)

Bom Fielt! Ofﬁne
'(b)(e).(bxnm)l

usss.dhs.gov]

' ir_—_e,bx 0 }
b )6),(BX7X(

Sant My Januuy Il zon 7.27AM

2396




o6, BY7XC)
mlf laos;

What Is your case number on this investigation? (I need to know it to apen .aninvmhtbnoni our end with a
victim.} Thmls, Steve .

it.

2397,

PR




. peeme |
Jtolka.org>
1, 2011 850 AM
Wm}s TBXTIC) BOS)

. - -
Subject: ' MIT & JSTOR
Goaod Moming

Peraéonyemtlonlhadwﬂhwhaamunsdafmmdwsmnmmmummataﬂfumrehqulﬂesbemade

mmmww:m.nmmmm "Jon this message.
it _

JSTOR | Portico -

BRELERTIC ks ong

2398
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(b)I(G).(b)C’) .

¥ you can make it work from your end, let’s do the interviews on Friday beginning at 10:00 a.m. $anticipate
jolning me. Tentatively, we would like to speak with the foliowing five people In

the order listed (as well as anyone else you may think useful or appropriate).

W

Per EO

JSA

Tlmik youl, Steve

2400




T.: o)ite v
Sotjoct: RE Aaron SHwarG

' mmmmaummudlm@mwim
OB —

Cambridge Potlice Department
{whatever you tell me the name of the task force is)
{your office address)

_. TBXTYC)

Ty ,zou g
Yot Heymann, Stephen (USAMA)
Subfeck: RE: Asron Schwartz

USSS case number ks J-102-775-60071-5
EXEIENTRG) | '

. Secret
Bouou Field Office

o
mmamm) e Foj.gov)

SN _LUCSGaY, JABUSH u 2011 7:27 AM
Sultject Asron Schwart

What is your ¢case numbéronthls investigation? (Ineedto knéwittnopen an investigation on our end with a
victim.} Thanks, Steve

All o-mail to/from this account is subjeot to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secset Service's e-mail system. This e-mail may contain information
wadwmwmmmmmmmbjeuwmasdomhnﬁmsmmﬁmmumm
loaned to you and should not be further disseminated without the permission of the Secret Service, If yon have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it

2401




USSS case number s J-102-775-60071-S

M c) ]

U, Secret Service

:a&ﬁmmm)[mﬂ “ ' o gov

gadav, Januacy 11, 2011 7:27 AM
B0

Whattsyourmemﬁberpnmislnvesumm? (Ipeedwkaowitmopenwlnvesﬁs‘aﬂononourendMa :
victim.) Thanks, Steve _ '

An&milh/ﬁomthisawmmtismbjeumommmisforoﬂiciﬂmmly.Acdonmaybeuhanin
mmw@mﬂmmﬁh&m%o—mﬂmmmwmm '
ﬂmispﬁﬁkgad,hwmﬁmmmmﬁ&vg«mbjmmm&ulmﬂmimmwamﬁmis :
hmd‘hmmdﬁmﬂdnmbeﬂnﬁudimmﬁmdwmmmmﬁdmofmmmﬁwuhw
mmﬁammmm@_mmmgmmwmmﬁﬁmmwmm '
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: . . . )B).(BX7NC
From: Heyiiann, Stephen (USAMA) Xe) jgov>

Sent: e vy 1,201 727 AN
T¢ ,(B)( _

Subject: Aaron Schwart2

What is your case number on this investigation? (i needto lmow Rto open an Investigatbn on our end with a
victim.) Thanlrs, Steve -

2403




" From: EDU>
To: i\9)
e ' _
Subject: Re: Maeeting
Astachments: PGPsig
Hey|(©). -mformnwy,lhaveaconﬂietasl'nbeinanainingatM(onWed,m)-lmavaﬂaﬂeu

12:00 on Wed/Fri and i's over at 3; Thursday is fairly clean, except for & 10:30.

S ecurity Systems & Services, IS&T
_[Mn—'_—(b).(e).(bmm —

PGP public key ID:.l Il http://pgp.mit .edu

' f bX6),EX7 1
On Jan 10, 2011, gt 2:43 : ) wrote:

M

~ AUSA Steve Heymann is schaduling Interviews between MIT staff and Detective
_ the logs. ﬂeknmmmkupmwmmm:v. You will probably get the call later,

E;xs).(bmm |

Boston Fisd Offioe
(®)(8).(bX7XC)

All e-mail to/from this account is subject to official review and
is for official use only. Action may be taken in response to any
- inappropriate use of the Secret Service's e-mail system. This e-
‘mall may contain information that is privileged, law enforcement
sensitive, or subject to other disclosure limitatioms. Such
information is loaned to you and should not be further
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disseminated without the permission of the Secret Service, If you
have received this e-mail in error, do not keep, use,. disclose, or
. copy it; notify the sender immedlately and delete it.

RIF
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Sent: Mon Jun 10 18:20:53 2011
Subject: Draft Notification of State Arrest

U.8. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD OFFICE FILE: dJ-102-775-60071-8
t CRININAL INVESTIGATIVE DIVISION X-REFs N/A
INFO: INVESTIGATIVE SUPPORT DIVISION SEIZURBH: N/A

BUBJECT: NOTIFICATION OF STATE ARREST
: ABRON H. SWARTZ - .  DATE OF AREEST : 01/06/11

ACTUAL 108S: $TBD | POTENTIAL LOSS: 450,000.00
 STATUTRS VIOLATED: BRAKING AND ENTERING C266 S18 '
CASE TITLE: ABRON SWARTE ' '

CASE TYPE: 775.426 - UNAUTHORIZED ACCESS UNIVERSITIRS
SECOMDARY TYPES: 848.191, 848,304, 048.930

CONTROLLING OFFICE: )2

REPORT MADB BY: X6), Il

DATE CASE OPENED: o1 1
- PREVIOUS REPORT:  N/A
. REPORTING PERIOD: 01/04/11 - 01/10/11
"STATUS: CONTINUED _

© SYHOPSIS:

Aaron Swarts was arrested by MIT Police and agents of the New England Blectromic
Crimes Task Force for breaking and entering.

-Cage continued in Boston.

DETAILS OF INVERSTIGATION:

(OXB)LE)NTXC) freceived an email from[BYELEXNEC) . Jthe JSTOR (C) |
stating that at 0800 excessive downloading of journals had been detected from MIT
and that all of NIT access to JSTOR would be blocked. JSTOR converts printed
scholarly journals into electronic form and stores them in a central archive that
can be accessed by libraries and institutions such as MIT ' STl

2406




. drive unattended, under a table, powered on and commected to the MIT network by &
cable. Using gloves SA[RXELEI(] examined the netbook. The metbook appeared to be

- frozen halfway in the shutdown state and all attempts to access a texminal on the
wachine were unsuccessful. It was determined it would not be possible to conduct
live foremsics or captuve a suapshot of the memory of the computer in its .current
state. The laptop was placed in an evidence bag and turned over to MIT Police to
be inventoried into evidence. '

Algo on 01706711, Sa[P)NE).0) |and |(")(°)'(°)(7X°) ltraveled to Cambridge Police

Headquarters to interview Swartz. At Cambridge Headgquarters SA net
Philip @ Cormiex Kb)8),(bX7)C) - goodcormier.com) . Cormier ormed SA
DIOXDW@] that he represented Swartz and that his client would not make a

statement.
JUDICIAL ACTION:

. Op 01/06/11, Rarcn Swarts was booked by Cambridge Police Department for violation
of Masgachusetts General Law chapter 266 section 18, Breaking and Entering in the
daytime for. felony.

on 01/07/11, Aaron Swartz was arraigned in Cambridge District court for violation
of MGL C266 sis, breaking and entering and his case was assigned docket mmber
. 1152CR0073.

2409



SUSPECTS / DEFENDANTS:
ARRON H SWARTS - DEVENDENT - ARRESTED (STATE)

AKA:
RACR:
SEX:
DOB:

FBI:
8ID;s
HT:
WT:
EYES:

HAIR
1599;

1599A:;
PHOTO:
- PRINTS ¢

POB;

DL/STATE:
ADDRESS :
EMATL:

N/a
White
Male

11/08/1986
*

675304KD0
MA105856559
- 06"
120 1bs.
Brown
Brown
Pending
Pending
Yes
Yes
Chicago, IL
N/A

N/A

DATABASE CEEW 01/07/11

EXAMS CONDUCTRD:
BCSAP: Pending

Poly: N/A
FSD: N/A

DATABASE SERARCHES CONDUCTED:

MCI / C1: 01/07/11
NCIC/NLETS: 01/07/11
CC8/CPT: 01/07/11
LOCRL LE: 61/07/11

A

Rapults of database aearehes have been reported under *Details of Investigatio\n“
EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

All evidence in this case is cuxrently at MIT Police Headqiurtex:s.

DISPOSTTION:

Case comtinued pend.{ng_furthat investigation.

-_Boston Field Office

L (0)(G) (OXTXC) |

/ Ricclardi
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Heymann, Stephen (UsAMA) [EXCHEX7IC)

from:
. Sent ) onday, Januery 10, 2011 430 PM |
'0: |

tho onier I {as well as anyone else you may thing useful or appropriate).
. .

Per EQOUSA

Thank you, Steve

2411




'smbmmrano:oomwso

" A an (USAMA) | 0©)-BX7XC) |",' g
EYE" $-LOANTIIANS N N '_
7o} bXB).b)7)(C) il
Sent: Mon.Jan 10 15:37:09 2011
Sulgject: RE: MIT Interviews

Couumbeammm:oownna9:ao,ormes:aoonmepuom )

B ey
- To: Heymann,

. f‘Y;

Jan 10 14:32:10 2011
m RE: MIT Interviews

fﬂsetmﬂnMwsforFrldayatMrrﬁnn. Both of you wide open. #f so, ¥l propose starting st 9:30 or 10:00and
wmumumm

nmw
/] 3 m10, 201 2

ro:neyum, o, Stephen (USAMA) ) '
‘Subject: Re: MIT Interviews o

| travel back on Thursday and will be warking m&ay.

{3 5
zs5.0hs.a0v>

(EXELEXIC
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Sent: Mon Jan 10 12:16:04 20131
Sulject: MIT Interviews

Is my memory correct thatfE] Jis out until Friday, but back on Fridey? |
If so, are you both free on Friday to interview the core MIT people and(BY) 1

per EOUSA

Steve
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: ) {B)7)C) o '
Fromu: : mbridgepolice.org> .

Sant: M 2011 3:
™ L6 — RO 1/ P
Scbjact

Re: MIT Interviews

10:Msmmmwmmlhwea8mh&30almdymW.

To:B)G)ONXC) — —  hsss.dhsge
Sent: Mo Jan 10 14:32:10 2011
Subject: RE: MIT Interviews

Pl set up the interviews for Friday at MIT then. Both of you wide open, 1f 5o, Pl propose starting at 9:30 or 10:00 and
going as long as they take. )

Ser EOUSA

. ismy memory correct thatfBEJs out until Friday, but back on Friday?

:fso,mmbom&eemnmytomm@wmmmmmm ¥
Steve ' |
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per EOUSA

®)X5)|
Subject: MIT nm
. - {per EOUSA
Is my memory correct that[FT_Jis out until Friday, but back on Friday?
|fso,$rg_,youboihfre¢ni_t Fﬂdwtomwleﬁmammpwﬂemw ?

Steve
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(6).(BX7XC)

From: Heymmn, Suphen (USAMA) usdioj gov>
Sents 0 anuary 10, 2011 2:53 PM
To: (B)(6), )(7)(0) 80S)

Subject: T REJStor

I would stif fike to talk with him about the events themselves. Can we set up a time fater today or tomorrow
morning? From his perspective, it will also inform his discussion on Wednesday.

(")(6 X (8),(bX7)C) aov]
] mll 2.‘49 M

To: quann, swm (USAMA)

tjmtgotmmmhim He did receive my email. JsmulnsamtfngsdmedforWednesdanoMsjmhow
mevmm&onluemenemsmﬂﬁscase He also said they are preparing the logs for us.

pusdo).gov])

Have you been able to make contact with JSTOR? 1 have been given the name[FTEIERTIC) |
-asthe 30N to which to reach out, if you do not have an independent point of contact. His
numberis '

_ meouﬂndsometlmsduﬂngwhld\mmlmnldtamohlmwgetheroverﬂlephone,presummghels
. outofstate,

. Thanks, steve

Aﬂemﬂhﬁmmmmaxbjmmomchlmﬁmandwfmomddmm Action may be taken in

- response to auy inappropriate use of the Secret Bervice’s e-mail system. This e-msil may contain information
that is privileged, Iaw enforcement sensitive, or subject to ather disclosure limitations. Such information is
MbmmwﬂdmhmwmmmofMSmMmﬁmm
meivedllusmnilmm,domthep m,dnsdose,wwpymmﬁﬁﬂnmd«hmﬁmlyauddeleh
it

2416




Monds
ERENCe) ——— §

B Aamonagen

JStor

Have you been able to make contact with ISTOR? | have been given the namefETBIEITIC) Fﬁ's
[ETEIGRT_] as the right person to which to reach out, if you do not have an independent point of contact.
number IsfIBIBRTC) |

Can you find some times during which you and | could talk to him together over the phone, presuming he &s
out of state, . ;

. Thanks, steve
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Heymann, Stephen (USAMAJFERH'KEW X lﬂdﬂlw>
Monday, January 10, 2011 232 PM rr_l(bxm.m O
torna cambridgepolice.or

Frone
Sont:
To:
Subject:

Pl set up the Interviews for Friday at MIT then. Bath of you wide apen. If o, Il propose starting at 9:30 or 10:00 and

s 00v> LOXE BT

15 my memory corvect that{ET_}s out until Friday, but back on Friday?

{per EOUSA

| nm,mmmmmrﬁwmxmmummmmphwlm

Steve -
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Frony; Mwnm>
Sent: 2011 230 :
, KFW )(PXTXC) umwﬂﬁamm

Subject: Re: MIT Interviews

-
|

| travel back on Thursdey and will be working Friday,

Is my memaory correct that P Jis out until Friday, but back on Friday?

per EQUSA

i 50, are you both free on Friday to Interview the core MIT people m{mﬁ
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Heymann, Stephen (USAMA) [PEERme Lsdoj-sm
Janyl

From:

Sant: 20111250 PM
To: (8),(BH7XC)

Subject: RE: MIT Interviews

Please check

From: (BOS) [ H
Sent: Monday, January 10, 2011 12:21

To: Heymann, Stephen (USAMA
a;joeuas:mxm )

tbeueveheistmbackonmaybutwﬁmtmtomeomcemﬁlnutMondav.

Boston Field Office
(b)) EXTNC) I [EEEme ]
- , ' per EOUSA
Is my memory earrectthats out until Friday, but back on Friday? -
I 50, are you mmemmmmmmthmmmmhmlm’ o |7

Steve

Al e-mail to/from this socount is suject 10 official review and is fr official use oaly. Astion may be taken in
mﬁmthmmofﬁeSmaWs&mﬂm.M&m@lmymwm
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From: ' Heymann, Stephen (USAMA) I (EXB)EITXC) hmw

Sent:
= T
Subject
' ) | | rEOUSA
smwmwmmm:ww,mmMmm? pe .
| ‘f”a“evwbothfmonFrldwtointenhwmemmrpmleawrﬂ_" > r

Steve
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I e S ————————————____ ]
(b)(6).(b)(7)(C)

From: Heymann, Stephen (USAMA) isdoj.gov>
Sent: Monday, January 10, 2011 12:14 PM

To: [0)6),B)(7)(C) |80s)

Subject: RE Please contact Postal

Thx

p—(O[XOIGI) il

From ’ BOS) [mailto sss.dhs.gov]

Sent: Monday, January 10, 2011 11:54 AM
To: Heymann, Stephen (USAMA)
Subject: RE: Please contact Postal

6),(b)(7)(C
USPI RIS is running it now.

(b)(6).(b)(7)(C)

U.S. Secret Service

Boston Field Office

(0)(8).(b)(7)(C) (0)(8),(b)(7)(C) L

From- Heymann, Stephen (USAMA) [mailto| usdoj.gov]
n 10, 2011 8:47 AM

~ |BOS)
act Postal

Please contact Postal and see if they are delivering mail to Aaron Swartz at 950 Massachusetts Ave, Api
Cambridge 02139

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it.

2422



ow Y5 T T0:34:15 2011
WWENMIT&M?

Whodowahweqnmemul‘l’asl:l’owe?

U8, Secret Service

ce
I (b)(e).(b)m i

E](bxﬁi.ts)m(c) |
: n, Stephen (USAMA)} [i busdng.gov]

R ’x- IR RIS 10,”113:47m

Pleaseoonuct?ostal and se if they are defivering mal to Aaron Smmatssomssdmenshve.
Cambridge 02138 - .

(b)(e).
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From: " Heymann, Stephen (Usama [PXC).BX7XC) oj.gov>

Sent; 2011 84T AM
To: BYB).X7)C)

. I b '(b)
Piease contact Postal and see if they are delivering mail to Aaron Swartz at 950 Massachusetts Ave, Apt
Cambridge 02139 . _ - _ '
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- Fbﬂii.(B)m(C) lw EDU>

From:

Sent lanusry 08, 2011 1:37 AM
m - d i U

Subject: Re: Theft of material from JSTOR
Attachments: PGPsig

justsawthis im I'm hoping to have the

peaplﬂowslmdeoﬂogull in by to me Monday, poseibly sooner - if you don't already have a copy of the video or

(6)'(b
OnJan7, 2011,a11_:s9m,| LBOS)wmte:

|amamgemwnhtbeu.s Secvet Service in the Boston Reld Office, i&m’mﬁﬂgﬂleMOf u.‘;u DI
through an unauthorized Intrusion inta the MIT network. | was given your contact infarmation fror Could
: youplemesﬂmateformﬂmmomhwwluufmdmmmtmmhwehe'endownloadedvanmnSwam
' frommvmberofzomunﬂlvemmy? i

.S, Secret Service
Boston Field Office

(®XE)EXTHC)

All e-mail to/from this account is subject to official review and
is for official use only. Action may be taken in response to any
'inappropriate use of the Secret Service's e-mail system. This e-
mail may contain information that is privileged, law enforcement
sepsitive, or subject to other disclosure limitatioms. Such
information is loaned to you and should not be further
‘disseminated without the permission of the Secret Service. If you
have received this e-mail in error, do not keep, use, disclose, or
copy it; notify tlie sender immediately and delete it.
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, Janu 2011 1:28 AM -

(b)(6).(®X7

o

ned mefing of events on JSTOR incident
Jstor_incident_timeéine.cloc Untitied attachment 00022.bct; PGP.slg

Attached is the timeline, finallzed and seen by the network operations staff involved.

2426



L ' 6),
from: ‘ Heymann, Stephen (USAMA) KOG oj.gov>
Sont: Friday, January 07, 2011 5:55 PM
Te: {O)6).(bY)(C) A
Subject: RE: Evidence Presérvation

AT&T, correct? -

e IR~ il
Sent: Friday, January 07, 2011 4:58 PM '

Toi Heymann, Stephen (USAMA)
Subject: RE: Evidence Preservation

The phone nmber not been ported
: l(b)(ﬁ).(b)m(c) " ' : -
U.S. Socyet Service

Boston Field Office |
|(bxe).<b)(1xc) ' [EXE.oNC) |

From: Heymann, Stephen (USAMA) i
Sent: Friday 07, 2011 4:30 PM . \ :

To: (b)8),(b) )
Subject: Preservation :

per EOUSA

(bXS)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service’s e-mail system. This ¢-mail may contain information
that is privileged, law eaforcement sensitive, or subject to other disclosure limitations, Such inforsmation is
loaned to you and should not be further disseminated withowut the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
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“BIG) BB BYTIC)

per EOUSA
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Heymann, Stephen (USAMA)[ ™
Friday, January 07, 2012 5:46 PM

(bX6)LMX/NC) ]

B,

T Trusdojgors

XN — |per EOUSA

Thank you, Steve
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(bX5)

per EOUSA
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i

Heymann, Stephen

(B)(6),

Hov>
Friday, January 07, 2011 4:30 PM BN BTHC
cambrdgepoicearg O Jog

Evidence Presajvation

3;

(bX5)

'per EOUSA

T 2431




{(DITHC :
(b)(6),(b)7XC) ebidgepol R
G Iansan 07'2011 . ¥
EXENINC) st v FORMBTIET .,dq,gwl e losx

N " =1 .w ml
&MWW m«mwmmmwww

mﬂmmwspublcknmmmuwmmmhmmum

L‘L_LQ..' 23

4 D«'HIZ"'&"V BST
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~ Peopleinvolved:
W)W e |
ss70R[ VRN

JSTO,
Cantbridge Police Detective
lhﬂl%q‘yﬂt« piclet Service Specidl Agend

Iz \{
\‘,lo-o

MIT
1

MIT CaquOXOWBRIC ]

| ~ G

ORI
TTIRYE).(bAT)C)

M

MITs)l(b 7
MIT TG BRI
i bXB),(bX7X

raYi

|
=

MITb)(6),(bX . ; .
Sun 9/26/10 | 12:31pm MMEUMJSMMMQMMW
- downloading of journals o
started and that all of MIT's access to JSTOR has been blocked.

ﬁoﬂowsupvﬁmmvmﬂmﬁngimoideuﬁfyhgw.
2/10 | pm - JSTOR restores MIT's access having changed their blocking to just
m 9).6K7) {m information -
dimvmd’meahbommmnﬁworkmgisﬁaﬁmmedﬁaryﬂost

with host registration ocourring on Fri 924710,
Mon 9/27/10 |pm  Computer registration for bogus host dissbled.

: '1\1e911,28/i&!al:l 'm@ﬂmmmmmmgs«aﬁmm
as well a5
" bmmmmnmmmamumzmmummmm

. JSTOR's
futare courses of action around blocking, as a) blocking is usually a temporary
_ solmionandb)this.p'oblemwouldmostlmmbmnmadd:mum
ensily : : o
* changed.
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kbecmolearﬁmtﬂumwdlﬁdandmmmm&possmemof

spidering ISTOR -
wnlmtbdng All‘bogushos.mgisn'nnommdmbled

theinfomaﬁmﬂmiuppmstobo
wmgomgmmeg:moncapdﬁlnyﬁomawhvdeomwuonmbmwng 16.

Wed 10/13/10} 3:42pm s andSwnmymthat_dnwillpmthc_ :
Libraries moving to the proxy/ :

binqﬁmasmwhe&aJSTORissdllming

dmvnloadim.
Vowessupportfmﬂ:sh’bmnestomovetoeconhollpmxysysmﬁrms
200685 10 JSTOR.

’l‘hulOIld_llOlS:OSpm (6).(b fex
sort of indication that we've '
ﬂmﬁedmmmyamemmofbangabbwidm{ymﬂnm

‘Ihu1011411019'09pm E&’
random guest user
mhngatlmptstothwmde&echonwhmmmgourwiredmm

' )] [XG
Thnwlwml liJ&mMﬁ.fmmyupdmstonnM Bﬁﬂ

Thu 10/14/10§ llﬁm.-mm&mmdmmm aromdememembohc
- activity of JSTOR at MIT.

Fri 10/15/10 ] 1:31am PB??H nai mmh@mmmmmspmm
location can be ' - '

detemefﬂwyshowupagam

)

Fri mns/mmzsm (6),(b forwmﬂsmmlﬁomJSTORleTSmwltyham,JSTORwould
_ like assurances that we conld Bﬂ

. momorfoﬂhmtypeofbehavlm- mpondstoJS'l’ORamumnot
technically feasible

for us to do that kind of monitoring. Tpoint out that JSTOR has many more
capabilities than we do

' tofw!imﬂmhndofmommmg.

mmm.hmmmnymﬂmwbr,ofmmmmmm

agamstﬂustype
' of threat.
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Tue 10/26/10 | 2:00pm Co
mnhenticuiontoJS'!'OR

) mhmwhnmmlsmkdmcﬂymmmm«ﬂm
using proxy.
Hhmuwmﬂdﬁmmaheaﬁmdmﬁcmwiﬂ:m(dn&smahwy
ready). Proxy.

sciver configuration changes would be made, JSTOR wouid be contacted and

would change the list .
of permitted IPs to only MIT's proxy servers,

Mon 11/29/10] 6:47pm Smnﬂymmedmmﬁwﬁommmmmdcdmis
ocourring on their site. It
ummmswsxmam,amofmmwmmmm
snyone inthe
mcommmﬂtycmhosta\lirmlmohineon.

o ’ wymmlsm;msmamhmas
mder:mpmaonﬂnt
bas beea muhenmmhadbeeasetupandmxywasbmgused. Discovers that hold-up
JS'!'OR'swilhmingmlmdmgmtomkcmasieforourms.
Tue 01/04/11 | 1:34am %ﬁﬂ ingdii)(7 ing ineidm;.hadmﬁng' to look into
incident at that tine. Cen '
P mmﬁmmmonmwdm&ml?adm,wmbogusgumwmm
as foumd 2 ‘
~ before. Started email reply en sterted examining older emails - all
formes abuses had
come from 18,55, W'nthmnawmkinfmmm“mmtoohgimto
Semityteamto
sdf-atﬁmmdmwmyfmomdmm&mdmm
immuganonmtothe ]
d andmmihlephwmllocau_onmmuswd.
ﬁeuserwasmmtmingmyofﬁetypicalmahodsmmm-nettoavoid .

od ofbeing disbled, ncocingaeigaing hisel an adltons! IP e
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80 communication wouldn't be interrupted if we disabled
beendomgthe

MOIMIIZ«&M mmdsmul

could firther pinpoint
loeatgonbuildmglé

an external hard deive.

anmmmemmmemmW-

mlyuﬁcdeshmdforﬂwnubooklsasinglemmwlnmadﬁessm

N —

counselmundty

of possibly having MIT police seize laptop.

b)(s .
xsnonﬁedbyandnoﬁﬂasmpoﬁee.

~11:00am ltt-mmwnhaddluowumfmmedoﬁmnetj

ms‘?}%‘?’ i hl@dmn

CSl.folks fume for prints and photograph the scene. Prints are found and lified
from netbook.

Scene is released for further investigation.

Mﬂmwﬂhaw-mmmaﬁrmaﬂmeaﬁmﬁ '

decxded,att!w
recommendation _e)’(b) the netbook be left in place to continue to
traffic to/from it. At that time, it is observed that the netbook is still reaching out

. mnn’n’ “
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JSTOR and downloading journals.
nwmmmmmmmmdemﬂnwmpmﬁm

m IP address I(T:_)(s)(bm) . l mw

m
~12:30pm mpbyGenwalComel'soﬁeemadmeM’l‘smmlof
lawenfmceumt'spmnoe
cmpmanddnmwhatnsm—mpewmdemfoﬂhemvemwm

that OI has
ises thet ruming over this evidence poses no

stewarddnpovet

(8),BX7X( '
~ ~1:30pm I Lndtoobmenetbook;twoopenpom

are discovered on netbook,
boﬁuﬂowﬁo:motem Sttmgytsdmrminedﬁxmunualmonmﬁng
of traffic :

. bad been discovered.
) . :
~2:30pm Pathsdmm.

~3:oopm _ 8),(b

over to Secret Service
: iswiﬂinseopeofinvuumonuﬁpmmhwm
rovides ’thhistoﬁmlmtmkﬂowdmcomaning
18.55.6.240 & 1.240 dating

from 12114 until ptesmtmdtdeHCP.loginfonmﬁmﬁmnpﬁor
- oocurrences of ghost-macbook :
' andglmst-lamopJSTORdownloadingiticidenu(ﬁnmSept.MOct.).

~3:00pm Scauiswmedbdtewayitwastbmdandallinvolvedclearmﬁm
building 16.

mmﬁm an Swwmmmmmmmwmmofw

occurred

. obsuvedswmpingoutthemmmskdﬁvewmmdiﬂ'mmm He
lef before police

conldarrive. Onhiswayout,dwsuspectmtsomhelighu. Asthismllhnrt

Nywmamﬁmhmﬁmuﬁvmofﬁemmmbom

%WM&WMWM&WEMM&M

mammmwmmmmmmmm
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Thu 01/06/11 | 12:32pm Smmmmkdnmwhﬂewvmgmmm bike helmet,

presumably thinking video cameras
may be in ballway. mmmmummmmﬂym

- his netbook, hard drive,
andnawmkcablsmdswwsﬁwmmlnsbaekpack. While leaving, he covers his

face again with the helmet

_ andisontwid:inzmmmswiﬂmotenmumeforpohoetonspondmthem

.qmck!ymughw :

(b)
-athome allsi0):_jseeing 2nd IP address that had been nsed by laptop,
m:nmmﬂwm ; . :
ﬂoorofhﬁldingl&. erifies location of IP address. The MAC address was
the
suspect had boen observed in the past changing his MAC address. Iusplauuihle,

given the circumstance,
, ﬁmﬂlelmopwasmovedupﬂmewhemthadbeenmadﬁmﬂnm

zéz;m ” | LAEC) " Idmmmding 16

'battempnomomtlnnetbook.

tbewaytoinformhhnmdﬁnpoﬁcepresmwhﬂemc
attempt is made 2o locate B}ﬂ :
. the netbook. them that he and mstappubendedme

~2:40pm . sealledandjmnsusquicklyml6wa|dmuacmgﬂwpundnd-down
wires in the TR to the possible
location of the netbook. ‘l‘henelbookewldmtbebcatedomhe%ﬁw

B .
: m%mMmWammem

by happensiance, after
dlesuspectsnetbooksmppedusinglt.

_ ~3 15pm mmmmm ‘Ihslmbookludbeennsmgamwlynmmd
. n'addma,howwer because
noves nwaspmcibleﬁm:thadbemreomﬁgmadtouseDHCPmbesfm
to&y'sDHCPontbr "ghost", part of the laptop's name that had been used over
the past months.
ghost-laptop is seen in the logs, with the same MAC address that had been used on
Pperifies
wmkuwlmmhmmmmm&mbh
'onﬂnnetwmkm
Mldmng()onﬂwSlhﬂoor Thclogdwws.

Jan 6 12:48:31 wall-streot dhopd: DHCPOFFER o 18.53.5. 2w
00r4c:e5:00:07:56 (ghost-laptop) via 18.53.0.1

Jan 6 13:27:01 instller dhopd: DFCPOFFER on 18.187.7:213 0
004cc$‘a0:c756(ghost-laptop)ml818701 o
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Auz4zmenemookmwm°nmemmwmm4 8 mimntes
being picked up from
buﬂdlng buildmgl(i 39 minutes later, ulﬂ@umpmwdmanetvmkmkm

oK% "-aruveat
W20 ‘l‘hene tls 0)e),

mdjwklouﬂmdmmmed.
drop location is in the SIPB
omce,roomSS'f

DXB),
bxn mqueapolicemumortoﬂwmupmmg

mdhadumnocompm The room is searched by all s

"y Bétead vdec table i eomerabmtmg filing cabinet. The netbook is plugged in to
' a ma a 1] 18 nm a
mmm:ﬁ“ sitting the mm
external hard attached, it
whenmbulldhglﬁ N e e ey

&mﬂdmmmmmamunm& It appeared to be in
8 halfway shutdown : It :
mmmwmmammmmmw
wasmfma'blewaymdoﬁvefomuiosonﬂwmwinmaumpmma
snapshot of current : Ve
call 10 the memory. The laptop is shutdown and bagged as evidence. ’8{ flplaeeda
to Cmbddgepo!iee '
mmqweabomgemngmmﬁngemmmforﬂnmm
4:45pm mm'mmmmm TN fo debeiet.

M ml??ks)'(b)i X Lﬁcetomseonferenceeaﬂ

~ and]RNOn0 tobﬁd‘thmonﬂntecbnicaldehilsofﬂnwod:,meslﬁ'
invo!wdandsequme events '
5, wlﬂchmbledmegmupwlowethemﬂ:ook. The call was concluded ~6:00,

AmnghappxmmonofM‘Psmﬂ'smspentonnﬁdmdmeSepmb«' 160hoursm
aggregate.

™
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o (BYE),EBXN(C) ‘
!

ks Fiday. ian Aty @
- (QIOYO[ONN

-

U.5.. SECRET SERVICE INVESTIGATIVE REPORT

PROM: BOSTON FIELD OFFICE . PILE: J-102-778-80071-8
T0; CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A

mro: INVESTIGATIVE SUPPORT DIVISION SEIZURE#: W/A

SUBJECT: ROTIFICATION OF STATE ARREST
AARON H. SWARTZ - DATE OF ARREST : 01/06/11

ACTUAL 1088: $TBD : POTENTIAL LOSS: $50,000.00
STATUTES VIOLATED: BRAKING AND ENTERNING €266 818

CASE TITLE: AARON SWARTZ .
CASE TYPE: 775.426 - UNAUTHORIZED ACCESS UNIVERSITIES
SECONDARY TYDRS: 848.191, 848,304, 848.8530

CORTROLLING OFFICB: BOSTON FIELD OFFI
REPORT MADE BY: sa[B)6Y, 7
DATE CASE OPENED: - 01/07/11

PREVIOUS REPORT: ~ N/A

REPORTING PERIOD:  01/04/11 - 01/10/11

Aarcn Swartz was arrested by MIT Police and agents of the New England Electronic
Crimes Task Force for breaking and entexring

Case comtinued in Boston.
DETATLS OF THVESTIGATION:
On 01/04/11, Detactive E:E:'gﬁm:z of the Cambridge Police Department and a
menber of the ect ¢ Crimes Task Force received a call from the

\ : IT.RDU) of Massachusetts Institute of Technology Police .
that an unauthorized computer had been found in a wire closet om MIT grounds and

. Network Traffic suggested that the computer was being used to download technical
journals. The. computer was found in a wire closet of in the basement of Building

2442
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16, the Dorrance Building (77 Massachusetts Avemie) which has MIT Biological
Engineering Department.. :
: )8).(bX7XC) | _
Also on 01/04/11, SA Detective
(0)6),(0) Jof the Boston Police traveled tp MIT and met
{0X6).(b)(7)(C Jwu

library had notified hiw that someone was downloading large numberas of journale
from the library without authorizationm. Larga amounts of unauthorized
downloading was first noticed by the library on 09/29/10 and on 11/23/10 there
was another incident of excessive downloading.[BYBLEN7\(Jwas able to trace the
activity to a particular switch in the wire closet. when [RXELRNTNC) Jwent to
examine the wire closet he found the umauthorized computer connected to the
swit¢h. An external hard drive was comnected to the netbock. The netbock was an
Acer Aspire One with a gerial number LUSAX0D001001100E1601. The netbook matchas
the description of an Acer netbook eported as stolen to MIT
Police on 12/31/10. The netbook appearsd to be using two IP address
and|(b)(6),®)(/)C) | which are IP address balomging to MIT. Use of NMap showed that
the netbook had port 22 and 8092 cpen. Port 22 is the default port for SsH
{Secure Shell network protocol) -and port 8092 that is often associatad with TCP
{Transmission Control Protocol) traffic. Cambridge Police processed the scene
for prints. A surveillance camera was placed in the wire closet to record anyone
returning for the netbook.

Also on 01/04/11, at approximataly 1526, the surveillance camera was able to
record a white male later identified as Aaxon Swartz {DOB 11/08/86) enter the
wire cloget. Based on the surveillance video Swartz appeared to replace the
external hard drive with a new one and take the old hard drive with hiw,

Also on 01/04/11, W . . pith g copy of flow traffic from

. the MIT network. 8A |bX6)(6)7] contacted SA[PI®MOXC)(orp) at the crT

. Coordination Center at the Software Engineering Institute at Carnegie Mellom
University. SA[BKE). | provided sa[BXB)®) |with instructions to upload the data to
‘the CERT drop box.

On 01/06/11, at approximately 1232, video surveillance viewed Swartz zeturn to ,
the wire closet and remove the netbook and externmal hard drive. At oximately

1411|(b)(6).(bX7XC of the MIT police Department called of

the MIT Police and stated that he had located Swartz ziding his bicyele on

MasBachugetts ? he_intersection with Lee Street in Cambridge
x ugett and 53 (b)6).0X7)] responded to Lee Streat to assist
tempted to interviaw the Swartz however; Swartz -

XBLOXTXC)
bicycle and ran down Lee Street. [RYG).(BXTNC) | and =a

b4

to inform h ey found the

agd beeg discovered again coming from the Stratton
wet [(0)6).0)7] and [)6).(0)(| at the student center and

a : and external hard drive under a table, powersd on
and connected to the MIT LAN by a RJ-45 cable. The laptop was placed in an

~ evidence bag and turned over to MIT Police to be imventoried into evidence.

same Acer Aspire ne
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ﬁ'@s w" [5)(0) (EWRE; |
Also on 01/06/11,

nterview Swartz. At Cambridge Headquarter
). ONT)C)

JUDICIAL ACTION:

No significant judicial action during this reporting period,
SUSPECTS / DEFENDANTS:

I?F)(ii,(b)miij I~ DEPENDANT - SENTENCED (STATB)
~1899; Y8
1599A: Y&s
AARON H SWARTZ - DEFENDENT - ARRESTED (BTATE)
AKRA: N/A
RACB: White
8EX: . Male
DOB: &gﬁg{t;:&ﬁ
FBI: 675304KD0
SiD: MA10556559
HT: 5/~ 06"
HT: 120 lbs.
EYES: Brown
HAIR Brown
. 1599 Panding
1599A; Panding
PHOTO: Yes
PRINTS: Yes
POB: Chicago, IL
DL/STATE: N/A
ADDRESS ;
EMAIL: K/A
DATABASE CHRCKS: 01/07/11
EXANS CONDUCTRD:
ECSAP: Pending
Poly: N/A
FSD: N/A
DATABASE SBEARCHES CONDUCTED:
NCI / CIL: 01/07/11
. NCIC/NLETS : 01/07/11
CCS/CPT: 01/07/11
© LOCAL LE; 012/07/11

Results of databaae searcbas have been reported under "Details of Inveet_igation".
EVIDENCE / CONTRARAND / PERSONAL PROPERTY:
All evidence in this cage is currently at NIT Police Headquarters.
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_ DISPOSITION: -

Case continued pending further investigation. |

[EREIEIIC) |/ Ricciardi |
m ) |
Boston Fisid Office
(b)8),(bYTHC)
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- L N -

Sent: 07, 2011 12:55 PM
You Klrﬂésmm.(b)m( leos)

Subject: RE: Packet Capture
)

Hi, _ '
'lnwmladn'tmwemmmminmeamdnwebmwnﬂg. 1 fixed It and restarted it so you should be able
to access it now. .

anusry 07, 2013 imm
A,m-
Subject: RE: Packet Capture

I have not been able to access the packet capture. s the site still up?

T AL ey

06,20113.25?"

lamatml'PDHQm.Imemmmlmmlmdwwmlmmmﬂmmmumm

I(b)(ﬂ)-(b)ﬂ)(c) |
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do not keep, use, disclose, or copy it; notify the sender immediately and delete

Al o-mail to/from this account is subjeat to official review and is Sor offilal use only. Action gy be takea in
WmmyimppmprhhmofﬁeMS«Memﬂsym This e-mail may cantain information
o & lm ® ) ) » & I3

RIF




) garon-swartz-an-{ie-open-libra

Reaily intelligent kid that just got buried under an svalanche of dumb.

For the ultimate irony, check out that video

1o, 4 or so minutes in...

a copy; go visit them'... this allows us to pull people into physical libraries. Qur motio is, kind of

onthesideofevexybook,wehavealitﬂeoptionwbcreyoucanmy,bmwor_down-ml..m
I guess," :

No wonder he didn' talk at all — seems like he might be quite familiar with how questioning

wortks... that, and he hangs out -
- EXELBKT)
b)(E), C) :
Consultant
ty & Services, IS&T
MIT

(b)(6).(BXTXC)

PQOP Fi i :

Please excuse typos sent via my pottable.

On Jan 7, 2011, at 7:48 AM, e “%W
. : .
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again: just before the second picture-in-picture they cut
"wewmmbeabletomy,'oh,justdownﬂlemeetthae'sah'hmyﬁathas




Inmd,ﬂ:uuis-Pm;thegnvment-tun Public Ac

designed in the bygone days
is everything that Google is not.

PawrishmmawfuL”sﬁdcniMdmud,themofﬁe effort and founder of a nongrofit
group, Public. Resourve org. “The system is 15 to 20 years out of date.”

Wom,hﬁ.hﬂmﬁmi@?mﬂmmmmmabmmuﬂw—
sovemmmdnmddommmmwwbyeopydght—andcbugwhmsama
m«wmmwmmmmm,mwmwmmmm
far more, while relative newcomens like Altf.aw,org, Fastcase com and Justin.com, offer some
mmdschupiyormﬁeahmthemnhglycbupeoﬁoﬂwaddsm%mcmm
Mmmmmomdmmmmmmwﬂumw&mmm.
but the system runs ahﬂmmhmofsomeSlSOmﬂﬂmmndingmmmmm

Tom.wmmm'smmmumawmwmmuww
mmmmumm“mmmwmmrsmmmmm
mhm&mmas&mmofmmummwm
mdphcedthemmﬁne.ﬂymism.hemmdywhkeonmelmdmbauofdimia
courts. :

'mehhﬂ»hdpofﬁeﬂwmmmmngﬁw,hdmd;ﬁeeﬁﬂoﬂwum

17 libraries around the country. Mr. Melamud urged feflow activists to go to those libraries,

_ &Mummdmammmmmwhimhmlhﬁmmm
Web, where Google could get to them. :

AmSwn,azz-moldSMmddtopommdmmmwhomdM.MaW’s
mwmmmmmmdmmm: 19,856,160 pages
of text. : ' n

-Mm&pt”,allofﬁe&eemmmdming. The government, it furns ont, was not
; , - %
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A otice went out from the Government Printing Office that the free Pacer pilot program was
mpmded.“pmﬁmmwdmﬁm”Amuphofwukshter,aGwmmPﬁnﬁngom :
oﬂiciﬂ,RichmﬁG.Davis,mldeﬂm“ﬂ:enwﬂtyofdemmvicewas :
compromised. The F.B.L is conducting an investigation.”

Rmﬂy,mm,amﬂlmofﬁcmdmmmwﬁmmupwmm
cmutnmxdssymhmﬂn2laeennny~hysimplygmbbingmmousdmhofﬂw
database and giving the documents away, to the great annoyence of the government. _

Lawyers for Mr. Malaniud and Mr. Swartz told them that they appeared to have broken no laws,
mmmmnwwmmmmmmma

At the administrative office of the courts, & spokeswoman, Karen Redmond, said she could not
comment an the fitte of the frec trial of Pacer, or whether there had been a criminal investigation
into the mass download. _

The free program “is not terminated,” Ma. Redmond seid. “We'll just have to see what happens
after the evaluation.” As for the system’s cost, she said: “We’re about as cheap as we can get it.
We're talking pennies a page.® - ;

Meanwhils, the 50 years of appellate decisions remein online and Google-friendly, and the 20 =
=mﬂﬁmp&§esoﬂoweomdecisionsmuvaihbleinbulkm,bmmmtweamy ,
searchable. “I want the whole database in 2009,” Mr. Melanvud said. |

Myr. Malanud, 49, has a long record of trying to balance openness with privacy, and has also
' M%Mﬁuﬁ%@%ﬂmwmmmwmww
their records online free. But the issue is a thomy ans with court documents, which often contain
rsciial informati SR

DmielJ.Solaw,amoihsoratﬂm leorge Washingtoss Univegsits LWSGMOLMM .
marketers skim court records for personal and making records easier to trolf witl put even -
more data at rigk. “It’s taking away this middle groung that offered a lot of protection,
practically, and throwing it into this radically wide opén box,” he said.

Bur this argument for what is known as “practical obscurity” does not convince Peter A, Winn, a
privacy expert who is an assistant United States attorney in Washington Staté. Noting that he was
spakingonlyﬁwlﬂmselﬁbengwdﬂmmemdﬂdopedmluomﬂslmmmm
protect privacy. ' '

“Jt worked in the bricks-and-mortar age — it should work in the electronic age,” M. Winn said.
The administrative office of the courts, he said, should take on the role of policing privacy on its
databases. “This is going to take focus and 8 lot of hard wark,” he said. _

Mr. Malamud agrees that the court system noeds.to do a better job of protecting privacy, He
found thousands of documents in which the lawyers and courts had not properly redacted
personal information like Social Security numbers, a violation of the courts’ own rules, There
was data on children in Washington, names of Secret Service agents, members of pension funds
and more.

“They’rs pretty spectacular blunders,” e said. He sent letters 10 the clerks of individual courts

[R IFEI .




fom M. Malazsod, most of the ofting documents erepaled fom thedaabase 9 be

Ms. Redmond, of the administrative office of the courts, said the courts comb through the
dmmu“mamgdnbms”mdteﬂhmm&mdﬁmﬁ%alufoumﬂmﬂembu

of violations, she noted, was relatively small.

Mr. Malamud scoffed at that, "ﬂuusalarge mmberofkanyeﬁons,mdthisinﬂepl.”
sﬁiﬂbhwdoem’tsaythatymahmﬂdmlywbhﬁamallmmberofsmm
numbers!”

MMuhmMsmdhnsymofaeﬂmhadledhlmtomalom-ahotgml serving in the

aIna siration, perhaps even as head of the Government Printing Office. The thought
nughseemﬂw-w M. Malamud is, by admission, more of an at-the-barricades guy than
a behind-the-desk guy. Bmhenmdﬁmhepub&shedmemoﬂmlastywthmthe

| - printing office did.

Mr. mmwampedwﬁommdmwwhmmhmmmm
ibe new administration’s, said Lawrence Lessig, a 1aw professor at Harvard who is @ leading
mmﬁummwmmmmmmahmdam

. besaid.

midmtsommhmammofwfmmmalmmofm .
Malarmud and head of the Obama transition team, who stopped short, however, of anything
mummmm%mummmmwm Podesta said, laughing.

Mr. Malammlsayshetsnotcmmonthenewndmmnauon sbemgqmtetlmbold Besides,
he 38id, he keeps himself awfully busy doing what he believes the government ought to be doing

“If celled, I will certainly serve,” he said. “But if not called, 1 will probably serve anyway.”

All e-mail $o/from this account is subject to official review and is for official use onty. Action
may be taken in response to any inappropriate use of the Secret Service's e-mail system. This e-
mail may contain information that is privileged, law enforcament sensitive, or subject to other
disclosore limitations. Such information is loaned to you and should not be further disseminated
without the permission of the Secret Sexvice. If you have received this e-mail in ervor, do not
lmp,use,émlose,orcowrtmhfydwsendulmmedmelyanddelewu

IRIF
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’ 8), )
From: : MITEDU>
Sent: i 1 1104 AM
To: ' )6),

Subject: Re: Surveilance Vidso

Iﬁnaskis&tmgetwgethg
Smtﬁommy}HCondwNowNem&ﬁomSmiw

OXTIC) .
«dhs.gov>

Wmﬂi{hmmrmmgmmofﬂnwmm
the camera i the wire closet?

US. Secret Servics
Boston Field Office

(b)E).(®)7XC)

~—~BEGIN PGP SIGNED MESSAGE——-
Hash: SHAL -

Just waated v0 check in regareing potentisty rocovesing the bad drive

et ety gy g el by
oD s 8ot be moot at :

mwummrﬁmmmamummm

might be sitting.

Im impressed with all the work that went into this coming

wxmpamm nmmﬁmwuﬁmmrmﬂl.

E:msmma&nm A

EXEMBXTXC)
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menn. Stephen (USAMA) BT

07. 1011 911 AM

Jov>

®)E).B)E).ENTNC)

per EOUSA

Steve
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sdoj gov>

From: - ) Heymann, Stephen (E)E.
Semt:

17:57 AM
To: IZEREi(b)m(c; Eos)

RE: Iittp://www.nytimes.com/2009/02/13/us/} 3records.html
Plasse call K|

i

o Sl =T il ===

MR/ ey comy 2000702/13/us/ Leeconds b

Puuisjuﬂwawﬁd,”sddCleﬂmnd,dwlm-ofﬁeeﬁonandhmduofampmﬁtm,
i . “The system is 15 to 20 years out of date.”

Tomshmmud.pmﬁogﬁnmﬁon’akglsymbehindawanofmhmdkludgomﬂwmpleﬁum
mmmm"mmhm.”smmm,mmmmmmmma
S5Q-year archive of papers from the federal appellate courts and placed them online, By this year, he was ready
- to take on the larger database of distriet courts, :

Thoss courts, with the help of the Government Printing Office, had opened a free trial of Pacer at 17 Hbrarics

mm&ewum.Mr.Mﬂmm&MMﬁs&wwmea,Moadmmywm :
docmmmaﬁcymu!d.mﬁmdﬁmmwmfommmﬁmmﬁe%hwmmmmuamm.
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Aaron Swartz, a 22-year-old Stauford dropout and entreprencur who read Mr. Malanmid’s appeal, managed to
downloadmaﬁmated'zopmoﬂhe entite database: 19,856,160 pages of fext,

nmon&p&29,mofﬂwﬁummpdming.mgwmmgithmom,mqmm

A notive went out from the Government Printing Office that the free Pacer pilot program was suspended,
“pending an evaluation.” A couple of weeks later, 8 Govemment Printing Office official, Richard G, Davis, told
HMM%M&NMMWWMF&LBMM&MNM"

Americans have grown accustomed to finding just about anything they want cnline fast, and free. But for those
searching for federal court decisions, briefs and other logal papers, there is no Google.

Instead, there is Pacer, the government-run Public Access to Zlectronic Reconds system designed in the
bmmﬁmhyﬁmcmdmcmmmmdmﬁeqﬁhemﬁmﬁuwa
niod,

Rmh,bm.amﬂlmofwmdwmmacﬁmmﬁwwm&mm
‘qshmhmﬁeZMemmy—bywymangmdmksofﬂamwgivmdwdom
away, to the great annoyance of the government. '

Lawyers for Mr. Malanwid and Mr. Swartz told them that they appeared to have broken no laws, noting
nonetheless that it was impossible to say what angry govemment officials might do. . :

AtﬂwadﬁﬁnWheoﬁuofﬂmmm«,anKumMﬁdsbeémﬁnmmmtb
_fateoftheﬁeeﬁdof?m.«wk&wmwbmacﬁnﬁwhmmanmmmm :

mﬁumﬂsmmmumwm“wummwmmmmﬁe
evaluation.” As for the system’s cost, she said: “We're sbout as cheap 28 we can get it We're tatking pennies a
page.” '

.mehila,theSOymofappoﬁmdwisiommminommemdﬂpogb&iendly,mdﬂnmmiﬂionmof
lower court decisions are availebe in bulk form, but are not yet easily searchable, “T want the whole database in
2009, Mr. Malamud said. - .

Mr. Malamad, 49, has o long recond of trying o belance openmess with privacy, and hes slso pushed the
Securities and Exchange Commission and the Patent and Trademark Office to put their records online free. But
thcixsmisaﬂmmymwidamdwmm.whicboﬁmmminﬁmmnﬁm.

Danici J, Solove, & profbasar at the George Washington University Law Sohool, noted that marketers skim court
records for personal data; and making records easier to troll will put even more data at risk, “It’s taking away
this middle ground that offered a lot of protection, practically, and throwing it into this radically wide open

s he said. '

But this argument for what is known as “practical obscurity” does not convince Peter A. Winn, a peivacy expeit
who i3 an assistant United States attomey in Washington State. Noting that he was speaking only for himseif, he
. argued that the courts developed rules over the last 400 years to protect privacy, '

“It worked in the bricks-and-mortar age — it should work in the electronic age,” Mr. Winn said. The
administrative office of the courts, he said, should take on the role of policing privacy on its databases. “This is

goingtotakefommdalp:oflmdwuk,”hnﬁd._ o
IR 1F l
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Mr. Malamudag'eeatlntﬂicmmamneedsmdoamjobofmwngpﬁmy.Heﬁoundﬂmsandsof
doqmmhwﬁchhhmmdwmﬁhﬁmmoﬂymmmmdmﬁhmm
mmbeu,aviolaﬁonofthecom’ownmles.]hawdmanchﬂdminv}ashmnmofw
Saviceacm,mbmofpmsionﬁmdsmdme.

_W’mMWaMM”hmmmmmﬂdeMMMd&
wmyAﬁummhﬂMmandWandmnﬂymMmﬁmﬁwnMMmd
ﬂnoﬁndingdowmmmpphdﬁomﬂ:cdmbasumbem

mwammmnoﬁudmemmmemmmb@&dom“m
mylubads”muuhwymmndmmﬁdeuwmfomﬁmmnumbaofﬁohﬁmmmﬁ.m

Mr.-Mahmﬂmoﬂedaﬂm.%isaInynmbuomeom,mdﬁsisﬂhyL”hem “The law .
dom’tsayﬁutyoushwldonlypubﬁshaamallmbuofw Security numbers!” ' |

Mr.Malnmudsaidhisyeamofacﬁvianhad!edlﬁmtoseta]mgmgoak serving in the Qbamg
Rmintstration, pechaps even as head of the Government Printing Office. The thought might seem far-fetohed —
M. Malamud is, by admission, mmofﬂ-ﬁ&bmicaduguyﬂmabehﬁxd-ﬂx&dakguy.whemwdm
hepublidndmmpagesonlinelastymﬂmdwpﬁnﬁngoﬁcedi& .

Ml;ﬁnisuaﬁm‘s,s&dumm" 8 law professor at Harvard who is a leading advocate for free culture,
mmlummmmmmamemofmamm ' _—
‘Ibcideaﬂsomsﬂohaveameamofmﬂfmlmn. Podesta, @ longtime fum of Mr. Malamud and hiead
ofﬂwOmeﬁﬁmmwhompMMhomq;ofmyﬁngmblmgmmdom-“Hewmﬁd
eereainlydnlwthinpup,”m.Podmaid,hughing. '

Mr._Malamddsayshehmtmmﬁngm&enewadmwwsbdngquiteﬂmbolimmmsdd,he
mwmmmmmmwmmmwmumw.

“lfcalled,lwmeeminlysme,”bsaid. “Bmifnotealled,lwnlwbablym anyway.”




! C)

Friday, January 07, 2011 7:40 AM
~ undisciosed-recipients

Booking Sheet Attached

AaronSwartz.pdf

;;

Ong>

?Fﬂ

1 have attached the booking sheet of Asron Swartz.
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X c . N , . .
From: _ ii BB imrr.mu» -~ _

Sent: : Fi 07, 2011 1:18 AM
To: 6),®)(7)(C)

Cc (bX6).(bYX7XC

Subject: 1st hard drive from suspect
~—BEGIN PGP SIGNED MESSAGE—

Hash: SHA1

Just wanted to check in regarding potentially recovering the hard drive that was reported seen, on the video feed, being
swappedwtbymemmmmesday;mw/mwmbmnmhmnln'salradyhgen batled out, but i'd think
that's where a fot of the JSTOR property might be sitting, '

V'm super impressed with al the good work that went into this coming together. Hopefuly it works fike this most of the.
time for you all, ) - . _

oCron]

XB),(bX7XC)

Securltgmnlyst IT Security Systems & Services MIT

PGP HW»&W

——BEGIN PGP SIGNATURE-~e
Version: GnuPG v14.8 (Darwin)

IEVEARECAAYFAKIMSCUACERQanTIuSIOOIWCHiqwPgywiis1I7imX1ziytentn
4kgA0Ko2etrS5IKARhBULIMtIsbGISYS - |
=6IST .

«wemEND PGP SIGNATURE e
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L . . . . . I . . . . )
: [EREERTveY

From: 1gmn(l.cmn>
‘Sent: Thursday, January 06, 2021 1059 PM
To: .

. Subject: Swartz and Pacer

2 made this information bymleningﬂ;econmtsofhismlme,ohﬁneddnwgha
Freedom of Information Act request. His file reveals that the FBI was treating his access of PACER 25 a crime
, wﬁdmﬁeﬁmmmwwﬁwomuofmmmmwsmnﬁlﬁmmm '

suggests, but does not explicitly sate, that the crime may have been a violation of the Computer Feand and
Abuse Act (18 U.S.C. §1030), as the FBI spparently asked the Administrative Office of the US Courts how Mr.
Swariz would have know his access was unanthoeized,

The FBI closed its investigation of M. Swertz without filing charges. The investigation of Swartz's activity,
coupled with qmﬁmmmmmmammwmwmmﬁm
m(ulmﬁuﬁydﬁmdm,mmdmﬂmmeﬁnmmmmePACBRsym(amﬂu

memeﬁommmﬁechACERmmmﬁemfﬂemmMcamanmmm
subject. ' . . ' :
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(b)(G),(bX

From: jgmaﬂm>

Sent: ’ 2011 1045 PM

To: (6),(b)(7XC)

Subject: FBt Investigated Coder for Liberating Paywalied Court Records

FBI Investigated Coder for Liberaﬁng Paywalled
Court Records

» By Rymn Singel 3
» October 5, 2009 |
e 848pm |
» Cm: RSy
¢
LWben2'2-year-oldprosmnmerAamn8wa:tzdecid_edlastfalltohelpan
open-government activist am

883 a public and free copy of millions of federal oourt records, he did not expect
he’d_eudnpwithmFBIagmuyingmstdceouthishom .

But that's what happened, as Swartz found out this week when he got his EBI file throug}

A1i8iplte

RAMSAEREN

mmlmmwamm«mmmmvm,mmwmm
aﬁwﬂnU.s.msydeﬂnﬁdshe’dleappmﬁmlyltmiilionpageaofdoumtswmbﬂ.s
mﬂﬂonddh&ﬁﬂ’shw-mbﬂnmﬂicmﬂswuﬂhmwﬂﬂm@&eﬁduﬂjﬁbﬁm’smy—wﬂed
+ PACER recond system, which charges sight cents 2 page for most legal filings,

. “1think its pretty sily they go after people who use the library to try o get aocess to public court documents,”
Swaru_m“nhmyﬁuyMWofMHngmnp;_ﬁeymmFBIwmwm.” .
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mmmm&destFmMokmmhkmmWﬂmeofhwwﬂmmﬁs
'mmmq,_goqggmmmdmmmmmmﬁmmmmwmmmm
hed'ever come up in a federal wiretap or pen register, and checked him ageinst the records in a private data
broker’s database. .

39%diggsdigg

'mmmmmmmmwmmwmmmmmmm ,
mmwi&ﬁthmyﬁumeAQERunsMﬁmm&mm.MdﬁM
mmﬂwﬁdhmbumofmepnbﬁcmwmdsahewddmd,m'y.zeleasedwmtothe
public. |

Hevisitedm-ofthelihaﬁes—ﬂxc'lthU.S.CimuitOomtoprpenlsh‘bmyinG:iengo—uniinstakda
mﬂPERLm@th’dwﬂmmmwwwmmmmam
document from PACER cvery three secomds, In this manner, Swartz got noarly 20 million pages of court
domnmwhicbmsmﬁptwloadedmAmzon’sﬂczcloudmlﬁnsmice.

Or, as the FBI report put it, the public recards ware “exfiltrated,”

‘The mmmﬁwwhofwm~ﬁum8mmﬁa4w2%mﬁlmemm’sﬂdmmﬁm
something was wrong, Spmeommduwodingnmﬂdng.Nmof&emda.ofmme,mpimor
sealed, and Lexis Nexis has a copy of of PACER’s databuse that it sells a high markwp, But Swartz wasn't
paying anything,

The Governmeat Printing Office abruptly shut down the free trial and reported to the FBI that PACER was
“comproruised,” the FBI file reveals. The Administrative Office of the U.S. Courts told the FBI in March that

Swartz had gained imanthorized access to the free PACER account.

“mmswmmmmmmmmmmmwmamwhammdmﬁd
-,MW[m]b,M”mmemlmnmmwjmm‘spﬁﬁ@. '

Swartz says bis script only ran on the library computer. It didn*t use 8 password at all, but used the PACER
autheatication cookie set in the PC’s browser. _

: Hedomdﬁﬂ”%,l&mmmﬂ&mmmgwmiﬁﬁaﬁwspmdbyw

. Malamud as part of a broader project to make public as many government databases as Malanyud can find. It
was Malamud who previously shamed the SEC into putting all its EDGAR filings online in the *90s, snd he
usedSmommmnﬁmsmbuyswemoﬂwﬂnmmemwsmhm&wﬁchhopmpﬂy

put on the internet for anyone to download in buik, L

The Washington bureau of the FBI opened their investigation of Swartz just a week or so before the New York
mp.wmiwmmm.mmm'tmmmmmmmmrmgm

imgvicwtbeoodejo&—sayingitmdedlﬁshdphclosethe“mﬁtyhole”ha’dnxpl_oited.anSwm
Wmmmwwmmwmmwmmmwam

Swartz,ahmmMnth—aMmyﬁmm—mmdhkm!mehAum

and describes it s the “usual mess of confusions that shows the FBIs lack of sense of lumor.” (Threat Level
‘notes that the FBI's filled Swartz's FOIA request at an admirable speed that would have been untheard of as

N T |




wmws;:mmummcmm-mmmwhﬁmmmﬁmm'
stakeout of his home. But y surveillance, the <onc would be conspicuous, since so few cars
;mmmm's&:mmmnwﬁnmmm

Ammn_didnotteplymaeauaﬂonlinemquor.eomm

mMmmmemMﬁwymusmwApm 14. He declined to speak to
ﬂ:mmddemedagﬁnﬂnuuﬂlﬂshwwmdmlm. '

. The investigation was closed on Apeil 20,

PACERMsﬁueoateiahtm;page,'butnowPA
hifdownloadstoﬂwpubﬁndomainwitha o ply

Uuof@m-mhmmmmumwmofm
But then again, who knows,

RIF
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: . 'y c .
Froms ' ( ) —‘grnuil.wm
Sent: I:WWJ'MI“' 2011 10:25 PM
Te: (OXED. (80S) |
Subject:

Asron Swartz, co-founder of Reddit, was investigated by the FBI for participating in a project to take the
pnbliclyownedUsMMMMPACBRM(Mmewmm)MW
them on the web. He's requested his FBY file and putiton tho web: . -
AARON SWARTZ has a profile on the website LINKEDIN, at www,linkedin.com/in/earonsw. SWARTZ. is
listed as & writer, hacker and activist based in the San Francisco Bay Area. SWARTZ's education includés

~ Stanford University, Sociology, 2004, SWARTZ's experience includes the following:

SWARTZ has a profile on the website FACKBOOK. His networks include Stanford '08 and Boston, MA. The
picture used in his profile was also used fn an artile sbout SWARTZ in THE NEW YORK TIMES.

SWARTZ's petsonal webpage, www,aarcngw.com, includes a section titled "Aaron Swartz:  iific time of
" dublous accamplishments”, In 2007, SWARTZ bagan working full-time as a member of the Long-Term
Planning Committee for the Human Race (LTPCHR). .

February 19, Manassas, VA:

On February 17, 2008 [sis], SA [REDACTED] received an email from [REACTED) Administrative Office of
&W@mﬁﬁ%wmmmmmlmofﬁePAmm

. Op February 12, 2009, [REACTED] published an article in THE NEW YORK TIMES tided "An Effort o

Upgrade a Court Archive to Free and Basy”. For the article, [REDACTED) interviewed [REDACTED) and
AARON SWARTZ regarding the compromise of the PACER system. :
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From: ' ' .com>

bave comse this far without his crucial expertise,

Aaron Swartz: a lifetime of dubious
accomplishments |

. hmm-ﬁfem'mmim
the early years

Asrun Swartz was bom in Chicago, Hlinois before his pareuts quickly whisked ki wey t the northen subush
of Highland Park, where lie was kept safe from the infoctious effects of the lower closso, for Dot o dess
HemmlbdforashonﬁmedmeCmaiwC!ﬁl&u%AcMMﬁmmmvedﬁeNmsm :

mmmammmmmmmummuwm«m
mlmﬁp&&emkhol&rﬁghsbolwhkhbm&mmwyfwam.

Rssl.O'WhM‘mda&mhgyhmuRDF.whicbmbeiﬁngWumofﬁesm
Webpmjeantﬂwmc,ﬂ:estandudsbodyi’oxﬂwv}eb.Amulemed.mmandmweaboutRDF,ewmmlly
becoming a member of the RDF 1.0 Working Group, where he wrote RFC3870,
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mMMMmmwommgmmmmjmﬂmmmw awrence 1 essi
mLessigmemailsaymgtbathethouanDPwmﬂdbeappmpnmfmﬂ\e euandlmagmvhed!ﬂm
to becoms the project's RDF lead. o

hs@mmhbmmﬁndynﬁmedmﬂwhw.&cmmﬁm&mmhm
and then in politics. The summer beforc college he became especialty engaged in radical politics.

the recent years

OnﬁemmmmdaﬁmowaMmaWofMMhemquwWUmvm
where he planned to study sociology. He documented his first year at Stanford extensively on his blog.

_ desﬁeadofﬂnyw,hemdvedmemﬁ!ﬁommmmmwmmfmm&m
'Fowmnders Program. wimmgmhedw,mammwmomwmw&m
mmw.whwed;eystayed in beautifial |

Shnonleﬁatﬂwendoﬂbesummwmmtoschoolmmwmmmsuymcmmm
take 3 Jeave of absence from Stanford after teceiving several fimding offers. However, he spent months trying

to find a new partner and ¢lose down a fimding deal, eventually giving up and merging with Steve Huffman and
Alexis Ohanian of Reddit to form Not a Bug.

right now

waaawﬁunduofﬁﬂdn.whowmﬁodouﬁd&mﬁwwlmhejwﬁw%bu%mmn
: waspmchmdhyCondéNastmOctoberZOOﬁ.

Hehmaﬂycmtﬁwdhecmﬁm

AnmSmru(bomNombers, l986)inwm.aatlmt, and programmer, !-le:scuﬂutlyoo-fo\mdaofthe

Atage 14 hewasaco-emborofthegs_l .0 specification. SMﬂmhahasbeeomeamembaoﬁhem 8

mwewmcmwdewuwfomwmmmgmmmm
involved in meny other projects.

Swnnzwasﬂwﬁrmderoflxﬂ'm a stagtup that was part of Y Combinatot’s first Summer Founders Program.
mmy,mmwmmwwam,mmm@mwmm Infogami
merged with reddit to form #or 4 bug but failed to take oft ,

In late 2006, reddit was sold to CondéNet (the online arm of Condé Nast P 5
mﬂswmovedmﬁIMOompanytomm anmuuyzom Svmlzwmashdmmignﬁmh:s
position at Wired Digital !

In September 2007, Swartz, together with Simon Carstensen, Jaunched Jottit, s website service quite similar to
mmlommmhd&omMamwbySMMCmMSmmmﬂnMof

LR 1 F..|
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6), C '
IEE)( )1 BX7XC) I o

From: !

Sent . 2011701 MM
To: [EXELEXT %E‘ im

Subject: Re: SWARTZ

I(b)(ﬂ).(b)

Looks like he is a big hacker, i googled him

Date: Tlm.!m6,2011355pm

: SWARTZ :
To{®)6),{EX7XC) itedu>

'P_a: YO

Sent from Blackbeny

@T .,..m.,mmmmmm.l .lm o

also attaching his expired i, DL printout. In checking for DI or vehicles for his possibl
nothing in the registry.
pow if you need anything else,

(EYE)6) |

_ Alle-mndmlﬁomﬂnamnmumbjecttooﬂimlmandmﬁ)roﬁaﬂmoﬂy Mmmybetakenm
" response to any inappropriate use of the Secret Service's e-mail system. This ¢-mail may contain information
that is privileged; law enforcement sensitive, or subject to other disclosure limitations, Such informationis
loaned to you and should not be further digseminated without the penmission of the Secret Sexvice, If you have
mvedﬁmmnmmr,domtbq.m&wlmawmﬁ:mar&emwmlymm
it
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D ‘: 1.'—.*‘.9:?::{‘ ;, |
To|®)E).B)7XC i:i-m

Sent: Thu Jan 06 17:11:27 2011
Subject: Re: Update

Hemmﬁearﬁshﬂumtbm%mtoﬁmhesacumtamm

I?b)(ﬁ).(b)(ma)

Sent: Thu Jan 06 17:07:13 2011
Subject: Re: Update

(b)(6),
Did he ever give an address?

Sent: Thu Jan 06 17:05:03 2011
Subject: Re: Update

His attomney arvived end did not give permission for an interview,

I(E)Ze).(b)m(m |

Sent from Blackberry

Sent: Thu Jan 06 16:43:45 2011
Subject: Re: Update
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d'[uck. Let me know if you are successful

Sent Thu Jan 06 1642403 2011
Subject: Re: Update

ina computer room off of the student center.
Going to ask for (nterview now

I(b)(s).ib)m@; I

Sent: Thu Jan 06 16:39:20 2011 ,
Sublect: Re: Update

Where was it? i
Hmyouhadadnnoemintemhw?
Phone?

o 505}
WQ@Q]

~ Sent Thuian 06 16:34:34 2011
Subject: Update

Laptop and external drive found, Being processed by MIT now. wmbadmufo:pﬁnlshyc:mbﬂdmmm mn

examine Rt 85 s00n a8 | have a warrant

FEY@'_).(WC) '

Sent from Blackberry
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- BX6), '
From: HmsupmwsmnlE )H_”H m >
To: MEWI% ' uszr—m
Subject:

RE: FYI Swartz coundl

As lunderstand it, we still have no role in this matter, But, thank you for the information.

RS = rew 20X
ry U6, 2011 5:10 PM .

To: Heymann, Stephen (USAMAYIBEBITNET——JuUSAMA

Subject: FYT Swartz council

Al!&mailwlﬁnmthisammtismbjecttooﬁcialreﬁewmdisfotoﬁcwmeon!y.Monmaybemkmh;
mmmmwmmwmwsmmmmmlwmm '
thlwmmmmﬁmmmmjwtmmdhmmﬁmmﬁmmmmﬁmh
.lmdmmmwdmummmummofwwmﬁmw _
received this e-mail in error, do not keep, use, disclose, or copy if; notify the sender immediately and delete

it ' '
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' Sent-ﬂmanosmosmzon
Subject: Re: Update

His attomey arrived and did not give permission for an interview,

Fﬂr—.(bxmc:) |

Sent: Thu Jan 06 16:43:45 2011
Subject: Re: Update

.dluck. Let me know ifyou are successful

.\,Q@'OXOW-
JoXeLBYNC
Sent: Thu Jan 06 16:42:08 2011

Subject: Re: Update

. Ina computer room off of the student center,
Going to ask for interview now

Sent: Thu Jan 06 16.39‘29 mi
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Subject: Re: Update

Where was it? '
Have you had a chance to Interview?
Phone? -

Laptop end extermal drive found. Being processed by MIT now. Will be dusted for prints by Cambridge tomorrow. | will
examine it as soon as | have a warrant ‘ :
EYELETHC)

Sent from Blackberry
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From:

Sent: . , 2021 444 PM

Subjact: Re: Update

: b)(ﬁ).
_ goodtud: letmemwnvoumammful

BOS)
Sent: Thi Jan 06 16:42:03 2011
Subject: Re: Update

Inaoompwermmoﬁofﬂlemmm
Going to ask for interview now

(b)(ﬁ),(b)(7)(c)

Sent from Blackberry

T
1ol BT Teos
Sent: Thu Jan 06 16:39:29 2011

Subject: Re; Update

" Where was it?
Have you had a chance to interview? |

" Phone?

Sent: Thukm“ 16.34 14 2011
Subject: Update

upmpandemmldmmuw.wmpmdbvwrm wmbemudfofpdntsbyamhnmmm vl
examine it a5 soon as | have a warrant , _

o]

Sent from Blackberry B
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‘ ‘ (EXB),EXTXC)

:10

Laptop and external drive found. Being processed by MIT naw. Will be dusted for prints by Cambridge tomosrow, | wil
examine it as soon as | have 3 warrant o

Imas

Sent from Blackberry
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(QQXQALQI om 00:4c:e5:20:¢7:56 (ghost-laptop) via eth0 Jan 6 12:46:22 instafler dhcpd: DHCPACK onff

MIT.EDU>

from:

Sent: Thursday, January 06, 2011 4:13 PM
To: s

Subjjact:

Re: 1-6-11 at 1232

~—BEGIN PGP SIGNED MESSAGE——
Hash: SHA1

8),(b ? w«asmssumnm]vheﬂwm suAm
. uO'OXDIul tooo:«:es.ao:cv:ss (shost-taptop) via eth0 Jan 6 12:45:22 Instailer dhepd:
(OX6), )7 ¥rom 00:4c:e5:00:¢7:56 (ghost-laptop) via eth0 Jan 6 12:45:22 instaler dhepd: DHCPACK
0 00:4:05:20:c7:56 (ghost-laptop) via ethD Jan 6 12:46:22 mmdmmcmmwsmr

smazmumunw

00:4c:e5:20:27:56 (ghost-laptop) via ethD Jan 6 12:48;31 wall-street dhepd: DHCPOFFER onl(BIBL0 ')rl "
00:4¢:¢5:80:¢7:55 (ghost-laptop)

om 00:4c:e5:a0:¢7:56 w-hm)
O'QXOXI 0 00:4¢:5:00:¢7:56 (ghost-laptop) viafB}(6 m s 13:27:01 lnmllurdhcpd: DHCPOFFER on
oo'm-u:a:ssww-hm) 1Jan 613:27:01 installer dhcpd: DHCPREQUEST for
om 00:4c:e5:20:c7:56 (ghost-laptop) via [ | lan 6 13:27:01 instalier dhepd:
0 oo:wasmx?:ssmmp) {QQXQ] Jan 6 13:27:02 pennsylvania-avenve
dmnommmunfu] oncvomon (BLNC0L 00:4c:e5:00:c7:56 (ghost-laptop) via[(bX6).(bl1 sen 6
: : (C af(bX6).(bX7) |

mms.zon,umnm.ﬁ : l(aos)wme:

il

>

> Sent from Blackbeny

> . ) |

> gmatl.com>
>T 80S)

> Sent: Thu Jan 06 13:39:27 2011

> Subject: 1-6-11 at 1232
>

>
>
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(XS [per EOUSA

E{ﬁ:::':;‘"‘“’ ;immm

:smnmmm.énwm P R uSAA)
Subfect: FYT an update -

FYL .
mpprmdmm1mwmemmmmmmmmmmmmmmmmum
and extemal drive. The uspect fled the scane before authorities could detaln him, Howsver at 1411 the suspect was
mmo»umm.«mmm Detsctives and this agent found the suspect and dstained him. The
suspect was amrested by NET Police for breaking and entering. A passport in his backpack Identifies the suspect as Aaron
H Swartz, with a DOB of 8 uwas.mmm,bmm.MmuuMmmumuammmmm
mmmmmaummrmﬁmmrm:mwmym

|155?35.(b)(7)(°5 |

Sent from Biackbeny

g YN, SPIe, (Um’ mm

JOXELEXTHE) B

Subject: Please caf, Ste XL EXTIC]

Ane-maﬂuxfﬁmnﬂdsmmissubjectmoﬂieialreviewmdisﬁ)roﬂi@ialmmﬂy.mﬁonwbemin
Wmmmmmmofmemm'smﬁlmmmsamﬂmymnhfomaﬁm
mammuwwmmmwwmm«mlmmmmmﬁmu
Mmm_mwthdemmﬂnmﬁmdﬁcSmmﬁmm
mmmmmwmtwmwmmmyigmﬁfymmwmmm

it.
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Canngetthevideofoomgeoftheapprdmioh?lwanttopntitlmoﬁmtasiaandputitm&eme
music, .

Thank you,

C)
Detective
Boston Police, Forensic Graup
Naw Bngland Rlectxo

g Tagk Force

10 Causeway St, Suite\’

Boston Ma, 03222

: (b)(),( NC) office)
Cell)

617-565-5659 (Fax)

in video survelllancs

I(b)mzb)(ﬂ(c) : l ;

Sest from Blackberry

Anmsmhsmmmmmwmmmwma m&swmmwmdmw

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to eny inappropriate use of the Secret Service's e-mail system., This ¢-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loanied to.you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in errot, do ot keep, use, disclose, or copy it; notify the sender immediately and delete

it. ' '

mmm«dummmuymmmhmﬁmwmm
exempt from disclosure pursuant to Massachusetts law. It is intended solely for the addressee, If you
recelived this in exror, please contact the sonder and delete the material from any computer.
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(B)©).E)7)C) -

- Frome ’ EDU>
Sent: 2011 240 PM
To: [B®). X7 ’E& &S’

Subject: . _ RE: Packet Capture :

lmmllyoutofﬂleomcemlw Icou!ﬂboﬂmaln an hour, If that would be OK.

eI |———— Moy

s TasdayY, Janian

Hi there, '
mwnpambmonmmmmmmmeﬁlessowumdmmm They are in 3 standard tcpdump

funmmewus

We‘vesotplentyofbandwkltbommm Ifdomloadlngtusmudwata ba probhmformleould put them
ona SATA drive and bnngmemdownmmm Let me know.

Thanks _
| BXE).®MNC)

 How coiid geta copy of the network tafic? | :

Sent from Blackberry
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Aﬂ&mﬁ!w{&omﬂﬁsmismbjeﬂbomchlmkwmdhﬁoroﬁciﬂmmly.nﬁmmhmh
mbmewﬁhmm%Mm.MWﬂmmiﬁomﬁm
Mhpﬁﬁmwmmumbjeawoﬂmdiwlmﬂmmﬁm.mmmﬁmk
joaned to you and should not be further disseminated without the permission of the Secret Service. If you have
mﬂwdﬂﬂs&mﬁlhm.domw,mdiwb&mwpyicmdﬁmmwmm
it.
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=

Sent: 2011 2226 PM
Te: . ()7 80S)
Subject: . Callme

mpugetamwgwl‘
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ntﬂm ' b)(e).(b) :
nd | spoke today. He was notified & at the mmwasmumontapeaalnand
mmwdhlmwoummnotneededuthbﬂme. .

05,20111113AM

~e

|
Tmmmmmmwmmmmm

AslanmadqyoffhdwlwldmmtmcmcmmWﬂdMupm : W
the newest exdernal hard drive for prints that the suspeot lelt the other day after we cleared the soens,

As youti notice from the thread, mmhmwmmmmwﬂl Mnumhmmmmm .

d process -

computar hookad up and downicading data.
W phone niumber is '
Mhm-mmwl@m@"”“” lmm-mwmwn-

2 Tob 06 0000 081,
Subject: RE: MIT - Bid 15

1 agree with taking the [aptop offline today and imaging it. Anyleads with identification? | wanted to look at what
options we haye to get a better picture of his face. | mentioned the case to our Technical Security Division Speclalist: He
is working on another case this moming but wili be availeble this afternoon. Do you have any other surveiliance options
%o capture a better image of his face?
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received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete




Subject: ~ ReMIT-Bid 16

Itis gone, he just leR-my guys are looking for him
Seat from my HTC on the Now Netwark from Speint!

- . l
&Wm__l' -
To " -

. E§ (X7 I Ig@; X7) I '
| just spoke with Cambridge Crime Scene SHEK C ® ) and they are ready to grab the laptop

mmmwmnwmmmam as someone lets them into the wire closet,

makemmyapmdﬂsamudm&mifmluﬂﬂa d meet him over there,

l f- appreciate all the help,

(b
).( Jwift be responding either way.

ook T
s Thu Jan 06 11:17:02 2011

Subject: RE: MIT - Bid 16
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6). |- we can bag, tag and deliver If that works. | am thinking that if we are leaving the camera up, we shouid be in and
oumrwimmmmw.lmulmamm _

id process itin her lab. -

me‘;

mmmmmmammwum

As ) am on a day off today | would request that CPD Crime Scene personnie) hook up with d process
the newsst extemal hard drive for prints thet the suspact left the other day after we cleared the scene.

As you'll notioe from the thread, the operation is being shut down and we will continus the investigation just not with the
computer hooked up and dewnloading data. ' ' -

can you caK[DLOKC) Jand hook up with hor sndhondt |

Respectfully Submitied;

Bl m . |
a®)ELENNC)  PMITEDU> Redu>i i
= DIGH0 ‘ >$ﬂmaxc “niteduslzicr |

(7NC) __ mit.ecu(bX

(b)X6).(b)(7) {BOS{(b)(6) (b)(7)(C) lisss.dhs.gov>

Sent: Thu Jan 06 10:00:0, o
Sulject: RE: MIT - Bid 16 ‘ ,
| agree with taking the laptop offiine today and fmaging It. Any leads with identification? | wanted to look at what
options we have to get a better picture of his face. i mentioned the case to our Technlcal Security Division Specialist. He
Is working on another case this moming but will be available this aftemoon. Do you have any other surveiliance options

to capture a better image of his face?

O SEC¢ ArYies
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)am golng to suggest that we take the lsptop and hard drive offine today. | thirk the amount of network trafic
mpwredlswfﬂdentandmumi:emremﬂ\elaptoptomlfhewmesbadzton&leveh.lwlllbeahktoput
some people there for a shart time in an attempt to iD, ' _ - o

| am foliowing up a couple ofpmmleqn‘smsmmmgandwmgetbackwmon my success {or not).<

IR T |
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G)(
MIT.EDU>

Thursda; Januaryos.zonuzam

93§§

i really appreciate all the help.

(b)(©),
(b)(7)
"

SInt: Thu Jan 06 11:17:02 2011

Subject: RE: MIT - B 16
@-Wemmmammnmmummmtm leaving the camera up, we should be in and
o&mmmlylmmmpectvmbv | would imagi process it in her lab,

'MImmaﬁyoﬁbﬁylmhmMM@DCﬂmSﬁmMMwm W
the newest extarnal hard drive for prints that the suspect left the other day after we cleared the scens.

Asyou’llnﬁeafmmﬁnﬂmmd ﬂnmbwmwmdmmmwﬂlmﬁmmmmmmm
» 5 {7' BOXO upwm
HBX7TXC) ; © <

8fl phone number
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.................

. mmnnouooo.wzn
Subject: RE: MY -Bld 16

| agree with taking the laptop offline today and imaging it. Any leads with identification? 1wanted to look at what

~ options we have to get a better picture of his face, | mentioned the case to our Technical Security Division Specialist, He
is working on snother case this momning but will be available this aftermoon. Do you have any other survelilante options
_to capture a better image of his face?

I(b)(s) {B)7THC)

[ ®X8ENEC)

| am going to suggest that we take the laptop and hard drive offiine today. | think the amount of network traffic
captured is sufficlent and would like to remove the laptop to see if he comes Mbmﬁmﬂ. I wilt be able to put
some people there for a short time in an attempt to ID.

| Iamfolbwluupamupleofpoaﬂeb’sdﬂsmomhgandwnlgcthickwmonmysuoem(or not}.

The open questions will be if we decide to take it offline, Is this mneﬂunglcan do with Inwucﬂonorwllllneedheb?
Also, do we want to have the new drive printed?

Hlthere,

I have oo!lemdaboutmamrkmmcsofarm about 98% of which ls the JSTOR journe| downloads. Yve done
somehmialdmddngofthecammldon'tseeanyﬂnhgthatldenﬂﬂenmmﬂandmnmlchml 1 was just
wondering what the next step Is. .

Thank you
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‘ lanu:uork!hlnﬁnmnwuctuneSbnﬂces

information Services and Technology {IS&T)
Massachusetts institute of Technology

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not kesp, use, disclose, or copy it; notify the sender immediately and delete
it . . ~
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| agree with taking the taptop offline today and imaging it. Any leads with identification? | wanted to ook at what
options we have to get a better picture of his face, | mentioned the case to our Technical Security Division Specialist. He
Is working on another case this moming but will be available this afternoon, Do you have any other surveillance options

mmamlmmoﬂufaa?

U.S. Secret Service
BOshon Figia Oflice
e (b)6),(BY 7XC)

OELONC)]|

| am going to suggest that we take the laptop and hard drive offfine today. § think the amount of network traffic
captured is sufficient and would fike to remove the laptop to see if he comes back to retrieve it. | will be able to put
some people there for a short time in an attempt to ID.

Iamfolbvmaupaooupleofposdbblb‘sﬂismoudmandm!mbadtnmonmvam(ormﬂ.

The open questions will be if we decide to take it offfine, is this something | can do with instruction or will I need help?
Also, do we want to have the new drive printed?

ghs o OX0).(BXTYC)
(b)XB).(b)(7)C)

Hi there, :
V have collected about 70G of network traffic so far with about 98% of which is the SSTOR journal downloads. F've done
some initial checking of the capture and | don’t sae anything that identifies a command and control channel. | was just

wondering what the next step is.
Thank you

I Network & Infrastructure Services

information Services and Technology (IS&T)

All o-mail to/from this account is subject to official review and is for official use only. Action may be taken in
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* response o any insppopriate use of the Secret Servine's ol
that is privileged, law enforcement

loaned to you and should not be

reocived this e-mail in czror, do not keep, use, disclose, or copy

it.

further disseminated without the

systamn, This e-mail mey sontain information
sensiﬁve.ormbjectmothudiscloweﬁnﬁtaﬁom.Smhinfmmﬁonis

permission of the Secret Service, If you have




: \ C : ;
' _ﬁwx) NN .

The thread beiow has the status of the investigation o date,

- (b (3)-(5)(7)
mnmmammwlmmmmcmcmmmmmmwm 4C) i process
the newest extemnal hard drive for prints that the suspect left the cther day afier we cleared the scene.

As you'll natio from the thread, mmbmmmmmwmmumwmmmmm

D) |
(7)C)

and hook up with her a

a0 |

Seok: Ths Jen 06 10:00:07 3031
Subject: RE: MIT - Bid 16

‘1agree with taking the laptop offiine today and imeging it. Any leads with identification? |wanted to lookatwhat
options we have to get a better picture of his face. | mentioned the case 10 our Technical Security Division Specialist, He
&mrummmhermﬂﬁsmmbutwmbewhbhﬂ&afumwn. Do you haveanymwhmmﬂom
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1 am going to suggest that we take the laptop and hard drive offiine today. | think the amount of network traffic
captured Is sufficient and would like to remove the faptop to see if he comes back ta retrieve it. | will be able to put
some people there for a short time in an attempt 1o ID.

am following up 8 couple of possible ID's this morning and will get back 10 you on my success {or not).

Theopwquestlonswlﬂ bewwedecidetoubenoﬁm,iswssomm ( can do with instruction orwmneedhelp?
Aho do we want to have the new drive printed? ; .

Hithere,
lhmwlbmdaboutmwnetmmmfﬁcsofarvdﬂ\ﬁoutmdwm Is the JSTOR journal downioads. F've done

some initis] checking of the capture and [ don't see anything that identifies a command and control channel. 1 was just

wondering what the next step is.

| Lem:k&lnfmtrumreSeMm

information Services and Technology (158T)
Massachusetts institute of Technology

Room uruxom

Aﬂomailtdﬁomﬂﬂsmn:umbpcttooﬂimlmwdwﬁnoﬁdﬂmonly Action may be taken in
mhmymmopnﬂewoﬂhe&mwmuymm'emﬁlmmnm
thet is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaried to you and should not be further disseminated without the permission of the Secret Service, If you have
received this e-mail in etror, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it. .
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" Froms I ' lwr.sou> _
Sent: 2011 1022 AM
To: "

Subject: Re: MIT - Bid 16

(NN (E) | '

(7XC) ,
Ihma]iosaible,imloddngﬁuﬁm&ﬁymmkemid.%mmifﬂwa

Y onany download sites?

1 am not sure we will be able to get an additional camera up, my gay is on vaca for the rest of the week.

Sent from my HYC on the Now Network from Sprint!

gss.dhs.gov>

1 agree with taking the laptop offiine today and imaging it. Any leads with identification? | wanted to look at what
options we have to get a better picture of his face. I mentioned the case 10 our Technical Security Division Specialist. He

is working on another case this moming but wil be available this afternoon. Do you have any other survelllance options
to capture a better image of his face?

U.8. Secret Service

3 ___D)XE).EXTXCY

All,

Jam going to suggest that we take the laptop and hard drive offiine today. | think the amount of network traffic
captured is sufficient and would like to remove the laptop to see if he comes back to retrieve it. ! will be able to put
‘some paople there for a short time in an attempt to 1D,

lamfullowingupaeoupleofpossmm'smbmmmandﬁsmmmwuonmywm(ﬂm}. .
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PR .o I —
~ - Haymann, Stephen (USAMA) | _ hoow> , |

" Thursday, Januaty 06, 2011 8:49 AM
BYo), -

“Plesse call. _
. b)8),(B)TXC

i

i
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Sent:
To: B

Ce o{(bXE).(b)Pcambridgepolice.org
Subject: : |

Attachments: Screen shot 2011-01-05 at 5.1849 PM.png

Not sure of the ematl address in the page he filled out to register the laptop st MIT is worth anyting.

—0 -
meﬂb)(e).(b)m(c) |

Sent: Ja 2011 5:32 PM _
'TO! (b)(ﬁ).(b)m(cﬂ
3 reg screenshot

Hi there, ; ' _
&memwdmmqumnlswmswzﬂ:ssmltboksllneltwasmgistmdforammwﬂouNovZSth
and hes 13 days eft on the registration. But It counts days in use and he is currently using a static IP address which

- doesn't affect that countdown, 5o the bottom line is that it does not look like the MAC address was previously
reglsvered by someone sise. - o

- Attached is a screen shot of our tool that laoks up the MAC ackivess registration information.

GXELEXNIC)

J alkoy(C MIT.EDU]
Sent: ry 05, 2011 5:21 PM
Toi(b)(ﬁ).(b)(mc) l

Subject:macaddrmgécwénshot
Here you go. The email address ends in .com
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(®)
cambridgepolice.org

1am going to suggest that we take the laptop and hard drive offline today. | think the smount of network traffic
' mturedissufﬂdentawmﬂl&ehmmmwm_mﬁhemahadwm&lwmbeahlemm
~ somme people there far a short time in an attempt to ID.

lamﬁlbwkagupacdupbofposdﬂelﬂsthkmml@anduﬂlm backmwuop my success {or not}),

; Theﬂnnquesﬁohswiluﬁmmwmnmmkmwﬂglmmmmmnww:mdhem
, 4O Wie want to have the new drive printed?

()i

Hithere,
t have collected about 706 of network traffic so far with about 98% of which is the ISTOR journal downloads. I've done
some mmmeddpgofthemmandIdon'tseeaummmwemmosammndandmoldmmt | was just
wondering whet the next step k. '

Thank you

l(biﬁ.zsﬂfi(c) I . :

. Network & Infrastructure Services -
Information Services and Technology (IS&T)
Massachusetts institute of Technology

* Room BB
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(b)(6),(b)(7)(C) (b)(6),(b)(7)(C)

From: (AGO) state.ma.us>

Sent: Thursday, January 06, 2011 812 AM
To: |(b)(6)-(b)(7)(0) (BOS)
Subject: Re: Unauthorized Activity on MIT network
(b)(6),
Let me know if you need me to look deeper into other statutes. Good luck(P)(7)
(0)(6).(b)(7)(C) b)(6),(b)(7)(C
Fron] (BOS) [mailto( RS usss.dhs.gov]
Selnuﬂlednesday..lalil(uary 05, 2011 05:58 PM
To|(0)(6).(b)(7)(C) AGO)WG),(*J)(T)(C) pstate.ma.us>
Subject: Re: Unauthorized Activity on MIT network
We are working on identification now
(b)(6),(b)(7)(C)
Sent from Blackberry
rl(b)(ﬁ)s(b)ﬁ)(c) AGO (b)(6),(b)(7)(C) .tat %
T BT Taas) ptate.ma.s
Sent: Wed Jan 05 17:53:43 2011
Subject: Re: Unauthorized Activity on MIT network
(b)(6), G
Do you have an identification |(P)(7) (®)(5)
B)®) I
|(3)(5) |I would need to know a bit more though.
1(b)(6),(b)(7)(C (0)(6),(B)(7)(C)
From s [BOS) [mailtg husss.dhs.gov]

Sept: uary 05, 2011 11:19 AM
To|(P)(6).(L)(7)(C)  KAGO)|(b)(6).(b)(7)(C) state.ma.us>

Subject: Unauthorized Activity on MIT network

I would like to get your opinion on what offenses the suspect could be charged with in this case and what evidence
would best support prosecution.

(b)(6),(b)(7)(C)

On 01/04/11 Detective of the Cambridge Police Department and a member of the New England
Electronic Crimes Task Force received a call from the|(?)(6),(5)(7)(C) IMIT.EDU) of Massachusetts Institute of

Technology Police that an unauthorized computer had been found in a wire closet on MIT grounds and Network Traffic
suggested that the computer was being used to download technical journals. The computer was found in a wire closet
of in the basement of B:‘rlding 16. the Dorrance Building (77 Masiachusetts Avenue) which has MIT Biological
Engineering Departmen (b)(6),(b)(7)(C) it.edu), ar{ml(b)(?)(q |5ecurity Analyst

for MIT stated that on 01/03/11 the library had notified him that someone was downloading large numbers of journals

from the library without authorization. Large amounts of unauthorized downloading was first noticed by the library on
09/29/10 and on 11/23/10 there was another incident of excessive downloading. From 01/03/11 to 01/04/11, (b)(6),
(b)(6),(b |was able to trace the activity to a particular switch in the wire closet. When (b)(6).(b)(7)(C)

[(6)(6).(6)(7 Jmit.edu) when to examine the wire closet he found the unauthorized computer connected to the switch. An
external hard drive was connected to the netbook. The netbook was an Acer Aspire One with a serial number
LUSAXOD001001100E1601. The netbook matches the description of an Acer netbool{(b)(e)-(b)(7)(0) }'eported as

[2508 |




stolen to MIT Pofice on 12/31/10. The netbook appeared to be using two P adress Sl pIY

which are IP address belonging to MIT. Use of NMap showed that the netbook had port 22 and 8092 open, Port N is
the defeult port for SSH (Seodteﬂxellnetworkpmﬁoml)andmnmmukmmmmmﬂmm
Control Protocol) traffic. Cambridge Police processed the scene for prints. Stickers on the outside of the netbook
shawed that It was originally loaded with Windows 7 starter edition but an examination of the screen indicated that the
current operating system was Ubunty, a type of Linux. The login screen showed a computer name of “ghost-laptop”

- - login screen had a password. All efforts to bypass the login screen were
- packet capture of traffic on the switch around 9AM on 01/04/11 and the
pad:eteamuralsconﬁnmpmﬁded%ﬂmwwafﬁowmfﬂcmthenmm The flow
traffic is currently being uploaded to the CERT dropbox. Mndeddedtolmthenmmmmmplammw
hopaofcaptuﬁngmorenetworktramcwshowifampectmmntmﬂhgﬂnenetbooktmwghassmlmmlmdif
menmammmcwnmmﬁﬂnsumismmmenmmom. MIT placed a camera in the wire claset
to observe if the suspect returns for the netbook. MIT also established an alarm to notify MIT if the netbook is removed
from the network. The technical journals being downioatied have a monetary value, All MIT students have access to
View the journals but are limited as to how much they can download and anyone autside of MIT including students after
they graduate have 20 pay a substantial subseription to access tha files, The price for downloading one file can vary from
$200.00 to $3,000.00. Total value of the downtoaded files could be In excess of $50,000.00.

At 1526 on 01/04/11 this Individual came back and appears to be replacing the external drive;
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[)6).BX7KC)

U.5. Secret Sarvice
Boston Fleld Office

I (b)(8),(b)7XC)

Al e-mail toffrom this account is subject to official review and is for official use only. Action may be taken in

response to any inappropriate use of the Secret Service’s e-mail system. This e-mail may contain huformation
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secvet Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delets
it. : ‘

. All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
. response o any inappropriate use of the Searet Service's o-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure Hmitations. Such infivmation is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it : - .
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From: ) >
. Loloele xel) AR BR e

|wbuldnee¢mmwabltmoreﬂmgh.

BN SO~y e
M[ BT —

Sent: Wednesday, January 05, 2011 11:19 AM

swoddlﬂemutmopﬁmuuwhtoﬁemsﬂnmmmwhdnmmln this case and what evidence
would best support prosecution. . .

futi 2 wirashark packet capture of tratfic on the switch around SAM an 03/04/11 and the
packet capture Is continuing. AJ0XG), (Jwit a copy of fow traffic on the network. The fiow
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At 1526 on 01/04/11 this mwuualmbad‘amwtobe replacing the external drive;
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Jy— —

1N, NCOres SErvice
Bostos Field Office
(b)(ﬁ).(b)(;)l

Al e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
WmmWwofumWsmﬂmmmmymmﬁm
~ that is privileged, jaw enforcement sensitivs, or subject to other disclosure limitations, Such information is
:Mwymmmddmummmdmmpmmam Secret Service. If you have
:eelvedthis&mailinm,domtkup,_me, disclose, or copy it; notify the sender immediately and delste
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bXE),{®X7)(C)

Fronx:
Sonk: W‘gﬁ 2011 1242 PM
- Tos ' : ' S)

Subject: PW: [responses to HTCC posting on MIT incident)

Attachmaents: Re: [HTCC] Live Capture of Linux Box with out Admin Rights; Re: {HTCC] Live Capture of
Linux Box with out Admin Rights; Re: (HYCC} Live Capture of Linux 8ox with out Admin
Rights; Rex [HTCC) Live Capture of Linux Box with aut Admin Rights; Re: HTCC] Live
Capture of Linux Box with out Admin Rights

See attached.

HH

)®).BX7HC)
ASSS!‘ANT TO THE SPEQIAL AGENT IN CHARGE US SECRET SERVICE CHICAGO FIELD OFFICE

~~Qriginal Message~—-
From: hm-bonnmomc.mport.eom (mailto:htec-bounces@htcc.secport.com) On Behaif Of htee-

request@htcc.secport.com
Sent: Wednesday, January 05, 2011 11:00 AM

To: htee@htoc.secport.com
Subject: HTCC Digest, Vol 96, lssue 6

Send HTCC maifing list submissions to
htcc@htce.secport.com

To subscribe or unsubscribe via the Wortd Wide Web, visit
https://htce secport.com/maliman/ilstinfo/hice

or, via email, send a message with subject or body ‘help' to
htoc-request@htec.secport.com

- You can reach the person managing the list at
htec-owner@htcc.secport.com

When replying, please edit your Subject line so it is more specific than "Re: Contents of HTCC digest...”
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' '7SAMA)'(7 usdoj.gov>

RE: Unauthorized Activity on the MIT network

Thanks for all of the detait - very helpful. Steve and | will discuss this and get back to you by
the end of the day.

| Eiiid

po— X 8),BX7)C) '
. T_—ﬂ"(b)(e) ®X7(C) 091 X ssndhagov]

Sent: Wednesday, January 05, 2011 11:23 AM
MBYE.MBYTIHC)  JUSAMA)
Rutrject: Unauthorized Activity on the MIT network

{f'you have the time, | would appreciate If you woutd taks a look at @ new development that came 1o our attention
yesterday. twowukemsetmoplnbnonwhatoﬁgmesunmmmuld be charged with in this case and what

evidence would best support prosecution.
On 01/04/11 Detactive] "\ X | of the Carniridge Police Department and a member of the New Engiand
Electronic Crimes Task Force received a cali from thel(® BMIL.EDL) of Massachusetts institute of

Technofogy Police that an unauthorized computer had been found in a wire closat an MIT grounds and Network Traffic
suggested that the computer was being used to downicad technical journals. The computer was found in a wire closet

of in the basement of 16, the Domrance Bulld Massachusetts Avenue) which has MIT Biological
Engoeeing Deparment TS EATIET o ot 17 Moot M) s M Bl
for MIT stated that on 01/03/11 the library had aotified him that someone was downloading large numbers of joumals
from the library without duthorization. Large amounts of unauthorized downloading was first noticed by the library on
09/29/20 and on 11/23/10 thers was another incident of exvessive downloading. 1to 0 (b)(6).(b

was able ta trace the activity to a particular switch in the wire closet, When[(B)E).(B)(N(C)

fmit.du) when to examine the wire closet he found the unauthorized computer connected to the switch, An
external hard drive was connected to the netbook. The netbook was an Acar Aspire One with  serial number
LUSAXOD001001 100€1601. The netbook matches the description of an Acer netboolBY@).OX7XC) | sported as
stolen to MIT PoBice on 12/31/10. The netbook appesred to be using two IP sddress[BXE).B)(7)( b i
Which are IP address belonging to MIT. Use of NMap showed that the netbook had port 22 and 8092 open . Port221is
the defauit port for SSH (Secure Shell network protacol) and port 8092 that is often assaclated with TCP {Transmission
Control Protocol) traffic. Cambridge Pofice pracessed the scene for prints. Stickers an the outside of the netbook
showed that It was originally ioaded with Windaws 7 starter edition but an examination of the screen indicatsd that the
" CusverR operating sysvem was Ubunty, a type of Linux. The login screen showed a computer name of “ghost-{aptop”
with the user “Gene Host” logged in. The fogin screen had a password. All efforts to bypass the login screen were
futile. {(b)(6),(bX7)C) [started 8 wireshark packe capture of traffic on the switch sround 9AM on 01/04/11 and the
packet capture Is continuing|(2)(6).0X7)(| provided SAJEXE). Jwith a copy of flow traffic on the network. The flow
traffic is currently being uploaded to the CERT dropbox. MIT decided to leave the nethook running in place with the
hopaofnptumsmmrkuaﬂ!cwsmmmpectmoontmllnmenetbookwwgms&ldnmalapﬂﬁ
the network traffic can show where the suspect Is controlling the netbook from. MIT placed 3 camera In the wire closet
to observe if the suspect returns for the nethook. MIT also established an alarm to notify MIT if the netbook is removed
from the network, The technical joumnals being downloaded have a monetary value. All MIT students have access to
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view the journals but are limited as to how much they can downioad and anyone outside of MIT including students after
they graduate have to pay a substantial subscription to access the files. The price for downloading one file can vary from
$200.00 to $3,000.00. Total value of the downloaded files could be in excess of $50,000.00.

At 1526 on 01/04/11 this indlvidual came back and appears to be replacing the external drive:
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All e-mail to/from this account i subject to officiel review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain & i
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
Ioaned to you and should not be further disseminated without the permission of the Secret Service, If you have
received this e-mait in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it . S .
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i 05, 2011 10:22 AM
W{(b)(7XC) :

Sant:
Suljects RE: Unauthorized acthvity on Massachusetts Institute of Technology network
(b)(6),(b)

TLEDLD of Massachuset?s institute of
ndmobgyPolbeManmmmmedmrMbeenbuwinamdomwMrrsromdsandnemrk‘rrnfﬂc
wmmmnrmmmemmmh. The computer was found in a wire closet

- of inthe besement of Building the Dorrance Building (77 Massachusetts Avenue! MIT Biological

tmenti(b ~ [Pmitady), anPX6),®)7)(C) Analyst
for MIT stated that on O e library had aotified him the someone was downloading large numbers of journals
from the library without authorization. Large amounts of unauthorized downioading was first noticed by the ibran on _

ONG).O)( |was abie to trace the activity to a particular switch in the wire closet. When
(B)(6).(bX7) hmit. edy when to exsmine the wire closet he found the unauthorized computer co:
external hand drive was connected to the netbook. The nethook was an Acer Aspire One
LUSAXODO01001100E3601. The netbook matches the description of an Acer natbook
stolen to MIT Police on 12/31/10. The netbook appeared to be using two IP addres{b)(6). (B}
which ase IP address belonging to MIT, Use of NMap showed that the netbook had port 22 and 8092 open . Port22 s
|hedefaultportfor$$ﬂl$eme$lwltnelmrkpmwl)wmnmmabowmmmrcvﬂmmhﬁm
Control Protocol) traffic. Cambridge Police processed the svene for prints. Stickers on the outside of the netbook
showed that it was originally loaded with Windows 7 starter edition but an examination of the screen indicated that the
mmomﬂwmmum.atvpeofmmTlulodnsuunshowedammmmmedf'm‘b o
with the user “Gene Hast” logged in. The login screen had a pessward. All efforts to bypass the login screen were
e} (b)(6).(OX7)C). ktarted a wirechark oack on the switch around SAM on 01/04/11 and the
packet capture is continuing 2)6).OX7) brovided a copy of flow traffic on the network, The flow
mm:kmmmmmmecmm MIT detided to leave the netbook running in place with the
boaesofumﬂngmommm«kﬂaﬁctommmmmsmmmgﬂnnmwmmasswmmlmlf
tl»netwoﬂctrafﬁcmsmwwheretlnsupectlsmmﬂw nethoak from. MIT placed a camera in the wire closat

it
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to obsesve if the suspect retums for the netbook. MIT also estabiished an alarm to notify MIT if the netbook is removed
from the network. The technical journals belng downloaded have a monetary value, ABMIT studests have atcess to

- vlewulejoumalsbutmmnnedaswhowMMaMwnloadmdmteomldeommmluﬂsmdammer
they graduate have to pay & substantial subscription to access the files. The price for downloading one file can vary from
$200.00 to $3,000,00. Total value of the downloaded files could be in excess of $50,000.00. !

U.8. Secret Service
Boston Field Office

(b)(8),(BX7XC)
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(B)(6).®X7XC)

mms -
Hmmsaeensho:sﬁom&%pm

(b)(E),(b)
(M(C)
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NE),(EX7XHC)

To(bX6),(b)7XC)

From:! ij,g!p-
Date: January 4, 2011 EST
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M ' mm,
Sents Wednesday, Janusy 5, 2011 648 AM

Tot . undisclosed-recipionts

Subject: . FW: Bullding 16

Suspect s of yet unidentified.

EM (X0 oy 200

day, Jonpary 04, 2011 3:51 PM
(b)(e B)7)C)

tbenetwoﬂx.

B

We did not get the call unti he left the soom.

From_ mit.edu>
4,2011 3:46:18 PM EST

(b)8).L)7)C)
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Subject: ~ Rexanother response - FW: Re linux box

notﬂm!mof(wmmaWoﬁasﬁakmmdmmmamnmnﬁaummmmw"m
but it's for media files so they'i automagically play {vou can specify filetype and player), so not the same notion of
autorun as Windows has. But yeah, there exists no way | know of to get a script to autarun off a USB stick upon hotplug.

I'm ﬂumkltfgtwommmgeta.pmmpionthatmadllm'cnmnﬂy: |

a) MmmmwﬁwmhMo{n»ﬁwm‘s no current vuin info on the app; that's a long shot at best...
b} MITM the sshd {might be & winner, If he, o soineone else connecting, doesn't spook about fingsrprint mismatch] with
an sshd that dumps passwords. Or, If last resort, take nethook ofifine temporarily, mount the disk and grab the host's
keys, and set up MITM with those keys so they'll match...

TR _ : ‘
l IT Security Systems & Services, ISEY MIT .

PGP public kev l%#{m.mwu

X C
On jan&, 2011, at 6:29 P X BOS) wrote:

> You can try with a usb and a cron job script set to open a shell
> window in some versions it may work

>> You wouldn't happen to know where | could find an example of the
_ 3> geript to run

1 G b
> Se 04, 2011 6:15 PM
2 T (6),(bX7XC) Bt”g

> Subject: another response - FW: Re linux box
» =
» Fre (BNG).BKTX who i3 actuslly one of the NYC TFO's - you could

» vaw addy, or his USSS associate addy:
> Y ssociates.usss.dhs.gov
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2011 9:54 PM
" XOERNC) |
Subject: Re: Summary
mmm today, again.

BTy BXETERTIC ceos) [FoTETe ]

v ‘:‘.“;v“::.((mw’fm'.- Pydnrna - ' m); .
b)(8).(b){(7XC) BOS ;

Sent: Tue Jan 04 18:35:08 2011

Subect: Summary

Unautharized activity on Massachusetts Institute of Technology network -
 onoyoy e O | cai

Tedmbgv?ohtbatanunaﬂwﬂndmpumlndbmfoundInamdosetonmmundsmNetworkmfﬂc
suggested that the computer was being used to download technical journals. The computer was found in a wire cioset
of in the basement of Building 16, the Dorrance Bullding (77 Massachusetts »4

Engineering Department](®)(t bmitedy), anftPN0).(D Security Anatyst
foerT:tatedﬁntmoumluﬂ\eIbmyhadnoﬂﬁedhlmﬂutsomwasdownbadhglaaemshmof}oumals

- from the library without authorization. Large amounts ofwuﬂnmdmmwﬂmmﬁmdww:@ﬂgm

and on 11/23/10 there was another incident of axcessive downloading. From 11 to 01/04/1
was able to trace the activity to a particular switch in the wire closet. When ()6).(bXT)(C)

(b)(6),(b)(/]mit.edy) when to examine the wire closet he found the unauthorized computer connected to the switch, An
" exemnal hard drive was connected to the netbook. The netbook was an Acer Aspire One with  serial number
LUSAXODOO%001100E1601. The netbook matches the description of an Acer netbool®)G).OX7HC)  |reported as
stolen to MIT Pofice on 12/31/10. The netbook appeared to be using two IP addres[BIBL.BITN Jendibya\ DY TICY
" which are IP 3ddress belonging to MIT, Use of NMap showed that the netbook had port 22 and 8092 open. Port22is
mmmmm{&m@mmmoammmmsmnmmmm(mmmbn
Control Protocol) traffic. Cambridge Police processed the scene for prints. Stickers on the cutside of the nethook
showed that it was originally loaded with Windows 7 starter edition but an examination of the screen indicated that the
current gperating system was Ubuntu, a type of Linux. The login screen showed a computer name of “ghost-laptop”
with the user “Gene Host” logged in. The login screen had a password. All efforts to bypass the login screen were
WeMMammmmmmmamanmmammamonmmm
packet capture is continuing. {BI(E).B)7) |provided SABXE), Jvith a copy of flow trafic on the network, The flow
traffic Is currenty being uploaded to the CERT dropbox. MIT decided to leave the netbook running in place with the
hopes of capturing more Mmﬁemdmﬁamsmmmmmiemwookmmmawidnnmlandif
ﬂnnemmmﬂkmshowwherethemctkmnuﬂmnwm. MIT placed a camera in the wire closet
%Mﬁﬂnsmmmformembwk. MIT also established an alarm to notify MIT if the netbook is removed
the network. ' ; : ) :

tmept and a member of the New England

U.S. Secret Servics
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Boston Field Office

(b)8).B)7XC)
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iy

Fronw;

Sent: _ : waly 04, 2011 7:00 PM
To: (b)6). BOS) '
Subject: : REUMM&MmWM!deMM

Thanks ~ ok if | share this with my squad? t want to show them how a proper Incident response is donel

viivre

5 Y

Cef(b)6).bXTXC) FO)A(D)(6).(BXTXC -

™

UMMMMWIMMMTuhMM '
Electronic Crimes Task Force received a call from the IT.EORY) of Massachusetts institute of
Technology Police that an unauthorized computer had been found in 8 wire closet on MIT grounds and Network Traffic
..memdmmemmrmbmmmeadmhnmlm& The computer was found in a wire closet N
of in the basement of Bullding 16, the Dorvance Building (77 Massachusetts Avenus which has MIT Blologicat
Emmmm (b)(6),(b i : - Mit.ec NORIRV) mw
formmtedﬂmonomanlmnbrwhadnoﬂﬂedhﬁnmatmonewmluwnumbmofjomals_
from the Bbrary without authortzation. Large amounts af unauthorized downloading was first noticed by the Hbrary on
os;zenowonuna/thnmsanmmmntofmmwm om 01/03/11 04 8)
was abie to trace the activity 10 a particular switch in the wire closet. Whend(B}(@).(0} o

LUSAXO0DO01001100£1601. The netbook matches the description of an Acer netbookl(t
stolen to MIY Polica on 12/31/10. The netbook appeared to be using two IP addras: and{b)6),(b)7XC) |
which are [P address belonging to MIT, Use of NMap showed that the nethook had port 22 and 8092 open . Port 22 s
thedafaiﬂtportforSSH(SmnSheﬂMpmmnandmnmﬂatnmmudmmﬂmm
Control Protocol) traffic. Cambridge Police processed the scene for prints. Stickers on the outside of the netbook
showed that &t was originally loaded with Windows 7 starter edition but an examination of the screen indicated that the
current aperating system was Ubuntu, a type of Linux, The login screen showed a computer name of “ghost-laptop”
with the user “Gene Most” logged in, The login screen had a password. AR efforts to bypass the login screen were

futile(®)O0).0X7XC) |started u wireshark packet capture of traffic on the switch around 9AM on 01/04/11 and the
packet capture is continuing{BXS)(OX7)(_brovided SAENB).Jwith a copy of flow traffic on the network. The flow

traffic is currently being uploaded to the CERT dropbox, Mrrdeddedwlemﬂwuetbookmmlnphuwiﬂmq
hopesofcamuumuwrenewmkmmctoshowﬁamwwmmwemtbwkmm:mcmwawlf
the network traffic can show where the suspect is controfling the netbook from. MIT placed 2 camera in the wire closit
to observe if the suspect returns for the netbook.. MIT also established an alarm to notify MIT If the netbook is removed
from the netwark, ‘l‘heteduﬂcal]mmakbeimdomloammveamonewyvahe. All MIT students have access to
vlewthe]oumalsbutareIlmiudaswmmuwﬂnyundmmmamneomwmimdmmmafm )




X6),(BX7)(C) |
U.S. Secret Service

IRIa Ul

(®BX6).(b)7XC)

Pe

R
o
v
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from: cambridgepolice.org> :
Sent: T 04, 2011 6:07 PM
To: (b)(6),(BX7XC)

Fw: Person Inquity

(b)(/)
Can you give me a buzz? ) have a crazy one to run by you.

I tried the number I had for you, It s not working,
EFXG).(b)(T)(C) |

~ Sent: Fri Dec 10 13:34:43 2010
Subject: Re: Person Inquiry

1am slmost afiaid to check the sitc. You have a good weekend as well
(b
B0

Sent from my HTC on the Now Network from Sprint!
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Odsimuybernmmmeammded:ﬁmms,missamefknmidacuvuymmledusmlookat her. The
banldma@mshd her out of a Cambridge address. _

it has to do with her fittle side business.

aeumnomommmmafewmmMmymstasksorommuyummtmumnémmmum
is clalming her income but ) stil might refer the cass out to Vice.

Life is stranger than fiction.

Thanks for the follow up information, have s good weekend,

) 3 not sure the rules of keeping emall addresses~She Is ; gra mmwkutmnillmﬁsherllvmm
mm&mdm%&hsmmmnmﬂmmnm}miwbhmem
of Walker Memorial {carner of Mem ang Ames}.

Hope this helps.

DXL BNTHE)

amlmmmmemmdmm%umemm Do alumni get to keep
their emalil address account? ‘
Thanks

TEYE),
it

v
D
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What is the email address she Is using? | may be able to iook at that way. Shemuldworkatmrasammaor,wnpor

some other capadity. lwlﬂdmktomifslnhuan MIT ID.
There were 17 matches to your remest.

[EOLBRIST | e

L Non-Institute l-lamrd yearG
...Health Sciences & Technalogy, year 6
..Technalogy Licensing Office
L Lincoln Laboratory
MIT Affiliate
Computer Science & Artificial intelligence tab
Technology Review
LMIT Affiliate
~Dept of Electrical Engineering 8 Computer Science
L MIT Affillate
of Earth, Atmospheric, & Planetary Sciancs
... Harvd-MIT Division of Health Sciences & Technology
.. Office of the Provost
L MIT Affillate
L..Management, year G
....Departmant of Blology

Student data loaded as of Dec 9, Staff data loaded asof Dec 9.

Can you give me soine biographical info on the attached person?
Thanks
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I(b)(ﬁ).(b)(T)(C) I
From: _ ong>
Sent: T January 04, 2011 606 PM . . :

Yo BIOLEKINC)
Subject: ' Re: Name of MIT Co :

IE)().(bRn(C')' I .
| MIT PD do you need his info?

SORL: 1us Jon 04 17:27:32 201
Subject: Name of MIT Contact

to coninct you from MIT

8).(6X7)C) .

Sent from Biackberry

Aﬂ&mﬁlto/ﬂnmﬂ:hmmissubjectmoﬂicia!mvlewandisforoﬁciqlusemly.Auion_xmybetahnin
mpommmhmmﬁmmdh%%&mﬂ%%mﬂwmmm

- mummmhwmmmmmmbjmwmmmm.mmmma
m»wuwwmumawmﬁmummdmwm&mbm
pwivedﬂﬁse—mailinm,domtkwp.mdisctoae.orwpyicmﬁfy'memhmﬁmlymdddm
it. . - . :
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Itwasfomamedwcsmtyou are responding to an intrusion case at MIT. If you need any assistance give us a caliat
[E)8).bXTHC)_Jor our BBs atter hours. Good Luck.

B2
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Attachments: mubmmmmm

Please refer to the attached document to submit data to CERT.
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Sent: ‘rue Janu:s.nsozon )
" Subject: Live Capture of Linux Box with out Admin Rights

I have an Acer Aspire that has some version Ubuntu (oaded on it. it is physically patched into a switch at MiT and has
bmdomdmmpumdsfmmﬂnNmm.mehmpkmbutﬂlelomscmnhmamw.m _
anyone know a way to capture the RAM or live image with out logging in orammbypasmempamrdhmm :

Sent from Blackberry
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I}

20111:21 PM
|(b)(5)-£”’% I(gos)

From:

Sent

To:

Subject: - Rez ive Capture of Liniec Box with out Admin Rights
Mike:

We're disc

I have an Acer Aspire that has some version Ubuntu loaded on R. It is physically patched into a suitch at MIT and has
_ heandownbadmwchnllhmbmmuemr&mehpmhmbmﬂnbanmnhumd.m

a%MamtoMremw“Mmmww;lnorambmsmmpasswordmhm?

Sent from Blackberry
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From: Iﬁ)(ﬁ).(b)m(c) I(WFDU
Sent: rnﬁmwjgm;‘%g)um PM
To: bX8),(bX7NC)

Subject: Re; Live Capture of Linux Box with out Admin Rights

@M‘I(b)mﬁ) :

Sent: Tue Jan 04 13:12:30 2011 :
Subject: Live Capture of Linux 8ox with out Admin Rights

} have 5n Acer Aspire that has some version Ubuntu loaded on It It is physically patched into 3 switch at MIT and has
bmmmﬂngmlmlpmsﬁomﬂnNmmﬂ\ehptoplsonbutﬂuloskimenhuapﬁm.bm
myomkmwawbamemeRAMorllvelmmwnhmmmonwtobvamelompamordlnl.um :
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(REN)
2011 118 PM

31

Sent:
To: )(6),(®X7)(C)
Subject: RE: Live Capture of Linux Box with out Admin Rights

C_anvo;a(_’lo%hasadﬁmmm? The user roat has no password by default on ubunty.
» )

ginel Message
omg(b)(6),(BX7NC) |

. “f{i;:Z{}A{il D
 To:ecsaps|BYEMONT) Jicin)
Subject: Live Capture of Linux Box with out Admin Rights

lhavemMuMﬁthasmwmummbmdonitukmmymm:m&mrandm
beendownlnadlngteduﬂul]omalsfmmmMWhmpkmmmebginmnhasamm.bm
anyone know 3 way to capture the RAM or live image with out logging in or 2 way to bypass the login password in Linu?

G

Sent from Blackberry
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From: EI WX lcrm
Sent: 2011 117 PM
R55185.(b)(7)(0) ?aos)

Subject: RE: Live Capture of Linux Box with out Admin Rights

-f
]

2

- stand by

e '

ASSISTANT TO THE SPECIAL AGENT IN CHARGE US SECRET SERVICE CHICAGO FIELD OFFICE

From[BYELBYTNC) Jeas)

uary 04, 2011 12:16 PM
8

Subject: Re: Live Capture of Linux Box with out Admin Rights

Sure

I(b)(a).(b)(")(e) |

Sent from Blackberry

CHI)
0 80S)
Sent: Tue Jan 04 13:14:58 2011
Subject: RE: Live Capture of Linux Box with out Admin Rights

I can blast this out on the HTCC and CFID boards (with the victim name redacted) i you want.-Would you fike ma to do

that?
nal
m%)(s)-(b)m(c) Jsos)
m T JOSERY y 2011 12:13 m

To: ecsap;
Subject: Live Capture of Linux Box with out Admin Rights
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lha%ean&arwkeﬂmhnmemummdedmn. Itlsphymlfymmamnmundhls
beén downloading technical journals from the Network. The laptop is on but the login screen has 3 password. Does

ﬁﬁ%ﬁkw’ﬂﬁybmmmethekmaewlﬂtombulnghoramymwmbmmmmmm?

Scﬁtﬁﬁnahdtbeny ’
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Sent l_mwm qﬁ.zm 145 PM .
To: (bXB8).(bX7XC)

Subject: RE: Live Capture of Linux Box with out Admin Rights

i can blast this out on the HTCC and CFID boards (with the victim name redacted) if you want. Would you like me to do
that? - ' :

Gl : RS
Hprye————

m jatdanuUAS ,201112:13?“
To: ecsapy OB C ey |

Subject: Live Capture of Linux Box with cut Admin Rights _
{ have an Acer Aspire that has some version Ubuntu loodedon-it. uhmwputdladmamat MIT and has

been downloading technical journals from the Network. The laptop Is on but the login screen has a password. Does
. sTYOnR know a way to capture the RAM o live Image with out logging in or a way to bypass the login password In tinux?

[EXELENC)

Sent from Blackherry
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Sent: Tue Jan 04 11:04:32 2011
Subject; MIT

_l('r‘_—lb XOGLE] o
1are in route 1o MIT

I(b)(e).(b)m(c)

Sent from Blackberry
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..............
.......................................

- B

BIYLIGT mllmmm

. L‘u'
Sent: Tue Jan 04 11:04:32 2011
Subject: MIT

. (bX6),(bX7XC)

Sont_from Blackberry
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